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Preface

The Apache Web server is a remarkable piece of software. The basic package distributed
by the Apache Software Foundation is quite complete and very powerful, and a lot of
effort has gone into keeping it from suffering software bloat. One facet of the package
makes it especially remarkable: it includes extensibility by design. In short, if the
Apache package right out of the box does not do what you want, you can generally
extend it so that it does. Dozens of extensions (called modules) are included as part of
the package distributed by the Apache Software Foundation. And if one of these doesn’t
meet your needs, with several million users out there, there is an excellent chance
someone else has already done your work for you, who has concocted a recipe of
changes or enhancements to the server that will satisfy your requirements.

This book is a collection of these recipes. Its sources include tips from the firehose of
the USENET newsgroups, the Apache FAQ, Apache-related mailing lists, mail con-
taining “how-to” questions, questions and problems posed on IRC chat channels, and
volunteered submissions.

All of the items in this book come from real-life situations, encountered either by us or
by other people who have asked for our help. The topics range from basic compilation
of the source code to complex problems involving the treatment of URLs that require
SSL encryption.

We’ve collected more than a hundred different problems and their solutions, largely
based on how often they occurred, and have grouped them roughly by subject as shown
in Recipe 1.

Primarily, these recipes are useful to Webmasters who are responsible for the entire
server; however, many are equally applicable to users who want to customize the be-
havior in their own Web directories through the use of .htaccess files.

We've written Apache Cookbook to be a practical reference, rather than a theoretical
discourse: reading it recipe by recipe, chapter by chapter, isn’t going to reveal a plot
(“Roy Fielding in the Library with an RFC!™"). It’s intended to provide point solutions
to specific problems, located through the table of contents or the index.

" An obscure reference to a board game called Clue and an obscure developer of HTTP.
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What's in This Book

Because much of the material in this book is drawn from question-and-answer discus-
sions and consultations, we have tried to make it as complete as possible. Of course,
this means that we have included “recipes” for some questions to which there are cur-
rently no satisfactory answers (or at least to our knowledge). This has not been done
to tease, annoy, or frustrate you; such recipes are included to provide completeness, so
that you will know those problems have been considered rather than ignored.

Very few problems remain insoluble forever, and these incomplete recipes are the ones
that will receive immediate attention on the book’s Web site and in revisions of the
book. If a reader has figured out a way to do something the book mentions but doesn’t
explain, or omits mentioning entirely, our research team can be notified, and that sol-
ution will go on the Web site and in the next revision.

Who knows, you may be the one to provide such a solution!

Platform Notes

The recipes in this book are geared toward two major platforms: Unixish ones (such
as Linux, FreeBSD, and Solaris) and Windows. There are many that have no platform-
specific aspects, and for those any mention of the underlying operating system or
hardware is gratefully omitted. Because of the authors’ personal preferences and ex-
periences, Unixish coverage is more complete than that for the Windows platforms.
However, contributions, suggestions, and corrections for Windows-specific recipes
will be gladly considered for future revisions and inclusion on the Web site.

Other Books

There are a number of books currently in print that deal with the Apache Web server
and its operation. Among them are:
. , _ . o Apache Server Unleashed is
Apache: The Definitive Guide, Third Edition (O’Reilly) actually out of print. It's quite
* Apache Server Unleashed (Macmillan) hard to list three current
* Apache Administrator’s Handbook (Macmillan) Apache books. Seems the most

You can also keep an eye on a couple of Web pages that track recent stuff iS. 3-4 years old.
Perhaps mention Peter

* http://Apache-Server.Com/store.html Wainwright's "Pro Apache",
* http://httpd.apache.org/infolapache_books.html from APress
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Other Sources

In addition to books, there is a wealth of information available online. There are Web
sites, mailing lists, and USENET newsgroups devoted to the use and management of
the Apache Web server. The Web sites are limitless, but here are some active and useful
sources of information.

* The comp.infosystems.www.servers.unix and comp.infosystems.www.servers.ms-
windows USENET newsgroups. Although these aren’t dedicated to Apache spe-
cifically, there is a lot of traffic concerning it, and experienced Apache users hang
out here. If you don’t have access to news, or know how to reach USENET, check
out http://groups.google.com/.

* The Apache Today Web site, run by Internet.Com. This site regularly lists articles
about the Web server and making the most of it. The URL is http://ApacheTov
day.Coml/.

* Theusers@httpd.apache.org mailing list is populated with people who have varying
degrees of experience with the Apache software, and some of the Apache devel-
opers can be found there, too. Posting is only permitted to subscribed participants.
To join the list, visit http://httpd.apache.orgluserslist.html.

* The #apache IRC channel on the irc.freenode.net network—or on many other IRC
networks, for that matter. However, your chances of encountering us are most
likely on the freenode network.

We must point out that none of these is an “official” support medium for the Web
server. In fact, there is no “official” support path, since the software is largely developed
by volunteers and is free. However, these informal support forums successfully answer
many questions.

How This Book Is Organized

This book is broken up into 13 chapters and 2 appendixes, as follows:

Chapter 1 covers the basics of installing the vanilla Apache software, from source on
Unixish systems, and on Windows from the Microsoft Software Installer (MSI) package
built by the Apache developers.

Chapter 2 describes the details of installing some of the most common third-party
modules, and includes generic instructions that apply to many others that have less
complex installation needs.

Chapter 3 includes recipes about recording the visits to your Web site(s), and Apache’s
error logging mechanism.

Chapter 4 tells you how to run multiple Web sites using a single Apache server and set
of configuration files.
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Chapter 5 describes how to manipulate URLSs, how to control which files they refer to,
how to change them from one thing to another, and how to make them point to other
Web sites.

Chapter 6 covers some of the basic issues of securing your Apache server against pen-
etration and exposure by the nefarious elements on the Internet.

Chapter 7 addresses the issues of making your Apache Web server capable of handling
secure transactions with SSL-capable browsers—a must if you’re going to be handling
sensitive data such as money transfers or medical records.

Chapter 8 tells you how to enhance your server with runtime scripts and make them
operate as a particular user.

Chapter 9 describes how to customize the Web server’s error messages to give your site
its own unique flavor.

Chapter 10 describes how to configure your Apache server to act as a proxy between
users and Web pages and make the processes as transparent and seamless as possible.

Chapter 11 includes a number of recipes for addressing performance bottlenecks and
improving the overall function of your Apache server.

Chapter 13 covers a variety of miscellaneous topics that didn’t seem to fit into any of
the other chapters.

Appendix A explains how regular expressions are used for pattern-matching in Apache
directives.

Appendix B covers some basic troubleshooting techniques, where to look for messages,
common configuration problems, and so on.

Conventions Used in This Book

Throughout this book, certain stylistic conventions are followed. Once you are accus-
tomed to them, you can easily distinguish between comments, commands you need to
type, values you need to supply, and so forth.

In some cases, the typeface of terms in the main text will be different and likewise in
code examples. The details of what the different styles (italic, boldface, etc.) mean are
described in the following sections.

Programming Conventions

In this book, most case examples of code will be in the form of excerpts from scripts,
rather than actual application code. When commands need to be issued at a command-
line prompt (such as an xterm for a Unixish system or a DOS command prompt for
Windows), they will look something like this:
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These
shouldn't be
italic?

% find/usr/local -name apachectl -print

# /usr/local/apache/bin/apachectl graceful

C:>cd "\Program Files\Apache Group\Apache\bin"

C:\Program Files\Apache Group\Apache\bin>apache -k stop
On Unixish systems, command prompts that begin with # indicate that you need to be
logged in as the superuser (root username); if the prompt begins with %, then the com-
mand can be used by any user.

Typesetting Conventions
The following typographic conventions are used in this book:

Italic
Used for commands, filenames, abbreviations, citations of books and articles,
email addresses, URLs, and USENET group names.

Bold

"UWNUsed for labeling menu choices in a graphical interface.

Constant Width
Used for function names, command options, computer output, environment var-
iable names, literal strings, and code examples.

Constant Width Bold
Used for user input in computer dialogues and examples.

Constant Width Italic
Used for replaceable parameters, filesystem paths, and variable names.

W
! This icon signifies a tip, suggestion, or general note.

This icon indicates a warning or caution.

Documentation Conventions

Because this book deals with a general topic rather than a specific one (such as the Perl
language), there are additional sources of information to which it will refer you. The
MOSt cOmmon ones are:

The online manual (“man”) pages on a Unixish system

References to the manpages will appear something like, “For more information, see the
kill(1) manpage.” The number in parentheses is the manual section; you can access this
page with a command such as:
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% man 1 kill

The Apache Web server documentation

Such a reference may appear as “See the mod_auth documentation for details.” This
refers to a Web page like:

http://httpd.apache.org/docs/mod/mod_auth.html

In some cases, the reference will be to a specific Apache directive rather than an actual
module; in cases like this, you can locate the appropriate Web page by looking up the
directive name on:

http://httpd.apache.org/docs/mod/directives.html

This page lists all of the directives available in the standard Apache package. In some
situations, the directive may be specific to a nonstandard or third-party module, in
which case the documentation should be located wherever the module itself was found.
The links above are for the documentation for Version 1.3 of the software. To access
the documentation for Version 2.0, replace “docs/” with “docs-2.0/” in the URLs.

We'd Like to Hear from You

We have tested and verified the information in this book to the best of our ability, but
you may find that features have changed (which may in fact resemble bugs). Please let
us know about any errors you find, as well as your suggestions for future editions, by
writing to:

Please address comments and questions concerning this book to the publisher:

O’Reilly & Associates, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (international or local)

(707) 829-0104 (fax)

We have a Web page for this book, where we list errata, examples, and any additional
information. You can access this page at:

http://www.oreilly.com/catalog/apacheckbk
To comment or ask technical questions about this book, send email to:
bookquestions@oreilly.com

For more information about our books, conferences, Resource Centers, and the O’Re-
illy Network, see our Web site at:

http://www.oreilly.com
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We have a Web site for the book, where we’ll list errata and plans for future editions.
Here you’ll also find the source code from the book available for download so you don’t
have to type it all in:

http://Apache-Cookbook.Com/
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CHAPTER 1
Installation

For this cookbook to be useful, you need to install the Apache Web server software.
So what better way to start than with a set of recipes that deal with the installation?

There are many ways of installing this package; one of the features of open software
like Apache is that anyone may make an installation kit. This allows vendors (such as
Debian, FreeBSD, Red Hat, Mandrake, Hewlett-Packard, and so on) to customize the
Apache file locations and default configuration settings so that these settings fit with
the rest of their software. Unfortunately, one of the consequences of customization is
that the various prepackaged installation kits are almost all different from one another,
which means that when it comes to getting assistance you need to find someone familiar
with the kit you’re using.

In addition to installing it from a prepackaged kit, of which the variations are legion,
there’s always the option of building and installing it from the source yourself. This has
both advantages and disadvantages; on the one hand, you know exactly what you in-
stalled and where you put it, but, on the other hand, it’s possible that binary add-on
packages will expect files to be in locations other than those you have chosen.

If setting up the Web server is something you’re going to do once and never again, using
a packaged solution prepared by your system vendor is probably the way to go. How-
ever, if you anticipate applying source patches, adding or removing modules, or just
fiddling with the server in general, building it yourself from the ground up is probably
the preferred method. (The authors of this book, being confirmed bit-twiddlers,
always build from source.)

This chapter covers some of the more common prepackaged installation varieties and
also how to build the server from the source yourself.

Throughout the chapter, we assume that you will be using dynamic shared objects
(DSOs) rather than building modules statically into the server. The DSO approach is
highly recommended,; it not only makes it easy to update individual modules without
having to rebuild the entire server, but it also makes adding or removing modules from
the server’s configuration a simple matter of editing the configuration file.




DSOs on Unixish systems typically have a .so extension; on Windows, they end with

a .dll suffix.

1.1 Installing from Red Hat Linux’s Packages

Problem

You have a Red Hat Linux server and want to install or upgrade the Apache Web server
on it using the packages that Red Hat prepares and maintains.

Solution
If you are a member of the Red Hat Network (RHN), Red Hat’s subscription service,
you can use Red Hat’s up2date tool to maintain your Apache package:

# up2date -ui apache apache-devel apache-manual

If you’re running a more recent version:

# up2date -ui httpd httpd-devel httpd-manual

If you aren’t a member of RHN, you can still download the packages from one of Red
Hat’s servers (either ftp:/ftp.redhat.com/ or ftp://updates.redhat.com/), and install it
with the following command:

# rpm -Uvh apache

Discussion
The -Uvh option to the rpm command tells it to:

* Upgrade any existing version of the package already on the system or install it for
the first time if it isn’t.

* Explain the process, so that you can receive positive feedback that the installation
is proceeding smoothly.

* Display a pretty line of octothorpes (#) across the screen, marking the progress of
the installation.

If you use the packages Red Hat maintains for its own platform, you will benefit from
a simple and relatively standard installation. However, you can only update versions
for which Red Hat has put together an RPM package, which typically means that you
may be lagging weeks to months behind the latest stable version.

There is also the issue of platform compatibility; for instance, at some point the version
of Apache provided for Red Hat Linux changed from 1.3 to 2.0, and newer versions of
the operating system will probably only have the 2.0 packages available. Similarly, if
you run an older version of Red Hat Linux, the newer packages will probably not install
properly on your system.
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It’s a good idea to install the apache-devel package as well. It’s quite small, so it won’t
have much impact on your disk usage; however, it includes files and features that a lot
of third-party modules will need in order to install properly.

See Also

* Red Hat’s full platform release archive at ftp://ftp.redhat.com/
* Red Hat’s incremental update (errata) archive at ftp://updates.redhat.com/

1.2 Installing from Debian Packages

Problem

You have a computer running Debian, or one of the Debian-based distributions, such
as Ubuntu, and wish to install Apache.

Solution

Using apt-get, install the apache2 package.
H apt-get install apache2-mpm-prefork

Discussion

As with any package-based Linux distribution, it’s usually best to stick with the pack-
ages supplied by that distribution in order to have ease of updates, and maximum
interoperability with other packages installed on the same system. On Debian, this
means using apt-get.

It’s a good idea to install the apache2-dev package as well, as it provides utilities, such
as apxs, which will be useful in installing third-party modules, should the need arise.

Debian has its own unique arragement of configuration files, which is unlike that of
any other distribution. Both modules and sites (virtual hosts) are arranged in subdir-
ectories so that they can be enabled or disabled at will using utilities that come with
Debian’s version of Apache. For example, to enable a particular module, you will use
the a2enmod command, which makes the appropriate changes to the server configu-
ration file to cause that module to be loaded. For example:

Fora full description of where Debian places its files and directories, you should consult
http://wiki.apache.org/httpd/DistrosDefaultLayout
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See Also
* http://wiki.apache.org/httpd/DistrosDefaultLayout

¢ man a2enmod

* man apt-get

1.3 Installing Apache on Windows

Problem

You want to install the Apache Web server software on a Windows platform.
W
- If you already have Apache installed on your Windows system, remove
ﬁ:\ it before installing a new version. Failure to do this results in unpre-

" 9ls" dictable behavior. See Recipe 1.8.

Solution

Primarily, Windows is a graphically oriented environment, so the Apache install for
Windows is correspondingly graphical in nature.

The simplest way to install Apache is to download and execute the Microsoft Software
Installer (MSI) package from the Apache Web site at http://httpd.apache.org/down
load. The following screenshots come from an actual installation made using this
method.

Each step of the installation procedure is distinct in the process and you can revise
earlier decisions, until the files are installed. The first screen (Figure 1-1) simply con-
firms what you’re about to do and the version of the package you’re installing.

The second screen (Figure 1-2) presents the Apache license. Its basic tenets boil down
to the following: do what you want with the software, don’t use the Apache marks
(trademarks like the feather or the name Apache) without permission, and provide
proper attribution for anything you build based on Apache software. (This only applies
if you plan to distribute your package; if you use it strictly on an internal network, this
isn’t required.) You can’t proceed past this screen until you agree to the license terms.

Figure 1-3 shows the recommended reading for all new users of the Apache software.
This describes special actions you should take, such as making configuration changes
to close security exposures, so read it closely.

If you are installing Apache for the first time, the installation process asks for some
information so that it can make an initial configuration for your server (Figure 1-4). If
you already have a version of Apache installed, nothing you enter on this screen will
override your existing configuration.
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international treaties,
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Figure 1-1. First screen of Apache MSI install

The Server Name in the figure is filled with the same value as the Network Domain
field; this is a nod to the growing tendency to omit the “www” prefix of Web sites and
use the domain name (e.g., http://oreilly.com/ instead of http://www.oreilly.com/). What
name you specify for the server is just advisory, allowing the installation process to
configure some initial values; you can change them later by editing the configuration
file. The important thing is that the Server Name value be resolvable into an IP address.

Next comes a screen asking what portions of the package you want to install, as shown
in Figure 1-5. Just go with Typical unless you’re an advanced user. The Custom option
allows you to choose whether to install the Apache documentation.

Figure 1-6 asks where you want the software installed. The screen shot shows the de-
fault location, which will become the ServerRoot.

Once you’ve answered all the questions, a screen similar to Figure 1-7 will come up.
This is your last chance to go back and change anything; once you click the Install

button on this screen, the installation puts the pieces of the package in place on your
system.

Figure 1-8 and Figure 1-9 show the last screens for the Windows MSI install; they show
the progress of the installation. When they’re finished, Apache has been installed (and
started, if you chose the “Run as a service” option shown in Figure 1-4).
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License Agreement

Please read the following license agreement carefully,

The Apache Sofhware License, Version 1.1 -
Copyright {c) 2001 The Apache Software Foundation. All rights reserved,

Redistribution and use in source and binary forms, with orwithout modification, are
permitted provided that the following conditions are met;

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer,

2. Redistributions in hinary form must reproduce the ahove copyright notice, this Ll

& 1 accept the terms in the license agreement:

™ 1do not accept the terms in the license agreement

InistalShield

< Back I Mext = I Cancel

Figure 1-2. License agreement

Discussion

A lot of effort has been put into making the Apache server run well on Windows and
be managed like other Windows applications. As a consequence, the primary installa-
tion method (InstallShield or MSI) should be familiar to Windows users.

If you’ve never run Apache before, accept the defaults the first time you install it. This
makes it easier for others to provide assistance if you need help, because the files will
be in predictable locations.

If you chose to start the Apache server as a service (see Figure 1-4), then you can modify
the conditions for it to start, such as the user it should run as or whether it should start
automatically, just as you would any other service. Figure 1-10 shows one way to do
this; bring up the window by right-clicking on the My Computer icon on the desktop
and choose Manage from the pop-up menu.

See Also

* The Apache license at http://'www.apache.org/LICENSE
* Recipe 1.8