# Apache Server Configs w2 5 @1 MIT License
# https: #/gi thub, comshsbos server—confl gs-apache

# 010 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf ', you should add
# this logic there: http /<httpd apache org/docs/current ./ howt osht access, html,

# AuthHame "Restricted Ares”

# AuthType Basic

# AuthliserFile <kundensZ73756_1A70/ websel ten ki t schbi tchviZs, ht passwd
# AuthiroupFile Adev.rul 1

# require wal il d-user

# HERHAR R AR R AR R AR ARR AR RRRRRRARRRRRRRRARRBRRBRRBRR AR R B AR AR AR R AR R AR RAR AR RIS
# # ERFURS #
# HERHAR R AR R AR R AR ARR AR RRRRRRARRRRRRRRARRBRRBRRBRR AR R B AR AR AR R AR R AR RAR AR RIS

#
# | Custom error messages ~ pages /
#

# Customi ze what Apache retwns to the client in case of an ervor,
# httpe A7httpd apache orgsdocsscurrent smodscore [tml #errordocument

ErtorDocument 484 484, html

# HERHHRHAR R AR R AR AR AR ARRRRRARRRRRRRRARRRRRARRBRR AR R AR AR AR R AR AR AR R AR AR R A
# # NEDCIA TYFES AHD CHARACTER EHCODIHES #
VA S e e e e

#
# 1 Media types /
#

# Serve resources with the proper media types (formerly known a5 MIFE typess,
# http: /7w, 1ana orgsassi gnment s/medi a-t ypessmedi 3-t ypes, xhtml

<IfModul & mod_mime. c>

# Audi o

AT - - F e L | F e I £ oAl -



HOO 1 ype
AddType

Jual or mpH

audi o/ ogg

# Data 1nterchange

AddType
AddType

applicationd json
applicationd/ld+json

# Javascript

# Hormallze to standard toype

# http: s

AddType

# ¥ideo
AddType
AddType
AddType
AddType

ol

W

1etf, orgshtml /1 fod329sect 1 on-7, 2
application/ javascript

wi deos mpd
videos ogg
videos webm
videosx-flv

# Web fonts

AddType
AddType

applicationdfont-woff
applicationdvnd ms-fontobject

493 1490 m43

003 0gQ Opus

Jjson map
jsonld

is

fdv fdp mdv mpd
agy
webm
flw

wof f
ent

# Browsers usually Ignore the font media types and simply snifr

# the bytes to figuwe out the font type

# http: s

# Chrome howsyer, shows

# for the following two font types

AddType
AddType

AddType

# Other
AddType
AddType
AddType
AddType
AddType
AddType

application/x-font-ttf
font/opentype

i mage/ svg+xml
application/octet-stream

applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-xpinstall
applicationdxml

i mage/ webp

omimesnd 1F, spec, what wg, orgs#mat chi ng-a-font -t ype-pat tern

g waning 1F any other media types are used

tte tif
ot f

Svg SvOZ

safariextz

crx

oex

xpi

atom rdf rss xzml
webp



HddType 1mages x—1con Cur 1co

AddType textswit wit
AddType text/x-component htc
AddType text/x-wvcard wiof
</1fModul e
#
# | Character encodings /
#

# Set UTF-8" as the character encoding for all resources served with
# the media type of text/html” or textsplain’,
AddDef aul tCharset utf-5

# Set UTF-8" as the character encoding for other certaln resources,
<IfModule mod_mime, >

AddCharset utf-3 . atom . css . js . json . jsonld . rss . wtt . webapp . xml
/I fModul e

# HHRHHR AR AR AR AR AR AR AR R AR R AR AR A AR AR R AR R AR R AR AR AR R AR R AR AR AR AR AR AR A
# # URL REWRITES #
# HHRHHR AR AR AR AR AR AR AR AR AR AR R A AR AR R AR R AR R AR R AR AR R AR HAR AR AR AR AR AR A

#
# | Suppressing # Forcing the “www = at the beginning of URLs /
#

# The same content should never be avallable under two different URL=,

# especially not with and without “wew, ~ 3t the beginning, This can cause
# SE0 problems (duplicate contentl, and therefore, you shoul d choose one
# of the alternatives and redirect the other one

# rewlte www exampl & com — exampl & com

£IfModule mod_rewrite, o
FewriteEngine On
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http: //% B{REQUEST_URIF [R=381, L]
/I fModul e



# HERHHR A AR R AR R AR A AR R AR ARRRRRARRRRRARRARRRRRBRRARR AR AR AR AR AR R AR R AR RAR AR R H
# SECURITY #
# HERHHR R AR R AR R AR A AR R AR AR AR ARRRRRRRRARR BB BB RR AR AR R AR AR AR R AR AR R AR AR AR R H

£

# Block access to all hidden files and directories with the exception of the
# visible content from within the "/ well-knowns hidden directory,

# These types of files usually contaln user preferences or the preserved state

£

of an utility, and can 1nclude rather private places 1ike, for example, the

£

Lgit’ oor T, swvn directories

The "/ well-knowns directory represents the standard CRFC 57550 path prefix
for "well-known 1ocations" (e g @ 7 well-knownsmani fest, json’,

A wel 1 —knownskeybase, txt 1, and therefore, access to Its visible content
shoul d not be Bl ocked,

O OR W W

# https: sswww, moot, net o6l oge 261 8780870 wel 1—known
# http: //tool s 1etf, orgshtml /1 foch785

£IfModule mod_rewrite. o
RewriteCond ¥{REQUEST_URIT "7 /2%, well-knowndCC™ 1+, /A 70+4%" [HCI
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<A1 fModul e

# Block access to fl1les that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by some
# text editors and can pose 3 security risk when anyone has access to them,
# httpr /7 feross orglocmspl of t

# THFORTANT: LUpdate the "<Filestiatchs ™ regular expression from below to 1nclude
# any files that might end up on your productlon server and can expose sensitive
# Information about your website, These files may 1nclude: conflguration 1165,
# riles that contain metadata asbout the project (e g project dependencies’,

# build scripts, et



£FilesMatch "C°#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swlopl 2l "3 4"

# Apache « 2 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</TfModul e

# Apache =2 2 3

<IfModul e mod_authz_care, c
Fequire all denied

</TfModul e

</FilesMatchs
#

# | Reducing MIME type securlity risks /
#

# Frevent some browsers from MIME-sni Ffing the response

# This reduces exposure to drive-by download attacks and cross-origin data
# leaks, and should be 1eft uncommented, especially 17 the web server 15
# serving user-upl oaded content o content that could potentially be treated

# as executable by the browser,

# http /7w, =11 deshare, net s hasegawayosuk e owasp-hasegaus

# httpe /7Bl ogs msdn, comsbel e/ archi vesE0A56/ A7, B2/ 1 BE-securl ty-part —v-comprehensi ve-
protection aspx

# http Armsdn microsoft, comsen-ussl 1 brarys] esggbLed4dl, aspy

# http: /7mimesni £f, spec. whatwg, org”

<IfModul e mod_headetrs, c»
Header set X-Content-Type-Options “nosniff"
</ fModul e

S B
# # WEE FERFUORMAHCE #
B R



#

# 1 Enable Gzip /
#
£ifModul e mod_gzip. o>
mod_gzip_on Yes
mod_gzi p_dechunk ‘Yes
mod_gzip_item_include file . Chtml 7l txtl cssl jsl phpl plo%
mod_gzip_item_include handler “col-script$
mod_gzip_item_include mime “text/, =
mod_gzip_item_include mime “applicationsx-javascript. =
mod_gzip_item_exclude mime “images. =
mod_gzip_item_exclude rspheader “Content-Encoding . #gzip. *
£/1fModul e
#
# | Compression /
#

<IfModul e mod_deflate, o>

# Force compression for mangl ed headers,

# https: s sdevel oper, yahoo, comsbl ogs.sydn: pushi ng-beyond-gz1 ppl ng-25661, Lt ml

£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterhss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding

FequestHeader
</1fModul e
</1fModul e

append Accept-Encoding “gzip, deflate" enw=HAVE_Accept-Encoding

# Mark certaln resources as been compressed 1n order to

#

11 prevent Apache from recompressing them

#
# 20 ensure that they are served with the
#

"l

<IfModul e mod_mime. c»

Content-Encoding: gzip HTTF response headsr



AddEncoding gzip svgz
<A1 fModul e

# Compress all output 1abeled with one of the following medis types,

# IMFPORTANT: For Apache versions below £, 3 7 you don't need to enabl e
# ‘mod_frilter and can remove the <IfModule mod_filter. c»’ & “</IfModules’
# 1ines a5 AddoutputFilterByType’ 15 still in the core directives,

<IfModule mod_filter, ci

AddOut putFilterBuTupe DEFLATE applicationsatom+xml &
applicationd javascript
applicationd json %
applicationd/ld+json &
applications/mani fest+json &
application/rss+xml &
application/vnd ms-fontobject
applicationdx-font-ttf
application/ x—-web-app-mani fest+json &
application/xhtml +xml %
applicationsxml %
fontsopentype M
image/ swg+xml &
imagesx-icon %
text/cache-manifest
text/css A
text/html %
text/plain &

text vt A
text/x-component
text/xml
AT Modul e
AT Modul e
#
# | Content transformation /

#



# FPrevent mobile network providers from modi fying the website's content,
# httpe Z2ww, w35 oFgsFrotocol s/0fcE6] 6ArTcE6] 6-5ecl 4, html #5ecl 4, 5, 5

# <IfHodul & mod_headsrs, cx
# Header merge Cache-Control “no-transform”

# /T FHodul e

#

# 1 ETags
#

# Remowve ETags as resources are sent with far-rfuture explres headers,

# https: Asdevel oper, yahoo, comsper T ormancesul es, html #etags
# FileFTag Hone doesn't work In all cases
<IfModul e mod_headers, ¢

Header unset ETag
</ fModul e

FileETag Hone

#

# | Expires headers

#

# Serve resources with far-future expl res headers,

# THPORTANT: If you don't control wersioning with £11ename-based cache

# busting, consider lowsring the cache times to something 11ke one week,

£IfModul e mod_expires. o

ExpiresActive on

Expireshefaul t "access plus 1 month"
# C55
ExpiresByTupe text/css "access plus 1 year”

# Data 1nterchange
ExpiresByType applicationd json "access plus A seconds”

FwriresBEnTine annl i catinnd1 d+isnn "arress nlos A seoonds"



ExpiresByTupe
ExpiresByTupe

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe

- - e g

applicationdxml
text/xml

1 mage/ x-1con

# HTAL components (HICs:

ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascript
ExpiresByTupe

text/ x-component

text/html

application/ javascript

# Manifest files

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Medi a
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web reesds
ExpiresByTupe
ExpiresByTupe

# Web fonts
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

AT F WA =

applicationdmani fest+json

applicationdx-web-app-mani fest+json

text /cache-mani fest

audi o/ ogg
image/gif
image/ jpeq
1 mage/ png
vi deos mpd
videns ogg
v1deos webm

applicationsatom+xml
applicationdrss+xml

applicationdfont-wof f
applicationdvnd ms-fontobject
application/x-font-ttf
font/opentype

1 mage/ svg+xml

"access

"access

"access

"access

"access

"access

"access
"access

"access

"access
"access
"access
"access
"access
"access

"access

"access

"access

"access
"access
"access
"access

"access

plus B seconds"
plus B seconds"
plus 1 week"
plus 1 month"
plus B seconds"
plus 1 year"
plus 1 year"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 hour"
plus 1 hour"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"



Te L

# HERHHR A AR R AR R AR A AR R AR ARRRRRARRRRRARRARRRRRBRRARR AR AR AR AR AR R AR R AR RAR AR R H
# # THTERHET EXFLURER #
# HERHHR R AR R AR R AR A AR R AR AR AR ARRRRRRRRARR BB BB RR AR AR R AR AR AR R AR AR R AR AR AR R H

#
# | Better website experience /
#

# Force Internet Explorer to render pages 1n the highest awallabl e
# mode 1n the wvarious cases when 1t may not,
# https s/ hsivonen, £1/doct ypes#1 65

<IfModul & mod_headets, c
Header set X-UA-Compatible "IE=edge”
# ‘mod_headers’ cannot match based on the content-type, howsver, this hesder
# should be send only for HTAL documents and not for the other resources
£FilesMatch "%, Cappcachel atoml crxl cssl curl eotl f4Cabpyll 1wl gi fl htcl icol jpe?
gl jsl jsonC1dy?
| mel av11 mani festl mapl mpdl oexl ogl agwll opusl ot f1 pdfl pngl rdfl rssl saf ariextzl svgz?
| swfl ttLcf 1l txtl vofl witl webappl webl mpd| wof £1 xmll xpi 2" >
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e



