# BEGIH WORDFRESS

£IfModule mod_rewrite. o
FewriteEngine On
RewriteBase /
RewriteRule “indexh, php$ - [L]
FewriteCond ¥{REQUEST_FILEMAMEY ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule . /index php [LI

<A1 fModul e

# EHD HWordFress

#Frotect wpconfig fi1le
<Files wp-config. php:
aorder allow, deny
deny from all
£/Files:

#Protect htAccess

¢Files ™ "7 &\, C[HRILTtICRal>":
aorder allow, deny
deny from all
satisfy all

£/Files:

# 01 sable xmlrpc, php sccess except for Automattic
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£Files xmlrpc. php:
Order Deny, ALLow
Deny from all
Allow from V& 74 254, «
Allow from 216, 151, 289, *
Allow from B9, 174, 2458, =
Allow from BE, 135, 45,

a
Allow from V& 74 255,
Allow from 216, 151, 289, *
Allow from 216, 151, 2168, *
Allow from 76 74 248, =
Allow from 287, 195 #
Allow from 287, 1958 1681, %
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HLLuw Trom L3o, Lol +
Allow from 287, 195 1681, %
Allow from 192 8, 64, =
Allow from 192 8, 65, =
Allow from 192 8, 66, =
Allow from 192 8, 67, =
Allow from 192 8, 65, =
Allow from 192 8, 69, =
Allow from 192 8, 78, =
Allow from 192 8, 71, =
Allow from 192 8, 72 =
Allow from 192 8, 73 =
Allow from 192 8, 74, =
Allow from 192 8, 75, =
Allow from 192 8, 76 =
Allow from 192 8, 77 =
Allow from 192 8, 78 =
Allow from 192 8, 79, =
Allow from 192 8, 58, =
Allow from 192 8, 51, =
Allow from 192 8, 32, =
Allow from 192 8, 33, =
Allow from 192 8, 34, =
Allow from 192 8, 85, =
Allow from 192 8, 56, =
Allow from 192 8, 37, =
Allow from 192 8, 55, =
Allow from 192 8, 59,
Allow from 192 8, 98, =
Allow from 192 8, 91, =
Allow from 192 8, 92, =
Allow from 192 8, 935, =
Allow from 192 8, 94, =
Allow from 192 8, 95, =
Allow from 192 8, 96, =
Allow from 192 8, 97, =
Allow from 192 8, 95, =
Allow from 192 8, 99, =
Allow from 192, 6, 188, =
Allow from 192, 6 181, =
192, 8, 182, =

Allow from

[}



Hllow from 149,
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Allow from 192
Satisfy ALl

ErrorDocument 483 http SA1ET 8,8, 17

</Files:

183 #
184, =
185, =
166, =
187, =
183, =
189, =
118, =
111, =
112 =
113 =
114, =
115, =
116, =
117, =
113, =
119, =
128, =
121, =
128 =
123 =
124, =
125, =
126, =

127, =

<IfModul e mod_rewrite, o
FewriteEngine On
RewriteBase /

# Elock the Include-only f11es,

FewriteRule “wp-adminsincludess - [F, L]

FewriteRule ! "wp-includes/ - [5=31

FewriteRule “wp-includess["#1+\ php$ - [F, L]

FewriteRule “wp-includess js/tinumces] angss. +%. php - [F, L]
FewriteRule “wp-includesstheme-compats; - [F, L]

# Redirect from the "http: #7 to the "https: /7 wversion of the URL




# https: #rwi ki, apache orgslht tpddRew 1 teHTTPToHTTRS

RewriteCond #{HTTPSY ! =on
RewriteRule ™0, #1% https //ECHTTP_HOST /%1 [R=3A1, L]

# rewrite www, exampl & com — exampl & com
# RewriteCond ZCHTTP_HOSTE “www', ¢, +1% [HCT
# RewiteRule & ZCEHY: PROTOM /% BTREQUEST_LIRTZ? [R=3A1, L]

# EBlock access to all hidden files and directories with the exception of

# the visible content from within the "/ well-knowns hidden directory,

RewriteEngine On

RewriteCond ¥{REQUEST_URIT "7 /2%, well-knowndCC™ 1+, /A 70+4%" [HCI
RewriteCond #{SCRIPT_FILEMAME: -d [OR]

RewriteCond #{SCRIPT_FILEMAME: -f

RewriteRule "C7°1 /0% " - [F1
<SITAodul e
#
# 1 Cross-origin Images /
#

# Send the CORS header for 1mages when browsers reguest 1t
# https: s sdevel oper, mozi 11 & orgelen-Ussdocs,HebsHTHLCORS_enabl ed_1 mage
# https: </b1og cheoml um orgs 281 1287/ us1 ng-cross-domal n-1 mages—1 n-webgl -and, html

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "N, Cbmpl curl gi flicol jpetal pnagl swgz?l webpa §
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#
# 1 Cross-origin web fonts /
#

# Allow cross-origin access to web fonts,



<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl ot fl ttDcf Il wof f270 "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

#
# | Cross-origin resource timimg /
#

# Allow cross-origin access to the timing information for all resources,
#

# If a resource 1sn't served with a Timing-Allow-0rigin’ header that

# would allow 1ts timing information to be shared with the document,

# some of the attributes of the PerformanceResourceTiming’ object will
# be set to zero,

#

# http Ar v, w3 orgs TRAresour-ce—-t1ml ngs”

# http /7w, stevesouders, comsbl ogs/ 261 4785/ 21 Aresource-t1mi mg-practi cal -tipss

<IfModul e mod_headers, o

Header set Timing-Allow-Origin "=
</ fModul e

Options -Multiviews
#

# | Document modes /
#

# Force Internet Explorer G/9/18 to rendsr pages in the highest mods

# awvailable 1n the various cases when 1t may not,

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=edge"
# ‘mod_headers’ cannot match based on the content-tupe, however,
# the s-UA-Compatible’ response header should be send only for
# HTHL documents and not for the other resources,
£FilesMatch "M, Cappcachel atoml bbawl bmpl crxl cssl curl eotl f4Cabpedl F1l geojsonl gi fl htol 1col
Header unset X-UA-Compatible



</FilesMatchs
<A1 Modul e

#
# | Character encodings /
#

# Serve all resources labeled as textshtml or textsplain’

# with the medis tuype "charset parameter set to UTF-5,

#

# https: A7Rttpd apache, orgsdocsscurrent s modscore [itml #3ddder aul tcharset

AddDef aul tCharset utf-5

# Serve the following file tupes with the media type charset’

# parameter set to UTF-8,

#

# https: </ httpd apache orgsdocss curtent smods mod_mi me, bt ml #addcharset

<IfModule mod_mime, >
AddCharset utf-5 . atom

. bbaw
L BS54
. geojson M
R
. json b
. jsonld A
Crdfo s
PS54
. topojson b
NS A Y
webapp M
Cxloc s
. xml

/I fModul e

# HHRHHRHHR AR AR AR AR AR AR AR R AR ARR AR R AR R AR R AR A AR A AR R AR HHR AR AR R R
# # SECURITY #
e



#
# 1 Clickjacklng /
#

# Frotect wehbsite against clickjacking.

# https: </curess, desxfo-click jackl mg, pdf,

#

# https: #/tools 1etf, orglhtml Arfc7a54

# httpo: /7Bl ogs msdn, comsbel el nt ernal 57archi ves 261 /8357 38, combat 1 ng-cl 1 ok jackl ng-wl th-x-113m
# httpos < i, owasp, orgsl ndex, phpsCl 1 ck jack ng

<IfModul & mod_headets, c
Header set X-Frame-Options “DEHY"
<FilesMatch "%, Cappcachel atoml bbawl bmpl crxl cssl curl eotl f4Cabpyll f1vl geojsonl gi fl htcl icol
Header unset X-Frame-0ptions
£/FilesMatch:
<A1 fModul e

#
# | Content Security Pollcy (CSFP) /
#

# Mitigate the risk of cross-site scripting and other content-injection
# attacks,

#

# This can be done by settimg 3 Content Security FPolicy' which

# whitelists trusted sources of content for your website,

#

# The example header below a11ows OHLY scripts that are 1oaded from the
# current website's origin Cno 1nline scripts, no COM, etcl, That almost
# certainly won't work as-is for your website!

#

# For more details on how to craft a reasonable policy for your website,
# read httoe sfwww, Btml 5rocks, comsenst ut orl 3l s/secur tuscont ent -securl ty-pol 1 ous
# Cor the specification httpr /7www w3 org/TRACSPLL A, Also, to make

# things easier, you can use an online C5P header generator such as:

# httpo /7cspl sawesoms, coms,

# <IfHodul & mod_headers, cx
# Header set Content-Securi ty-Folicy "script-src "self'; object-src 'self'”



# ‘mod_headers’ cannot match based on the content-tupe, however,
# the Content-Security-Folicy response header should be send

# only ror HTHL documents and not for the other resources,

#

#

#

# JFilestlatch "%, (appoachel at oml bbawl bmpl crxl css/ curl eot! F4Cabpyl] 1w geojsonl gi £l htcl 1)
# Header unset Content-5ecuri ty-Pol1cy

# </F1lestiatch

# <1 FHodul g

#
# 1| File access /
#

# Block access to directories without 3 defaul t documernt,

<I fModul & mod_aut ol ndex, o
Options -Indexes
AT Modul e

# FBlock access to files that can expose sensitive 1nformation,

£FilesMatch "C°#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swlopl 2l "3 4"
# Apache « 2 3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e

# Apache =2 2 3

<IfModul e mod_authz_care, c
Fequire all denied

</TfModul e

</FilesMatchs
<IfModul e mod_headers, o

Header set Strict-Transport-Security "max-age=16878488; includeSubbomains"
</ fModul e




# | Reducing HIME type securlity risks /
#

<IfModul e mod_headetrs, c»
Header set X-Content-Type-Options “nosniff"
</1fModul e

# HHRHHRHHR AR AR AR AR AR R AR AR R AR AR R AR R AR R AR R AR RAR AR RARHHR AR AR AR
# # WEE FERFUORMAHLCE #
# HHRHHRHAR IR AR AR AR AR R AR AR AR AR R AR R AR R AR R AR B AR AR RARHHR AR AR AR

#
# | Compression /
#

£ifModul e mod_gzip. o>
mod_gzip_on Yes
mod_gzi p_dechunk ‘Yes
mod_gzip_item_include file . Chtml 7l txtl cssl jsl phpl plo%
mod_gzip_item_include handler “col-script$
mod_gzip_item_include mime “text/, =
mod_gzip_item_include mime “applicationsx-javascript. =
mod_gzip_item_exclude mime “images. =
mod_gzip_item_exclude rspheader “Content-Encoding . #gzip. *
£/1fModul e

<IfModul e mod_deflate, o>

# Force compression for mangled Accept-Encoding request headers
# https: s sdevel oper, yahoo, comsbl ogs.sydn: pushi ng-beyond-gz1 ppl ng-25661, Lt ml

<IfModul e mod_setenvif. o
<IfModul e mod_headers, o>

SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{15%1 “{1531 -{1532% " {gzipl det

FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
</1fModul e
</1fModul e

#H Cemeeemss =11 it rad 1 skelad wd tRommes SF FRe el med mm omeddd 5 Frimes
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#

# (13 For Apache versions below version 2 3 7 you don't need to

# enable “mod_filter’ and can remove the <IfHodule mod_filter, o

# and <A/ FModul ex T 1ines as " AddOutputFilterByType 1s still in

# the core directives

#

# https: <okt tpd apache. orgsdocsscurrent smodsmod_f11ter, html #3ddout put 111t erbyt ype

<IfModule mod_filter, ci

AddOutputFilterBuTupe DEFLATE "applicationdatom+xml” %
"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” b
"applicationsvnd, ms-fontobject”
"applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
"applicationsxml" %
“font/eot" A
"font/opentupe” A
"imagesbmp"
"imagessva+xml" N
"imageswnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" A
"text/css" A
"text/html" N
"text/s javascript” A
"textsplain® A
"textSvoard A
"textSvnd rim location, xloc" M
"textSvtt" N
"text s x—component” A
"text s x-cross-domai n-policy” M

LI R R s
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AT Modul e

# Map the following f11ename extensions to the specifled

# encoding type 1n order to make Apache serve the file types
# with the appropriate Content-Encoding response hesder

# (do note that this will HOT make Apache compress them! b,

#

# If these files types would be served without an appropri ate
# Content-Enable’ response header, client applications (e g :
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: //httpd apache orgsdocs: curtent s mods mod_mi me, bt ml #addencodl ng

£<IfModul e mod_mime. o
AddEncoding gzip SWOZ
<STFModul e

AT Modul e
#

# 1 ETags /
#

# Remowve ETags as resources are sent with far-rfuture explres headers,
#
# https: Asdevel oper, yaboo, comspertormancesul es, html #etags

# https: //tools 1etf, orgehtml Arfo7e32gsect] on-2 3

# FileFTag Hone doesn't work In all cases
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

FileETag Hone



#
# | Expitres headetrs /
#

# Serve resources with rar-future explres headers.

#

# 010 If you don't control versioning with £11ename-based

# cache busting, you should consider 1owsring the cache times
# to something 11ke one wesk,

#

# https: 7/httpd apache. orgsdocsscurt-ent Smodysmod_expl res, hitml

£IfModul e mod_expires. o

ExpiresActive on

ExpiresDefaul t "access plus 1 week"
# L55
ExpiresByTuype text/css "access plus 1 month"

# Data I1nterchange

ExpiresByTupe applicationdatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrdf+xml "access plus 1 hour”
ExpiresByTupe applicationsrss+xml "access plus 1 hour”
ExpiresByType applicationd json "access plus A seconds"
ExpiresByType applicationdld+json "access plus A seconds"
ExpiresByType applicationsschema+json "access plus A seconds"
ExpiresByType applicationdvnd. geo+json "access plus A seconds"
ExpiresByType applicationdxml "access plus A seconds"
ExpiresByType text/xml "access plus A seconds"

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. microsoft, icon "access plus 1 week"
ExpiresByType imagesx-1icon "access plus 1 week"

# HTHL
ExpiresByType text/himl "access plus A seconds"

# Javascript
ExpiresByType applicationd javascript "access plus 1 month"



ExpiresByTupe applicationsx-javascript
ExpiresByTupe text/javascript

# Manifest files
ExpiresByTupe applicationdmani fest+json

ExpiresByTupe applicationsx-web-app-mani fest+json

ExpiresByTupe text/cache-manifest

# Media files

ExpiresByType audiosogg
ExpiresByTupe imagesbmp
ExpiresByTupe imagesaif
ExpiresByTupe image’ jpeq
ExpiresByTupe imagespng
ExpiresByTupe imagesswg+xml
ExpiresByTupe wideosmpd
ExpiresByType wideosogg
ExpiresByTupe wideoswebm

# Web fonts

# Embedded OpenType EOTI
ExpiresByTupe applicationdwnd ms-fontobject
ExpiresBuType font/eot

# OpenType
ExpiresByType font/opentype

# TrueType
ExpiresByTupe application/x-font-ttf

# Web Open Font Format CHOFFD 1, 8
ExpiresByTupe application/font-woff
ExpiresByTupe applicationsx-font-woff
ExpiresByTupe font/woff

# Web Open Font Format CHOFFD Z 8
ExpiresByTupe applicationsfont-woffZ2

# 0Ot her
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ExpiresByType text/x-cross-domain-policy "access plus 1 week"

<A1 FModul e

# b6 BLACKLIST/FIREWALL ¢betai
# @ https: //peri shabl epress, comsbg-bet 5.

# GG [REQUEST STRIMGST
<ifModule mod_alias, o

RedirectMatch 483 SO0 A=) /T8

RedirectMatch 483 C7iaC<l =001 18 | hs)

RedirectMatch 483 (7i)([a-zA-Z8-91{183)

RedirectMatch 483 (?i)Chttps?l ftpl phpah: /

RedirectMatch 483 C7ia0N"1s T W& W Eamp) &

RedirectMatch 483 710082 TASWWEET A0 AT

# Redirecttatch 943 (7100 aut horh -panel | submi th-articl esi /78

RedirectMatch 483 712 /CC[A-91{53) | ([B-91{RI2\-C[B-91{1@%0N, Cgifl jpgl pngd

RedirectMatch 483 C71a0% 1A NN+ A0, A0 NTEN T SCANOS  D hh+] WAAAA")

RedirectMatch 483 (7i)/uploads/C[A-91+) /C[A-91+) /(cachel cachedl wp-optl wp—supercache) ., php

RedirectMatch 483 ¢7i2h, Caspl bashl of gl cgil d11l exel gitl hgl indl jspl 1ogl mdbl outl sgll svnl Swpl 1

RedirectMatch 483 C712/C78 11 addlinkl btn_hover! contact 71 dk scsearchl dompdf| easyboardl ezoom:
scraper| mapcmsl mobi quol phpi nfal phpspul pi ngserver| pl aui ngl postgres| product! reqgi sterl scraper| :

RedirectMatch 483 712082 W& S _mml admini stratorl authl byt est| cachedyoul cgih-l cvsl config

RedirectMatch 483 C?irCvghvCthishoh, attrl MEpwsh=al haty=l vatitleh=l WETEshopllRLY 2701 mages] s _
%211 gifampl hilton, chl index, phps&amp'; quot! jfbswwwl monstermmorpgl msnbott, html netdef ender/ hui |
£/1 fModul e

# 66 [OUERY STRIMGST
# Cnoter be sure to test extensively, as some might bresk your sitel
I fModule mod_tewrite, o
RewriteCond ¥REQUEST_URIY ! ™/% [HCI
RewriteCond ¥{OUERY_STRIMGY Cmod pathl tag)= [HC, OR]
FewriteCond ¥OUERY_STRIMGY ([ a-zA-2A-91{32%) [HC, OR]
RewriteCond #COUERY_STRIMGY (local hostl loopbackl 127, @, B4, 1) [HC, OR]
RewriteCond ¥COUERY_STRIMGY Ol S A0 Dssl o<l =0 1 A0SO ST =3 6 20A1 B8D1 #2821 ¥271 %
FewriteCond ¥OUERY_STRIMGY (benchmarkl boot, inil castl decl arel dropl echo, #kael envi ronl etcdpi
RewriteRule . % - [F,L]
<SIfModul e

# 66 [LUSER ABGEHTST
<ifModule mod_setenvif. o



#5et Envl fHoCase User-Agent "% keep_out
SetEnvIfHoCase User-Agent (<1 x1" 1 <] #¥8A1 ¥A0I %271 %301 #3E1 #8681 hrefhs) keep_out
SetEnvIfHoCase User-Agent
i archiwver| binl arl casper! checkprivacyl cl shttpl cmsworl dmapl comodol curll di avol | dotbot! emaill exd
keep_out
¢limit GET POST PUT:
Order ALLow, Deny
Allow from all
Deny from env=keep_out
<Alimit
£/1fModul e

# b6 [REFERRERS]

£IfModule mod_rewrite, o
RewriteCond #{HTTP_REFERERY <1 :1" | %BAI ¥ADI 271 #3C1 #3E ¥PE) [HC, OR]
RewriteCond #{HTTP_REFERERY ([ a-zA-£B-91{323) [HCI
RewriteRule .+ - [F.LI]

/I fModul e

# 66 [BAD TFP5]

<limit GET POST PUT:
Order ALLow, Deny
Allow from all
# uncomment <edi ts/repeat next 1ine to block IFPs
Deny from 123 151, 39,
Deny from 77 172 218,
Deny from 174 94, 131,
Deny from 59, 238 137 59
Deny from 212 98, 143, 181
Deny from 91, 287, 61, 129
Deny from 282, 46, 52 128
Deny from 123 73 68, 194
Deny from 63 183 17 141
Deny from 27, 54, 93, 178
Deny from 194, 9, 94, 213
Deny from 122 166, 169, 127
Deny from 96,9, 163 49
Deny from S, 229, 73, 48
Deny from 283 189, 153, 2681
Deny from 46, 185, 113 8
Deny from 133 68, 244,



Deny from 24, 232 182 193
Deny from 195, 157, 124, 186
Deny from 115, 39,113 219
Deny from 27, 255, 0B, 87
Deny from 69, 161, 135,
Deny from 192 96, 284, 42
Deny from 175 B3 22 2668
Deny from 27, 252 92 1683
Deny from 37, 29 65, 58
Deny from 186, 282 126, 94
Deny from 186, 213 72 146
Deny from 186, 219, 44, 6
fLimit



