# Apache Configuration File

# Allow access to resources In this directory
Allow from all

# 010 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf’ i, you should add
# this logic there: http /<httpd apache org/docs:current s howt 0.kt access, html,

# HERHARHAR AR HRRARRRRRARRARR AR R B RRBRRBRR B AR RARBRRRRR AR RS
# CROS5-0RIGIH RESOURCE SHARIHE ©CORS
# HERHARHAR R AR HAR AR R AR ARRARRARRBRRBR R AR R B AR AR AR RRR AR RIS

#
# | Cross-domain AJAY reguests
#

# Enable cross-origin AJAY reqguests,
# http /rcode googl e comspshtml Bsecurt tyswl ki/Crossori gl nRequest Securi ty
# httpe 7senabl e-cors, org”

# <IrModul & mod_headers, c»
# Header set Access-Control -Allow-0rigin "#"
# <AT M Modul e

#
# | Web fonts access
#

# Allow access from 311 domains for web fonts

# <IfHodul e mod_headers, cr

# Filestlatch "% Ceotl font, csslotfl ticl tEFl worfag">
# Header set Access-Control -Allow-0rigin "#"
# </F11estlatch

# <o FHodul ex

# HERHARHARRBRRRRARRRRRARRARR AR RBRRBRR B AR AR AR ARRRAR AR RS
# ERFOURS
# HERHARHARRBRHRRARRRRRARRARRARRBRRBRR BB AR AR AR AR RAR AR RIS



#

# 1 484 error prevention for non-exi sting redirected ol ders
#

# Frevent Apache from retuning a 984 error for g rewite 1F 3 directory
# with the same name does not exist,
# http /7ht tpd apache, orgs/docsscurrent /cont ent —-negot 1 at1on. bt ml #mul 11 vi ews

# httpe 77w, webmasterwor] do comsapaches 36685792 htm
Options -Multiviews
B B B R S

# AUTHEWTICATION AHED SECURI TV
# HERRBH R AR R AR R R R R R R R BB R B R BB AR AR R BR R IR BRI H

#
# 1 File access
#

# Elock access to directories without 5 default document.
# Usually you should 1eave this uncommented because you shouldn't allow anyons
# to surf through every directory on your server (which may 1ncludes rather

# private places 1ike the CMS' s directori ess,

<I fModul e mod_aut ol ndex, o
Options -Indexes
<A Modul e

# Block access to hidden riles and directories,

# This includes directories used by wersion control systems such as Git and 59K,

I fModule mod_tewrite, o
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C7°1 /% " - [F]
</TfModul e



# Block access to backup and source f11es,
# These files may be 1eft by some text editors and can pose a great securl ty
# danger when anyone has access to them,

£<FilesMatch "C°#, =# %, (bakl configl distl flal htaccessl htpasswdl incl inil 1ogl ol dl phpsl psdl shl 5ql
Order ALLow, Deny
Deny from all
Satisfy ALl
£/FilesMatch:

#
# /1 Limit upload file size to protect against D05 attack ### #bytes, A-21 474536470 2667
#

LimitRequestBody 18246868

#
# | Server software Information
#

# Avold di splaying the exact Apache wersion number, the description of the
# generic 05-type and the 1nformation about Apache’ s complled-in modul e,

# ACD THIS DIRECTIVE IH THE "httpd conf™ AS IT WILL HOT HORK IH THE °, htaccess'/
# LHerverTokens Frod

# AR R A A R R R R R R R

# DEFALLTS

# AR R A A A A A R R R R

Options -ExecCisI

Directoryl ndex index php index html index htm
Server3ignature Off

Defaul tLanguage en-U3




# 1 UTF-8 encoding
#

# Use UTF-3 encoding for anything served as text/html or “texts/plain’,
AddDef aul tCharset utlf-3
# 0 AddType ' textshtml: charset=UTF-8" html

# Force UTF-8 for certain file formats,
£l fModule mod_mime, c>

AddCcharset utf-8 . atom . css . j5 . json . rss ., wit | webapp . xml
<41 fModul e

#
# | Froper MIFE types for all files
#

<IfModul e mod_mime. c>

# Audi o
AddTupe audio/mpd mda fda f4b
AddTupe audiosogg oga ogg

# Javascript

# Hormalize to standard type (it's spiffed 1n IE anywals).
# httpor //tool s 1etf, orgshtml /1 fod329%section-7, 2

AddTupe applicationsjavascript js jsonp

AddTupe applications json json

# Wi deo

AddTupe wvideo/mpd mpd mdy fdv fdp

AddType wideosogg ogy

AddTupe i deo/webm webm

AddTupe wideo/x—flw flw

AddTupe wideos x—f<dw fdy

# Switch off gzipping for video files, can prevent playback o streaming 1n some browsers

# Web ronts
AddTupe application/font-woff woff

AddTupe applications/wnd ms-fontobject eot

# Browsers usually 1gnore the font MIHE types and sniff the content,



# howesver, Chrome shows 3 warning 17 other MINE types sre used for the
# rfollowlng fonts,

AddType applications/x-font-ttf ttc ttf

AddType font/opentype oftf

# Make 5YGEZ fonts work on 1Pad:

# https: </twl tter, comsFont Sgul el /st at ussl 455569055
AddType imagesswvg+xml svg swgz

AddEncoding gzip swoz

# Other

AddType applications/octet-stream safariextz
AddType applicationsx-chrome-extension crx
AddType applicationsx-opera-extension oex
AddType applicationsx-shockwave-flash swf
AddType applicationsx—web-app-mani fest+json webapp
AddType application/x-xpinstall xpi

AddType applicationsxml atom rdf rss xml
AddType image/webp webp

AddType imagesx-icon ico

AddType text/cache-manifest appcache manifest
AddType ftextswit wit

AddType text/x-component hic

AddType textsx-wvcard wof

<A Modul e
#

# | Force downl osd - Filestlatch "y 071 csvl xl 5 docl pdfl 3wl movl mpd me<l mp3l mpe?gl joe?al progs:
#

# Force file to download 1nstead of appear 1n browser
# Wia mime type

# AddType applicationsoctet-stream . avi . mov , mp3 . mpd . mvd . mpg . mpeg . pdf . sy, xls , doc,

# <IfHodul e mod_headers, cx
Filesflatch "%, ¢ 71 csvl x5l docl pdfig" >
ForceType appl 1catlonsoctet-stream

£

Header set Content-01 sposi tion "at tachment "

H R W

Allow from all



#  </F1lestiatchs
# <1 FHodul ex

#
# | Better website experience for Internet Expl orer
#

# Force IE to render pages in the highest awvailable mode 1o the wari ous
# cases when 1t may not: httpe s2hsivonen 1k1. 1/ doct ypesi e-mode, pdf,
# Use, 1f Installed Google Chrome Frame,

<IfModul e mod_headers, ¢
Header set X-UA-Compatible "IE=edge, chrome=1"
# ‘mod_headers can't match based on the content-type, howsver, we orly
# want to send this header for HTHL pages and not for the other resources
£FilesMatch "%, Cappcachel crxl cssl eotl gi fl htcl icol jpe?
gl j=l mdal mdwl mani fest] mpdl oexl ogal oggl ogwl ot fl pdfl pngl saf ariextzl svgl svgzl tf] wof | webappl wet
Header unset X-UA-Compatible
£/FilesMatch:

£FilesMatch "N, Chtmll himl phpd $" >
Header set imagetoolbar "no”
£/FilesMatch:

AT Modul e

# HHRHARHHR AR AR AR AR AR AR R AR R AR R AR A AR AR AR AAR AR AR R AR A
# UFL FEWFITES
# HERHHRHHR AR AR AR AR AR AR R AR R AR R AR A AR R AR A AR AAR AR HRR AR A

#
# | Rewrlte englne
#

# Turning on the rewite engine and enabling the "FollowSymlinks option 1s
# necessary for the followlng directives to work,

# If your web host doesn't allow the FollowSymlinks' option, you may need to
# comment 1t out and use Options +5umlinks]fOwnertatch™ but, be aware of the
# performance 1mpact: http /bt tpd apache, orgsdocsscurrent <ml sc/perf -t und ng, bt ml #5yml 1 k=



# Also, some cloud hosting services require RewlteBase’ to be set;
# htto: /7w, Fackspace. comsknowl edge_cent ers freguent 1 y-asked-guest 1 onswhy-1 s-mod-1ew1 te-no:

£IfModule mod_rewrite, o
Options +FollowSumlinks
# Options +5ymlinksIFOwnetat ch
Rewritelptions MaxRedirects=15

Start rewiting
RewriteEngine On
# Use 53 base 1T the site URL 15 based on & specific site root directory,
#Rewr] tefase /' _work—k1 t/codel gni ter-kits

# Generate rewlte base dynamically
RewriteCond #{REQUEST_URIZ:: §1 “C. #7700, %11 \2%
RewriteRule ", #2% - [E=BASE: #11]

#ETEHY: BASE?

# Rewite rules to block out some common explol ts

## It you experience probl ems on your s51te block out the operations 11sted bel ow
## This attempts to block the most common type of exploit “attempts’ to Jooml !
#

# Block out any script trying to base6d_encode crap to send wia URL
RewriteCond #{0UERY_STRIMGY basebd_encode. #W(, 43 [0OR]

# Block out any script that Includes a <scripty tag in URL

RewriteCond #{OUERY_STRIMGY ©h<| ¥3C), #script. =041 ¥3E2 [HC, OR]

# Block out any script trying to set 3 PHP GLOBALS wariable wia LRL
RewriteCond #{OUERY_STRIMGY GLOBALSC=| W[l wE[B-9A-Z1{8, 232 [0OR]

# Block out any script trying to modify a _REGQUEST wariable wia LRL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I AL WELA-9A-Z1{A, 23)

# Send all blocked reguest to homepage with 4683 Forbl dden error!

RewriteRule ™0, )¢ ¥{EMV: BASEXindex, php [F, L]

# Frevent Codelgniter directory access with 483 Forbl dden error
RewriteCond ¥{REQUEST_URIT “Ccil _2/. =

RewriteRule ™0, )% #{EMV: BASEXindex, php/$1 [F, L]

#Rewri teRule 7C, 1% XCEMY: BASE} ndex, php?r%1 [F, L]



U

# | suppressing o Forcimg the "www " at the beginning of URLs

#

# The =same content should never be awailable under two difrerent URLs especially

U

# not with and without “www " 3t the beginning This can cause SE0 probl ems
# (duplicate contently, therefore, you should choose ome of the alternatives amd

# redirect the other one,

# By default option 1 Cno "www, ") 15 activated:
# httpe Z7no—wew, orgsfag php?g=cl ass_b

#If you'd prefer to use option 2, just comment out a1l the 1ines from option 1
# and uncomment the ones from option 2

# THPORTANT: HEVER LSE BOTH RULES AT THE SAFE TIHE!

# Option 1 rewdte www, exampl e com to exampl & com
#Rewr telond XEHTTPSY | =on

#Rewr teCond XEHTTP_HOST? “www', ¢, +3% [HCT

#Rewrl teRule ™ http: /7% BREQUEST_URI: [R=341, L]

# Option 20 rewdte example com to www, exampl & com

# Be awsre that the followling might not be 5 good 1dea 17 you use “real”

# subdomains for certain parts of your website,

# If you have subdomalns, you can 3dd them to the 115t using the 1" (ORY regex operator
#Rewr telond XEHTTPSY | =on

#Rewr teCond XEHTTP_HOST? ! 7Cwwwl subdomai s, . +& [HCT

#Rewri teRule ™ http: /s www, ZCHTTP_HOST BCREQUEST_URI: [R=341, L]

# Redirect certaln pages

#Redi rect 361 sbuyl ng-a-mat tressssupport  shest-mat tress—for-yous suppor-t
# or

#Rewr1 teCond XCREQUEST_URIZ buyi my-a-mat tressssupport $

#Rew1 teRul e 7, #1§ XCEHY: BASE}best -mat tress—for-youssupport [R=3A1, L]

# Enforce www on https
#Rew1 Felnnrd XHTTES? nn



#Rewr1 teCond XCHTTP_HOSTE ! ™ www [HCT
#Rewl teRul e 7, #1§ https: </ uww ECHTTP_HOST BCREGQUEST_LURT: [L, R=3A17

# Enforce https
#Rewr1 teCond XCHTTPS? ! =on
#Rewrl teRule 7, #1f https: </ B HTTP_HOST? BCREQUEST_URI 2 [L, R=36117

# Enforce Rttps on C1oudFl are
#Rewr1 teCond XCHTTF: CF-¥1 =i tord ' "scheme”: "http"'
#Rewrl teRul e 7, #1¢ https: s ww, domal i comegl [LT

# Enforce b
#Rewr1 teCond XCHTTP_HOST? ! ™ wwwl subdomai nts, . +& [HCT
#Rewrl teRul e ™ https: s/ www, XTHTTP_HOST B REGQUEST_LURT: [L, R=3A17

# | Filename-based cache bustimg
#

# If you're not using a bulld process to manage yous £11ename version el ng,
# you might want to consider enabling the following directives to route all
# requests such as sosscstyle 12345 css’ to Jossestyle css

# To understand why this 1s important and 3 better 1dea than “# css?va23l . read:
# http /75t evesouders, comsbl ogs 2088, 65/ 25/ vyl ng-11 1 enames-dont -use-gueryst i mg

# <IrfModul e mod_rewite c:

# Rewr] teCond XCREQUEST_FILEHAMEZ ! -f

# Rewrl teCond XCREQUEST_FILEMAMER ! -d

# RewriteRule ©C, +3%, Chd+ds, O Jsl cssl pngl jpgl gl fig #1. $3 [L]
# <71 FHodul e

#Rewri teRule ~__verlG-9]+__s0, #1¢ #%1 [057]

RewriteCond ¥{REQUEST_FILEMAME: ! -f

RewriteCond #¥{REQUEST_FILEHMAMEY ! -d

FewriteRule “C, +2% Chd+dh, O sl cssl pngl jpgl gi f1 4 %CEMY: BASET$1. $3 [HC, L]



# Hormal Rewltes

#Rewr1 teCond XEREQUEST_URIZ ! ./%

#Rewr] teRul & 71 ndust ry-newssC, 1% 1 ndustry-newss, phpsgl CHE, LT
#Rewr] teRul @ “wel 1 nesss0, #1§ wellnessy, phps$l [HEC, L]

# Redirect to existing file

RewriteCond #{REQUEST_URIY ! /%

RewriteCond #{REQUEST_FILEMAMEZX. php —f

RewriteRule o, ) %{EHV: BASEX$1%. php [LI

#Rewri teRul e © #(testingr, = htto 7/ googl & com?regex=§1 4 r=% REQUEST_FTLEHAME? &d_r=%1 D00
CREQUEST_LIRT 3 &s_ =% SCRIFT_FILENAME? b= ENY: BASEF [LJ]

# Removes tralling slashes (prevents SE0 duplicate content 1ssuesy; Rewrl teBase was neces:
#Rewr1 teCond XEREQUEST_FILEHAMER ! -d

#RewriteRule ™0, +1/8 <81 [L, R=381]7

##

#Rewr1 teCond XEREQUEST_FILEHAMER ! -d

#Rewr1 teCond XCREQUEST_URIZ ¢, +1.°%

#RewriteRule ™ %1 [L, R=5417

##

RewriteCond #{REQUEST_FILEMAMEY ! -d

RewriteRule ™0, +)/% %EMY: BASES$1 [L, R=3A11

S

S

# Enforce trallimg slash
#Rewr] teCond ZREQUEST_FILEHAMER | -f
#Rewri teRule 0, #[ 7/10¢ S817 [L, R=3A1]

# Redirect to external file
#Rewr] teCond ZREQUEST_FILEHAMER | -f
#Rewr] teRul @ 1 magess, #1§ http 2/ 42cdey, comsclient s frekol, coms$1 [L, R=3A1, HCT

## If the file or directory DOES HOT exist
RewriteCond ¥{REQUEST_FILEMAMEY ! -f
RewriteCond ¥C{REQUEST_FILEMAMEY ! -d

[T T o R [ X O -



H#HH# FErMarsre redirerls

#Rewr1 teRul & “emergel, 1§ ETEMY: BASEconnect < young-adul t=$1 [R=341, L, 0547
#Redi rect 3A1 Sconnectskldsc, ) httpe sSwwew, Fhocol umbus, comsconnect Sohi 1drens gl
#Redi rect 3A1 Sstaff, php httpe /S www, Fhccol umbus, comsabout /ou--1 eader-shi p-t eams

## Ertor
#Rew1 teRul e 70, #1% XCEMY: BASE? 484, php?url =§1 [L, 0547

## Route to the front controller

FewriteRule 0, 3§ ¥{EMY: BRASEXindex, php/$1 [L, Q5A1
#Rew1 teRul e 70, #1% 1ndex, phps#l [L, Q5AT

#Rew 1 teRule 70, #1% 1ndex, php7sgl [L, G547

<A Modul e
#

# | Secure Sockets Layesr (5500
#

# Rewrlte secure reguests properly to prevent 550 certificate wanings, & g
# prevent “https: S<www, exampl e com” when your certlficate only allows
# https: Afsecure, exampl 8 com’,

# <IrModul e mod_rewite c:

# Rewri teCond #SERVER_FORTZ ! "443

# RewriteRule ™ https: #7exampl e-domal n-pl ease-change-me, comREQUEST_LURI? [R=341, L]
# /T fModul e

# Force client-side 550 redirection,

# If 3 user types "example com” in his browser, the asbove rule will redirect him
# to the secure wversion of the site That still 1eaves 3 window of opportund ty
# (the initial HTTF connection for an attacker to downgrade or redirect the

# request, The followlng header ensures that browser will OHLY connect to your
# server wia HTTPS, regardl ess of what the users type in the address bar,

# http /rwww, Bt ml Brocks, comsenstut ori 31 5/5ecurl tust ransport -1 ayer-securl Tyl

# <IfHodul e mod_headers, cx
# Header set Strict-Transport-5ecuri ty max-age=1 6679604,



# <A1 FlModul £

#

# | Custom error messages ~ pages

#

# You can customl ze what Apache returns to the client in case of an error (see
# httpe 7Rt tpd apache orgsdocsscurent smodscore [t ml #erordocumentt, & g

#EFrorDocument 64 A6, html

#

# | Ertors arter rewsting

#

¢IfModule ! mod_rewrite, o
# Without mod_rewite. route 484's to the front controller
#ErrorDocument 64 /484, Rt ml

/I fModul e

e
# WEE FERFURMAHCE
# HRHRRRR AR AR R R AR AR BB AR AR BB RRR AR BB RRR AR AR R AR AR AR R R A

#

# | Content transformations
#

# Frevent some of the mobile network providers from modi fuying the content of
# your siter http /7w, w3 orgsFProtocol 5/0Fc261 6/ o261 6-5ecl 4, html #5ecl 4, 9, 5,

# <IfHodul & mod_headers, o
# Header set Cache-Control "no-transform”

# <A1 FModul 23

#

# | GZIp Compression
#

<IfModul e mod_deflate, o>



# Force compression for mangl ed headers,
# httpoe srdevel oper, yahoo, comsbl ogssydnspost s/ 2681 8,1 27 pushl ng-beyond-gz1 ppi ng
£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {153 =153 % “((gzipl deflaten®
HAYE _Accept —~Encodi ng
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iffiodule mod_filter, cx’ and “</IfHodules” 11nes
# as AddoutputFilterByType 1s still in the core directivess,
#<IMModul & mod_f11ter, cx
AddOut putFilterBuTupe DEFLATE *

applicationsatom+xml

applicationd javascript

applicationd json %

application/rss+xml &

application/vnd ms-fontobject

applicationdx-font-ttf

application/x-javascript &

application/ x—web-app-mani fest+json &

application/xhtml +xml %

applicationsxml %

fontsopentype

image/ swg+xml &

imagesx-icon %

text/css A

text/html

text/ javascript &

text/plain

text/x-component ™

text/xml

# Hetscape 4 x has some probl ems, ..
BrowserMatch “Mozillasd gzip-only-text/himl

# Hetscape 4 B6-4, 85 have some more probl ems
Browserfatch “Mozillasdh, ALERTE] no-gzip

# M5IE masguerades 35 Hetscape, but 1t 15 fine



BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html

# HOTE: Due to a bug 1n mod_setenvif up to Apache 268 495
# the above regex won't work, You can use the followl mg
# workaround to get the desired effect:

BrowserMatch “bMSILE] ! no-gzip ! gzip-only-text /html

# Don't compress Images, already zipped files, or pdfs
SetEnvIfHoCase Request_URI M
W, (7 gifl jpe?gl pngd % no-gzip dont-wary
SetEnvIfHoCase Request_URI M
W, 07 exel t7gzl zipl bz2l sitl rar)$ no-gzip dont-wary
SetEnvI fHoCase Request_URI %, pdf$ no-gzip dont-wary
# switch off gzipping for video files, can prevent playback or streaming 1n some browse
SetEnvI fHoCase Request_URT %, Coglgwll mpdl mdvl webm)$ no-gzip dont-wary
#7T FModul e

<A Modul e

# Make sure proxies don't deliver the wromg content
# This caused an ervor for me, 50 I'm commenting 1t out,
<IfModul e mod_headers, ¢

Header append Yary User-Agent enwv=! dont-wvary
</TfModul e

#
# | ETag remowal
#

# Since we're sending rar-ruture explres headers (see below), ETags can

# be removed: httpe Z7devel oper, yaboo, comspertormancesul es, tml #2t ags.,

# FileFTag Hone 15 not enough For every server,
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

FileETag Hone
#

# | Expires headers (for better cache control)
#




# The following expltes headers are set pretty far in the future If you don't
# control versioning with filename-based cache busting consider 1owsring the

# cache time for resouces 11ke C55 and J5 to something 11ke 1 week,

£IfModul e mod_expires. o
ExpiresActive on
ExpiresDefault "access plus 1 month"

# L55
ExpiresByType texticss "access plus 1 year"

W

# Data I1nterchange

ExpiresByTuype applications json “access plus A seconds”
ExpiresByType applicationd/xml "access plus A seconds"
ExpiresByType textixml "access plus A seconds"

# Favicon {cannot be renamed!

ExpiresByType images/x-icon "access plus 1 week"

# HTAL components (HICs:
ExpiresByType text/x-component “access plus 1 month"

# HTHL
ExpiresByType text/html "access plus B seconds”

# Javascript
ExpiresByType application/ javascript "access plus 1 year"

# Manirest files
ExpiresByType applicationdx-web-app-manifest+json "access plus A seconds"
ExpiresByType text/cache-manifest "access plus A seconds"

# Medi a

ExpiresByType audiosogg "access plus 1 week"
ExpiresByType imagesgif "access plus 1 week"
ExpiresByType images jpeg "access plus 1 week"
ExpiresByType image/png "access plus 1 week"
ExpiresByType video/mpd "access plus 1 wesk"
ExpiresByType vwideosogg "access plus 1 week"
ExpiresByType videos/webm "access plus 1 week"



# Web resds
ExpiresByTupe applicationsatom+xzml “access plus 1 hour”
ExpiresByType applicationsrss+xml "access plus 1 hoor"

# Web ronts

ExpiresByType application/font-woff "access plus 1 month"
ExpiresByType applicationdvwnd ms-fontobject "access plus 1 month"
ExpiresByTupe applicationd/x-font-ttf "access plus 1 month”
ExpiresByType font/opentype "access plus 1 month”

ExpiresByType imagessvg+xml "access plus 1 month”

<IfModul e mod_headets, c
# Set uyp caching on media files for 1 year
£FilesMatch "N, Cicol f1vwl pdfl movl mp3l wmyl ppta g
Expireshefault "access plus 1 year"
Header append Cache-Control "public”
£/FilesMatch:

# Set uyp caching on media files for 1 week
£FilesMatch "N, Caifl jpal jpeal pngl swfig" =
Expireshefault "access plus 1 week"

Header append Cache-Control "public, proxg-rewvalidate
£/FilesMatch:

# Set uyp 1 Howr caching on commonly updated £11es
£FilesMatch "M, Cxmll txtl htmll html jsl cssa g

Expireshefault "access plus 1 hoor"

Header append Cache-Control "private, proxy-revalidate, must-revalidate”
£/FilesMatch:

# Force no caching for dynamic £iles
¢FilesMatch "%, Cpll phpl cgil spll scoil fogi ) ">
Expireshefault "access plus B seconds”
Header set Cache-Control "no-cache, no-store, must-revalidate, max-age=@, proxy-revali
Header set Pragma "no-cache"
#Expl respefaul t "access plus 1 hour"
#Header append Cache-Control "private, proxy-reval 1date, must—reval 1 date”
£/FilesMatch:



<A Modul e
<A Modul e
#

# | Filename-based cache bustimg
#

#If you're not using a bulld process to manage you- £11ename version rewvyl g,
# you might want to consider enabling the following directives to route all
# requests such as sossAstyle 12345 css’ to Josscstule css ),

# To understand why this 1s important and a better Idea than “# css?wa3l . read:
# http /7=t evesouders, comsbl ogs 2088, 85/ 25/ vyl ng-11 1 enames-dont -use-queryst i mg

# <IrModul e mod_rewite c:

# Rewri teCond XCREGUEST_FILEMAMER ! -f

# Rewri telond XCREQUEST_FILEMAMEZ ! -d

# RewriteRule 7, +3%, (hd+ds, O Jsl cssl pngl jpgl gl fig #1, $3 [L]
# /T fModul e

g
# FHF SETTIHGS
g

# php_wal ue upl oad_max_f1lesize 261
# php_wal ue post_max_size 260

# php_wal ue max_execution_time 3606
# php_wal ue max_i1nput_time GAA

# php_walue memory_limit 961



