# BEGIH IThemss Securlty
# BEGIH Ean Users

# Begin HackRepal v, com Bl acklist
FewriteEngine on
RewriteCond #CHTTP_USER_AGEMTY “$ [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “[HwleblEBblandit [HC, ORJ
RewriteCond #CHTTP_USER_AGEMTY “RAcunetix [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “binlar [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY "Bl acklkidow [HC, ORI
RewriteCond #{HTTP_USER_AGEMTY “Bolt @ [HC, OR]
FewriteCond #¥{HTTP_USER_AGEMTY “Bot mailto: craftboth@uahoot., com [HC, OR]
RewriteCond #CHTTP_USER_AGEMTX “BOT% for JCE [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY “casper [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “checkpriwacy [HC, ORI
RewriteCond #{HTTP_USER_AGEMTY “ChinaClaw [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “clshitp [HC, OR]
FewriteCond #¥{HTTP_USER_AGEMTY “cmsworldmap [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “comodo [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “Custo [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “Default’ Browsers @ [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “diawol [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “DIIbot [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “DISCo [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “dotbot [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “Downloads Demon [HC, ORJ
RewriteCond #CHTTP_USER_AGEMTY “eCatch [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “EirGrabber [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “EmailCollector [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “EmailSiphon [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “Emailllolf [HC, ORI
RewriteCond ¥{HTTP_USER_AGEMTY “Expressh kebPictures [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “extract [HC, OR]
RewriteCond #{HTTP_USER_AGEMTY “ExtractorPro [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “EueMetIE [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “feedfinder [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “FHscan [HC, ORI
RewriteCond #CHTTP_USER_AGEMT “FlashGet [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “flicky [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “GetRight [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “Getlleb! [HC, OR]
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- “gBBgle [HC, ORI

“Gol 2illa [HC, ORI

- "grab [HC, OR]

- “GrabMet [HC, OR]

- “Grafula [HC, ORI

- “hatwvest [HC, ORI

- “HMView [HC, ORI
“ia_archiver [HC, OR]

- "Image’ Stripper [HC, ORI
- "Image’ Sucker [HC, OR]

- “InterGET [HC, ORI

- "Interneth HMinja [HC, OR]
- “InternetSeery, com [HC, OR]
- “jakarta [HC, OR]

» “Java [HC, OR]

- “JetCar [HC, ORI

- “JOCh Lebh Spider [HC, ORI
- “kanagawa [HC, ORI

- “kmccrew [HC, ORI

- “larbin [HC, ORI

- “LeechFTP [HC, ORI

- “1ibwww [HC, ORI

- “Mass Downl oader [HC, ORI
- “Maxthong [HC, ORI
“microsofty, url [HC, OR]
- “MIDownh tool [HC, ORI
“miner [HC, OR]

- “Misterh PiX [HC, OR]

- “Mozillas, #Indy [HC, OR]
- "Mozillas, =HEWT [HC, OR]
- "M3FrontPage [HC, OR]

- “Mawroad [HC, ORI

- “HearSite [HC, OR]

- "Heth Wampire [HC, ORI

+ “MetAnts [HC, OR]

- "MetSpider [HC, OR]

- “MetZIP [HC, ORI

“nutch [HC, OR]

- "Octopus [HC, OR]

- "Offlines Explorer [HC, ORI
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“Uftlines Havigator LHC, UR]
“PageGrabber [HC, OR]
“Papa’ Foto [HC, ORI
“pavuk [HC, ORI
“pcBrowser [HC, OR]
“Peopl ePal [HC, OR]
“planetwork [HC, OR]
“psbot [HC, ORI
“purebot [HC, ORI
“pucurl [HC, OR]

“Real Downl oad [HC, OR]
“ReGet [HC, OR]
“Rippersh B [HC, OR]
“SeaMonkeud [HC, ORI
“zitecheck’. internetseers, com [HC, OR]
“5iteSnagger [HC, OR]
“skygrid [HC, ORI
“SmartDbownl oad [HC, ORI
“sucker [HC, ORI
“SuperBot [HC, OR]
“SuperHTTP [HC, OR]
“Surfbot [HC, OR]
“tAkelut [HC, OR]
“Teleporth Pro [HC, OR]
“Toatah dragostea meah pentru diavola [HC, OR]
“turnit [CHC, ORI
“wikspider [HC, ORI
“WoldEYE [HC, OR]
“Webh Imageh Collector [HC, ORI
“Webh Sucker [HC, ORJ
“WebAuto [HC, OR]
“WebCopier [HC, OR]
“WebFetch [HC, ORI
“WebGoy 15 [HC, OR]
“WeblLeacher [HC, ORI
“lebReaper [HC, ORI
“WebSauger [HC, OR]
“WPScan [HC, OR]
“Websiteh eXtractor [HC, ORI
“Websitet Quester [HC, ORJ
“WebStripper [HC, OR]



ZCHTTP_USER_AGENTY “Weblhacker [HC, OR]
ZCHTTP_USER_AGENTY “WebZIP [HC, OR]
ZCHTTP_USER_AGEMTY “Hget [HC, ORI
ZCHTTP_USER_AGEMTY “Widow [HC, ORI
ZCHTTP_USER_AGEMTY “WWW-Mechanize [HC, ORI
ZCHTTP_USER_AGEMTY “WWWOFFLE [HC, ORI
ZCHTTP_USER_AGEMTY “Xaldon WebSpider CHC, ORI
ZCHTTP_USER_AGENTY “Yandex [HC, OR]
ZCHTTP_USER_AGEMT} “Zeus [HC, OR]
ZCHTTP_USER_AGEMTY “zmeu [HC, ORI
ECHTTP_USER_AGENTY ARrefsBot [HC, ORI
HCHTTP_USER_AGENTY CazoodleBot [HC, ORI
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di scobot [HC, OR]
ecxi [HC, OR]
GT: o MWW [HC, ORI
heritrix [HC, OR]
HTTF: : Lite [HC, OR]
HTTrack [HC, ORI
ia_archiver [HC, ORI
id-search [HC, ORI

id-searchh, org [HC, OR]

IDBot [HC, OR]

Indy® Library [HC, ORI

IRLbot [HC, ORI
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I5C Systemss iRc Searchh 2% 1 [HC, ORI
LinksManager, com_bot [HC, OR]

linkwalker [HC, OR]

lup-trivial [HC, OR]

MFC_Tear_Sample [HC, ORI

Microsofth URLS Control [HC, ORJ
Missiguas Locator [HC, ORI
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MJ12bot [HC, ORI

panscient, com [HC, ORI

PECL: : HTTP [HC, ORI
PHPCrawl [HC, OR]
PleaseCrawl [HC, ORI
SEIder [HC, OR]
Snoopy [HC, OR]
Steeler [HC, OR]
URI:: Fetch [HC, ORI
urllib [HC, OR]



RewriteCond #CHTTP_USER_AGEMTI MWeb Sucker [HC, ORI

RewriteCond #CHTTP_USER_AGEMTY webalta [HC, ORI

RewriteCond #CHTTP_USER_AGEMTY MWebCollage [HC, OR]

RewriteCond #¥CHTTP_USER_AGEMTY MWellsh Searchh IT [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY WEPY Search [HC, ORI

RewriteCond %{HTTP_USER_AGEMT} zermelo [HC, ORI

RewriteCond #¥CHTTP_USER_AGEMTY ZyBorg [HC]

RewriteRule ™ = - [F,L]

# End HackRepalt, com Bl acklist, httpe s/pastebin comsushackrepal -

# EHD Ban Users
# BEGIH Hide Backend
# Rules to hide the dashbostd
FewriteRule “/blogdwplogin/¥% /blog/wp-login, php [QSA, L]

# EHD Hide Backend
# BEGIN Tweaks

# Rules to block access to WordPress specific files

<files . htaccess:
Order allow, deny
Deny from all

/files:

<files readme, html:
Order allow, deny
Deny from all

/files:

<files readme, txt:
Order allow, deny
Deny from all

/files:

<files install. php:
Order allow, deny
Deny from all

/files:

£files wp-config php:
Order allow, deny
Deny from all

/files:

# Rules to disable directory browsimg

Options -Indexes



<IfModul e mod_rewrite, o
RewriteEngine On

# Rules to protect wp-Includes

FewriteRule “wp-adminsincludess - [F]

FewriteRule ! “wp-includes/ - [5=31

#{SCRIPT_FILEMAMEY ! “, #)wp-includes/ms-files. php
“wp-includes/[~/1+4, phpg - [F]

Rewri teCond
RewriteRule
FewriteRule “wp-includess js/tinumces] angss. +%. php - [F]
FewriteRule “wp-includesstheme-compat,; - [F]
# Rules to prevent php execution 1n upl oads

FewriteRule ™0, ) /uploads/C, ), phpt, ¥ - [F]
# Fules to block unneeded HTTF met hod=s
RewriteCond #LREQUEST_METHOD: ¢ TRACEl DELETElI TRACK) [HC]

RewriteRule ™, 3% - [F]

# Rules to block susplcious URIS

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ELOUERY _STRIHGX:

HLOUERY _STRIMG: ™,

ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:
ELOUERY _STRIHGX:

o DHC, ORI

etc/passwd [HC, ORI
booth. ini [HC, OR]
ftpy:  [HC, ORI
https:  [HC, ORI
httpsh:  [HC, OR]

RewriteCond #{OUERY_STRIMGY Ch<| #3C), #script, =0h: ¥3E) [HC, OR]

RewriteCond #{OUERY_STRIMGY mosConfig_la-zA-2_111, 213¢=l #3002 [HC, ORI

RewriteCond #{0OUERY_STRIMGY basebd_encode, =%C, #4) [HC, OR]

RewriteCond #COUERY_STRIMGY ™ #CSDISNTENCENIL <l =0 &l "0 1571 v+l =), = [HC, OR]

RewriteCond #{OUERY_STRIMGY ™, = &#x22; | &#x27: | &#x3C; | &#x3E: | S4#x50; | &#x7B; | &4#x7C; 0, =
[HC, OR]

RewriteCond #{OUERY_STRIMGY ©, = #24&x), = [HC, ORI

RewriteCond #{OUERY_STRIMGY ~, =(127%, @), ® [HC, OR]

FewriteCond ¥C0UERY_STRIMGY ~. #(global sl encodel 1 ocal hostl 1oopback?, = [HC, OR]

FewriteCond #0OUERY_STRIMGY ~. #(reguest| concat! insert! unionl decl are),  [HCI

FewriteCond ¥C0OUERY_STRIMGY ! “1oggedout=true

FewriteCond #¥C0OUERY_STRIHGY ! “action=jetpack-sso

FewriteCond #0OUERY_STRIHGY ! "action=rp

FewriteCond #¥CHTTP_COOKIEY ! * #wordpress_logged_in_, #%

#%, (hashl gitl hgl 1 ogl svnl swpl cws) [HC, ORI



FewriteCond #¥{HTTP_REFERERY ! “http: //mapsh. googleapish, coml, 1%
RewriteRule ™C, #)% - [F]

# Rules to block foreign characters in URLsS
RewriteCond #C0UERY_STRIMGE =, =C A1 %A1 ¥B1 ¥CI %01 %El %F1, = [HCI
RewriteRule . %1% - [F]

# Rules to help reduce spam
FewriteCond ¥{REQUEST_METHODY POST
FewriteCond ¥{REQUEST_URIY 0, #)wp-comment s—-posts., phps
FewriteCond ¥{HTTP_REFERERY ! “, #)permi anhomes, com, #
FewriteCond ¥{HTTP_REFERERY ! “http ¢/ jetpack’. wordpresss., com/ jet pack-comment/ [OR]
RewriteCond #¥{HTTP_USER_AGEMTY "%
RewriteRule ™C, #)% - [F]
<41 fModul e
# EHD Twesks

# EHD 1 Themss Securlty

# BEGIH WordFress

<IfModule mod_rewrite, o

FewriteEngine On

FewriteBase /blogl

FewriteRule “indexh, phpd - CL]

RewriteCond ¥{REQUEST_FILEMAME: ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule . /blogsindex. php [L]

<41 fModul e

# EHD HWordFPress



