# Apache Server Configs | MIT License
# https: #/gi thub, comshsbos server—confl gs-apache

VA R S S e
# # ERFURS #
VA R S S e

#
# | Custom error messagesspages /
#

# Customi ze what Apache retuns to the client in case of an error,
# https: AChttpd apache orgsdocsscurrent smodscore [tml #errordocument

ErtorDocument 484 484, html
#

# | Ertor prevention /
#

# [isable the pattern matching based on r11enames,

#

# This setting prevents Apache from returning a 984 error as the resul t

# of 3 rewite when the directory with the same name does not exist,

#

# https: /rhttpd apache orgsdocsscurtent scontent -negoti ation, html #mul t1vi cws

Options —Mul tiviews

VA R S S e e
# # THTERHET EXFLURER #
VA R S S e e

#
# | Document modes /
#

# Force Internet Explorer 879718 to rendsr pages in the highest mods
# available 1n the various cases when 1t may not,
#
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# NLLOS »/TISD YOrNiers 117 Oocs L Qpsy #1 20

#

# 010 Starting with Internet Explorer 11, document modes are deprecated,

#

# https: <smsdn, microsoft, comsen-us<11brarysl e/bgl G26E5 aspx#docmode

# httpe /7Bl ogs, msdn, comsbel esarchi ves 261 4/ A47 827 5t ay-up—-t o-dat e-wi th-ent erpri se-mode-1for-

Internet -expl orer-11, aspx

<IfModul e mod_headers, o

Header set X-UA-Compatible "IE=edge"

¢FilesMatch "\,
 appcachel atoml bbawl bmpl crxl cssl curl eotl 40 abpyedl f1vl geojsonl gi f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl voard wofl wttl webappl webl mpll wof £ 271 xlocl xmll xpi ) $" >
Header unset X-UA-Compatible
£/FilesMatch:

AT Modul e

C SR S
# # MEDIA TYFES AND CHARACTER EHCODIHGS #
L SR S S

#
# 1 Media types /
#

# Serve resources with the proper media types OF, k. 4 MIME types),
#
# https: <Swww, 1303 orgsassi gnment s/medi a-t ypessmedi a-t ypes, xhtml

# https: </httpd apache orgsdocsscurrent s mods mod_mi me, Bt ml #addt ype
<IfModule mod_mime, o
# Data 1nterchange

AddType applications json Jjson map
AddType applicationsxml atom rdf rss xml



# Javascript
AddType applications javascript is

# Media riles
AddType 1imagesswg+xml Vg SVOE

AddType imagesx-icon cur ico

# Web fonts

AddType applicationsfont-woff wof f
AddType applicationsfont-woffZ wof f 2
AddType application/vnd ms-fontobject eot

# Browsers usually Ignore the font media types and simply snifr

# the bytes to figure out the font tuype

# https: <smimesnl (f, spec. what wg, orges#mat chi ng-a-font -t ype-pat tern
#

# Howeswer, Blink and Webkit based browsers will show 3 warni mg
#1n the console I1f the following font types are served with any
# other media types.

AddType applicationsx-font-ttf tto ttf
AddType font/opentype ot f
</1fModul e
#
# | Character encodings /
#

# Serve all resources labeled as textshtml or textsplain’

# with the medis tuype "charset parameter set to UTF-8,

#

# https: A7Rttpd apache, orgsdocsscurrent s modscore [itml #3ddder aul tcharset

AddDef aul tCharset utf-5

# Serve the following file tupes with the media type charset’
# parameter set to UTF-8
#



# https: </httpd apache. orgsdocsscurtent Smodsmod_mi me. ftml #addchar=set

<l fModule mod_mime. o>
AddCharset utf-5 . atom

L0555
CJs N
. json N
Crdfos
B =T
. xml

<A1 fModul e

VA SR S S e
# # FEWFITES #
VA R S S e e

#
# 1| Rewite engine /
#

# 013 Turn on the rewrite engine (this 15 necessary In order for

# the RewriteRule directives to workl,
# https: /7ht tpd, apache, orgsdocscurrent modymod_rewI te html #Rew1 teEngl ne
#

# (2 Enable the "FollowSymlinks option 1f It isn't alresdy
# https: /7ht tpd, apache, orgsdocscurrent /modscore, html #opt 1 ons

<IfModul e mod_rewrite, o

# 013
RewriteEngine On

# 0z
Options +FollowSumlinks

AT Modul e
#

# | Suppressing the “www ~ 3t the beginning of URLs /
#




# Rewrite www example com™ - exampl& com

I fModule mod_tewrite, o
FewriteEngine On
RewriteCond %CHTTPSY ! =on
RewriteCond %CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http /¥ ¥CREQUEST_URIZ [R=381,L1]
</TfModul e

L SR S
# # SECURITY #
L R S

#
# 1 Clickjackimg /
#

# FProtect website agalinst clickjacking and other types of attacks by

# informing browsers not to display the web page content 1n any frame,

#

# https: </curess desxfo-cl 1 ck jacki ng, pdf,

# https: //tool s 1etf, orgshtml /rfc7a5d

# httpe /7Bl ogs, msdn, comsbel 81 nt ernal s7archi ves 281 BCA357 38, combat 1 g-cl 1 ok jackl my-wi th-x-
frame-opt I ons, aspx

# https: <l ww, owasp, orgsl ndex, phpeCl1 ok jackl mg

<IfModul e mod_headers, o

Header set X-Frame-Options " DEHY"

¢FilesMatch "\,
 appcachel atoml bbawl bmpl crxl cssl curl eotl 40 abpyedl f1vl geojsonl gi f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl voard wofl wttl webappl webl mpll wof £ 271 xlocl xmll xpi ) $" >
Header unset X-Frame-Options
£/FilesMatch:

AT Modul e




# 1| Content Security Policy (CSFP) /
#

# Mitigate the risk of cross-site scripting and other content-injection

# attacks,

#

# httoe /fwww, Btml 5rock s, comsenst ut orl a3l s/securl tuscont ent -securl ty-pol 1 cuys
# http Arwww, w3 orgs TRACSPLL S

<IfModul e mod_headers, o>

# Hll HTHL pages
Header set Content-Security-Policy "%
default-src ' none' ;%
font-src fonts, gstatic, com; b
frame-src platform twitter com; b
img-src data: 1. ugtimg com www googl e-anal utics. com;
script-sro 'unsafe-inline' www, google-analytics. com ajax googl eapls. com
platform twitter. com;
style-src 'unsafe-inline' fonts googleapis. com”

# The 464 page
¢FilesMatch "484, html" >
# Repl ace previous set header
Header set Content-Security-Policy "%
default-src ' none' ;%
style-src 'unsafe-inline" "
£/FilesMatch:

£<FilesMatch "%, (appcachel atoml crxl cssl curl eotl f4Cabpywll f1vl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl ttLcf1l wefl vitl webappl webl mpll wof f1 xmll xpir ">
Header unset Content-Security-Policy
£/FilesMatch:

<A1 Modul e

#
# /| File access /
#




# Block access to directories without 3 default documernt,

<IfModul & mod_aut ol ndex, o
Options -Indexes
AT Modul e

# Block access to all hidden files and directories with the exception of
# the visible content from within the "/ well-knowns hidden directory,
#

# These types of files usually contalin user preferences or the preserved
# state of an utility, and can Include rather private places 11ke, for
# example, the . git or ', swn directories

#

# The '/ well-knowns directory represents the standard CRFC 57850 path
# prefix for "well-known 1ocations” (e g /7 well-knownsmani fest, json,
# ' well -knownskeybase, txt 1, and therefore, access to Its visible

# content should not be bl ocked,

#

# https: <swww, moot, net o6 oge 2681 8780870 wel 1—known

# https: #/tools 1etf, orglhtml ArfcE 765

£IfModule mod_rewrite. o
RewriteEngine On
RewriteCond ¥{REQUEST_URIT "7 /2%, well-knowndCC™ 1+, /A 70+4%" [HCI
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]
<A1 fModul e

# Block access to fl1les that can expose sensitive 1nformation,

#

# 0! Update the “<FilesMatchs  regular expression from below to

# Include any riles that might end up on your production server and

# can expose sensitive Information about your website, These f1l1es may
# Include: configuration files, files that contaln metadata about the
# project (e g ! project dependencies), build scripts, eto..



£FilesMatch "C°#, =# %, Cbakl confl distl flalinfcill logl psdl shl sqll swlopl 2l "3 4"
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl

</ 1 fModul e
</FilesMatch:
#
# 1 HTTF 5trict Transport Security (HSTS /
#
#
# Force client-side 550 redirection
#
# http /7w, Bt ml Brocks, comsenstut ori 3l 5/5ecurl tystransport -1 ayer-securt tys
# https: </tool s 1etf, orgshtml /d-art -1 et F-websec-stri ot -t ransport -sec-1 dfsect f on-6, 1
# httpe /7Bl ogs m=sdn, comsbel 81 nt ernal 57 archl ves 261 408871 8/ hst s-stri ot -t ransport —securl ty-

at t acks-mi t1gations-depl oument -kt tps, aspx

<IfModul e mod_headetrs, c»
Header always set Strict-Transport-Security "max-age=16E7A468"
</ fModul e

#
# | Reducing MIME type securlity risks /
#

# Frevent some browsers from MIME-sni Ffing the response

#

# http /7w, =11 deshare, net s hasegawayosuk e owasp-hasegaus

# httpe /7Bl ogs msdn, comsbel e/ archi ves 2006,/ A7, B2/ 1 BE-securl ty-part —v-comprehensi ve-
protection aspx

# https: <smsdn, microsoft, comsen-ussl1braruysl esggbleadl, aspx

# https: /smimesni £, spec, whatwg, orgs

<IfModul e mod_headetrs, c»
Header set X-Content-Type-Options “nosniff"
</ fModul e




# | Reflected Cross-51te Scripting (%550 attacks /
#

# 010 Try to re-enable the cross-site scripting (X550 filter built
Into most web browsers,

The filter 15 usually enabled by defsult, but In some cases It
may be disabled by the user, However, 1n Internet Explorer for
example, It can be re-enabled just by sending the
K-kSS-Protection’ header with the value of 1,

(2 Prevent web browsers from rendering the web page 1f a potentlal
reflected (a k. a non-persistents K55 attack 15 detected by the
rfilter,

By default, If the filter 15 enabled and browsers detect a
reflected %55 attack, they will attempt to block the attack
by making the smallest possible modi fications to the returned
web page,

Unfortunately, In some browsers (e g Internet Explorers,

this default behavior may allow the ¥55 filter to be explol ted,
thereby, It's better to Inform browsers to prevent the renderimg
of the page altogether, Instead of attempting to modify It

https /7 hackadem] x, net /2669711721 /1 65-x55-f11 t er-creat es-xss-vul nerabi 11t es

1) Do opot rely on the 555 filter to prevent %55 attacks! Ensure that
you are taking all possible measures to prevent %55 attacks, the

FH R O R W R W O W W R W R W O W O™ O O[T OB W O™ O O™ O™ W

most obvious belng: valldating and =sani tizing your website's 1nputs,

#

# httpe /7Bl ogs, msdn, comsbel el archl ves 2006, A7, 8271 BE-secur] ty-part -1 v-the-xs5-f11ter, aspx
# httpe /7Bl ogs, msdn, comsbel el nt ernal s/archl ves2611/681 731 A cont rol 11 mg-the-1nt ernet -

expl orer-xss5-111ter-wi t h—-t he-x-xs5-prot ect 1 on-ht t p-header, aspx

# https: <l www, owasp, orgsl ndex, phpsCross-s1 te_Scrl ptl ng Z2E5s5589

<IfModul e mod_headers, o>

# 1z r2n
Header set ¥-%55-Protection "1; mode=block"



¢FilesMatch "4,
{ appcachel atoml bbawl bmpl crxl cssl curl eotl f40abpydl f1vl geojsonl i f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pnal rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl veard wofl wittl webappl webl mpll wof f 271 xlocl xmll x<pi 2 §" >
Header unset xX-¥55-Protection
£/FilesMatch:

AT Modul e

VA SR S S e
# # WEE FERFURMAHCE #
VA R S S e e

#
# | Compression /
#

<IfModul e mod_defl ate, ¢

# Force compression for mangled Aoccept-Encoding’ reguest headers
# https: s sdevel oper, yahoo, comsbl ogs.sydns pushl ng-beyond-gz1 ppl ng-256641. At ml

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {153 -C1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<A1 fModul e
<A1 fModul e

# Map the following f11ename extensions to the specified

# encoding type 1n order to make Apache serve the file types
# with the aporopriate Content-Encoding’ response hesder

# (do note that this will HOT make Apache compress them! b,

#

# If these rfiles types would be served without an approprl ate
# ‘Content-Enable’ response header, client applications (e ..

AU Lme i — [ T B S v S R Y S R N S R R R -



# LrOwser s wodiory LoEow Lrgl Liey rirsl [ieed Lo uriconpr 255

# the response, and thus, wouldn't be able to understand the

# content,

#

# https: //httpd apache orgsdocss current s mods mod_mi me, bt ml #addencodl ng

£<IfModul e mod_mime, c»

AddEncoding gzip az
AddEncoding gzip SWOZ
</ fModul e

# file if It exists on the server and the browser supports gzip

# compression

I fModule mod_tewrite, o

FewriteEngine On

RelriteCond ¥{HTTP: accept-encodings gzip

RellriteCond ¥{REQUEST_FILEMAMEX !%. gz%

RewriteCond ¥{REQUEST_FILEMAMEL. gz -f

RewriteRule “C, +2%, Ccssl htmllicol js| swgl txtl xml>$ $1. $2 0z [L]
</TfModul e

£FilesMatch "\, cssh, gz$"
ForceType text/css
£/FilesMatch:

£FilesMatch "N, htmls, gz$" >
ForceType text/himl
£/FilesMatch:

£FilesMatch ", icoh, gz$" s
ForceType imagesx-icon
£/FilesMatch:

£FilesMatch "N, jsh. gz$">
ForceType applicationsjavascript
£/FilesMatch:



<F1lesMatch "N 5vgh, Q2§ -
ForceType imagesswg+xml
£/FilesMatch:

£FilesMatch ", txth, gz$" >
ForceType text/plain
£/FilesMatch:

£FilesMatch "%, xmlh, gz$" >
ForceType applicationsxml
£/FilesMatch:

<IfModul & mod_headers, ¢
£FilesMatch "N, (ossl htmll icol jsl sval txtl xmlas, gz$" >
Header merge “ary "Accept-Encoding”
£/FilesMatch:
/I fModul e

# Compress all output 1abeled with one of the following medis types,
# https: </ httpd apache. orgsdocsscurrent smodsmod_f11ter, html #addout put 111t erbyt ype

AddOutputFil terBuTupe DEFLATE "applicationd javascript”
“applications json" A
"applications/mani fest+json" A
"application/vnd ms-fontobject”
“applicationsx—font-ttf"
“applicationsxml" %
“font/opentype” A
"imagessvg+xml" N
"imagesvnd, microsoft, icon" A
“textsoss" A
“text/html" N
"text/plain”

<A1 Modul e
#

# | ETags /
#




# Remove ETags as resources are sent with far-ruture explres headers,
#
# https: 7rdevel oper, yaboo, comsperformancesul es, tml #et ags

-

# https: </ tools 1etf, orglhtml Arfc7e238fsect ] on-2 3

# FileFTag MHone doesn't work in 3ll cases,
<IfModul & mod_headets, c

Header unset ETag
<A1 fModul e

FileETag Hone

#
# | Expires headetrs /
#

# Serve resources with rfar-future expl res headers.
# https: </httpd apache. orgsdocsscurt-ent S modymod_expl res. html

<IfModul e mod_expires, o

ExpiresActive on

Expireshefault "access plus 1 month"
# [55
ExpiresByTupe text/css "access plus 1 year”

# Data I1nterchange

ExpiresByTupe application json "access plus A seconds”
ExpiresByTupe applicationsxml "access plus @ seconds”
ExpiresByTupe text/xml "access plus @ seconds”

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe 1image/ x-1icon "access plus 1 week"
# HTHL
ExpiresByTupe text/himl "access plus 1 hour”

# Javascript
ExpiresByTupe application/javascript “access plus 1 year”



AT Modul e



