#UFTFELOCKS - Do not remove this 11ne. [DIsable Web Caching in Wordfence to remove this
dat s,
Order Deny, ALLow
#00 not remove this 1ine, Disable Web Caching 1n Wordfence to remove this dats -
WFITFELOCKS
H#UFCACHECODE - Do not remove this 1ine. [0isable Web Caching 1n Wordfence to remove this
dat s,
<IfModule mod_deflate, c

AddOutputFilterBuTupe DEFLATE text/css text/x-component applicationdx-javascript
application/ javascript text/javascript text/x-js text/html text/richtext imagesswg+xml
text/plain text/xsd text/xsl text/xml image/x-icon application/json

<IfModul & mod_headets, c

Header append Yary User-Agent enwv=! dont-wvary
<A1 fModul e
£IfModul e mod_mime.
AddOutputFilter DEFLATE js css htm html xml

<A1 fModul e
<A1 fModul e
£IfModul e mod_mime.

AddType text/html . html_gzip

AddEncoding gzip . html _gzip

AddTupe text/xml . xml_gzip

AddEncoding gzip . xml_gzip
<A1 fModul e
IfModule mod_setenvif. c

SetEnvIfHoCase Request_URI %, html _gzip$ no-gzip

SetEnvI fHoCase Request_URI %, xml_gzip$ no-gzip
<A1 fModul e
<IfModul & mod_headets, c

Header set Wary "Accept-Encoding, Cookie"
<A1 fModul e
£IfModule mod_rewrite, o

#Frevents garbled chars 1n cached files If there 15 no defaul t charset,

AddbDef aul tCharset utf-5

#Cache rules:

FewriteEngine On

RewriteBase /

RewriteCond #CHTTPSY on

RewriteRule . # - [E=WRDFHC_HTTPS: _https]
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FEEWNLLELONd Sinl 1P ACCEpL—Crhicoadr ngs gl p
% — [E=WRDFHC_EMC: _gzipl
HLREQUEST _METHOD: ! =POST
HIHTTPSY off

ZLOUERY _STRIMGY "7 hvd+=hd+) 7%

ECREQUEST_URTF C%F /0N himl2 4 CHCI

RewriteRul e
RewriteCond
RewriteCond
RewriteCond
RewriteCond

FewriteCond #¥{HTTP_COOKIEY ! Ccomment _author! wph.-
postpassl wf _1ogout| wordpress_logged_inl wpt ouch_swi tch_toggl el wpmp_swi tcher) [HC]

RewriteCond ¥REQUEST_URI Y MA#CL ™% 1#ah =00 ™ 100 0D ™ 100 A0 D™ 100 (D™ 500, 20 %
RewriteCond " ELDOCUMEMT_ROOT: fwp—cont ent S wf caches BCHTTP_HOSTY _#l £ 82" 43 4™ 8546 _wf cache
LEMY: WRDFHC_HTTPSY, html #CEMY: WRDFHC_EMCY" -f
RewriteRule SAC0 ™ 100500 ™ 100D ™A a0 A0 D™ 100 D™ 10 (L 508 " Sup-
content fwf cache/ SCHTTP_HOSTY _$1 /$27$37$4"$57$6_wf cache ¥l EMY: WRDFHC_HTTPSY, html %
LEMY: WRDFHC_EMCY" [L1]
</TfModul e
#00 not remove this 1ine [Disable Web caching 1n Wordfence to remove this dats -
WFCACHECODE

# BEGIM 1 Themes Securlty
# BEGIH EBan Users
# Begin HackRepalr, com Blackli st
RewriteEngine on

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX
#CHTTP_USER_AGEMTX

“[Lwlebl Bblandit CHC, ORI
“Acunetix [HC, OR]

“binlar [HC, ORI

“Bl acklidow [HC, OR]

“Bolth A [HC, OR]

“Both mailtor craftbots@yahoo', com [HC, ORI
“BOTY ford JCE [HC, ORI
“casper [HC, OR]
“checkpriwvacy [HC, OR]
“ChinaClaw [HC, ORI

“clshttp [HC, OR]

“cmsworl dmap [HC, OR]

“comodo [HC, ORI

“Custo [HC, OR]

“Defaulty Browserd B [HC, ORI
“diavol [HC, ORI

“DITbot CHC, ORI

LA - —_—rem = ——



Fewrl teCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ELHTTP_USERE _HGEMT
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX
ELHTTP_USER_AGEHTX

TDIECo LHC, DR
“dotbot [HC, ORI
“Downl oads Demon [HC, ORI
“eCatch [HC, OR]
“EirGrabber [HC, ORI
“EmailCollector [HC, ORJ
“Email3iphon [HC, OR]
“Emaillolf [HC, OR]
“Expressh WebPictures [HC, OR]
“extract [HC, ORI
“ExtractorPro [HC, OR]
“EyeMetIE [HC, ORI
“feedfinder [HC, ORI
“FHscan [HC, OR]

“Fl ashizet [HC, ORI
“flicky [HC, ORI
“GetRight [HC, ORI
“Getleb!
“Go-Ahead-Got -1t [HC, ORI
“gABgle [HC, OR]
“Gol Zi1la [HC, ORI
“grab [HC, OR]
“GrabMet [HC, OR]
“Grafula [HC, ORI
“harvest [HC, ORI
“HMview [HC, ORI
“la_archiver [HC, OR]
“Imageh Stripper [HC, ORI
“Imageh Sucker [HC, OR]
“InterGET [HC, ORI
“Internetts Hinja [HC, OR]
“InternetSeers, com [HC, OR]
“jakarta [HC, ORI
“Java [HC, ORI
“JetCar [HC, ORI
“JOCN Webh Spider [HC, ORI
“kanagawa [HC, OR]
“kmccrew [HC, ORI
“larbin [HC, OR]
“LeechFTP [HC, ORI
“1ibwww [HC, OR]

[HC, OR]



RewriteCond #CHTTP_USER_AGEMTY “Masshs Downloader [HC, ORI
RewriteCond #%CHTTP_USER_AGEMTY “Maxthong [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “mictosofth, url [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “MIDowns tool [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “miner [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “Misters Pi1x [HC, ORI
FewriteCond #¥{HTTP_USER_AGEMTY “Mozillah. #Indy [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY "“Mozillas, *MEWT [HC, ORI
RewriteCond #¥{HTTP_USER_AGEMTY “MSFrontPage [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “Mawroad [HC, ORI
RewriteCond #%CHTTP_USER_AGEMTY “MHearSite [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Heth Wampire [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “MetAnts [HC, ORI
RewriteCond ¥{HTTP_USER_AGEMTY “MetSpider [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “MetZIP [HC, ORI
RewriteCond #%CHTTP_USER_AGEMTY “nutch C[HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “Octopus [HC, OR]
FewriteCond #¥{HTTP_USER_AGEMTY “0Offline’ Explorer [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “Offline' Mawvigator [HC, OR]
RewriteCond #¥{HTTP_USER_AGEMTY “PageGrabber [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY “Papa% Foto [HC, ORI
FewriteCond #¥{HTTP_USER_AGEMTY “pawuk [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY “pcBrowser [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY “PeoplePal [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY “planetwork [HC, ORI
FewriteCond #¥{HTTP_USER_AGEMTY “psbot [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY “purebot [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY “pucurl [HC, OR]
RewriteCond #CHTTP_USER_AGEMT:Y “Real Download [HC, ORI
RewriteCond #%CHTTP_USER_AGEMTY “ReGet [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “Ripperss B [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “SeaMonkeyd [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “sitecheckh. internetseers, com [HC, ORI
FewriteCond #¥{HTTP_USER_AGEMTY ™SiteSnagger [HC, OR]
FewriteCond ¥{HTTP_USER_AGEMTY “skugrid [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “SmartDownload [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “sucker [HC, OR]
RewriteCond #¥{HTTP_USER_AGEMTY “SuperBot [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTY “SuperHTTP [HC, OR]
RewriteCond #CHTTP_USER_AGEMTY “Surfbot [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY “tAkelut [HC, ORI



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

HCHTTP_USER_AGENT:
HCHTTP_USER_AGENT:

HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX
HCHTTP_USER_AGENTX

“Teleporth Pro [HC, OR]
“Toatah dragostea meah pentru diawvola [HC, OR]

“turnit [HC, OR]
“wikspider [HC, OR]
“Woi dEYE [HC, ORI

“Webh Imageh Collector [HC, ORI
“Webh Sucker [HC, ORJ

“WebAuto [HC, OR]

“WebCopier [HC, OR]
“WebFetch [HC, ORI
“WebGoy IS5 [HC, OR]
“WeblLeacher [HC, ORI
“lebReaper [HC, OR]
“WebSauger [HC, OR]
“WPScan [HC, ORI

“llebsiteh exXtractor [HC, ORI
“llebsiteh Quester [HC, ORI
“WebStripper [HC, OR]

“WebWhacker [HC, ORI
“WebZI P [HC, ORI
“Wget [HC, ORI

“Widow [HC, OR]

“LWW-Mechani ze [HC, ORI

“WWWOFFLE [HC, OR]

“waldon®, kebSpider [HC, OR]

“Yandex [HC, OR]
“Zeus [HC, ORI
“zmeu [HC, ORI
Ahref sBot [HC, ORI
Cazoodl eBot [HC, OR]
di scobot [HC, ORI
ecxi [HC, OR]

GT: WKW [HC, OR]
hieritrix [HC, ORI
HTTP: : Lite [HC, OR]
HTTrack [HC, OR]
ia_archiver [HC, ORI
id-search [HC, OR]

id-searcht, org [HC, OR]

[DBot [HC, OR]

Indyt Library [HC, ORI



RewriteCond #{HTTP_USER_AGEMTY IRLbot [HC, ORI

RewriteCond ¥CHTTP_USER_AGEMTY ISCh Systemsh iRc Searchh 2%, 1 [HC, ORI
FewriteCond ¥{HTTP_USER_AGEMTZ LinksManager. com_bot [HC, ORI
RewriteCond #{HTTP_USER_AGEMT linkwalker [HC, ORI

FewriteCond ¥{HTTP_USER_AGEMTY lwp-triwial [HC, ORI

FewriteCond #¥CHTTP_USER_AGEMTY MFC_Tear_Sample [HC, OR]
RewriteCond %{HTTP_USER_RAGEMT} Microsofth URLY Control [HC, ORJ
FewriteCond #¥{HTTP_USER_AGEMT Missiguas Locator [HC, OR]
RewriteCond #{HTTP_USER_AGEMTY MJ1Zbot [HC, ORI

FewriteCond ¥{HTTP_USER_AGEMTY panscient. com [HC, ORI
RewriteCond #{HTTP_USER_RAGEMTX PECL:: HTTP [HC, ORI

RewriteCond %{HTTP_USER_RGEMTY PHPCrawl [HC, ORI

RewriteCond #{HTTP_USER_RAGEMT} PleaseCrawl [HC, ORI

RewriteCond #{HTTP_USER_RGEMT} SBIder [HC, ORJ

FewriteCond #¥CHTTP_USER_AGEMTY Snoopy [HC, OR]

RewriteCond #{HTTP_USER_RGEMT} Steeler [HC, ORI

RewriteCond #{HTTP_USER_AGEMTY URI:: Fetch [HC, ORI

RewriteCond #{HTTP_USER_RAGEMTY urllib [HC, ORJ

RewriteCond #{HTTP_USER_AGEMTI Kebh Sucker [HC, ORI

RewriteCond #{HTTP_USER_RAGEMT} webalta [HC, ORI

RewriteCond #¥{HTTP_USER_AGEMT WebCollage [HC, OR]

RewriteCond #{HTTP_USER_RGEMTY Mellsh Searchs II [HC, OR]
RewriteCond #{HTTP_USER_RAGEMTY WEP% Search [HC, ORI

RewriteCond #{HTTP_USER_RAGEMT} zermelo [HC, ORI

FewriteCond #¥CHTTP_USER_AGEMTY ZuBorg [HCI

RewriteRule ™ % - [F,L]

# End HackRepalr, com Blacklist, http:ss/pastebln comsushackrepal -
SetEnvIF REMOTE_ADDR " “8h. 214, 44, 254%" DenyAccess

SetEnvIF ®-FORWARDED-FOR " &%, 214, &b, 254%" DenyAccess
SetEnvIF ®-CLUSTER-CLIENT-IP "7\, 214, 45, 254%" DenuAccess

SetEnvIF REMOTE_ADDR " 654, d6h, 484, [A-9]1+%" DenyAccess
SetEnvIF ®-FORWARDED-FOR " “65%, 46h, 484, [A-9]1+%" DenyAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "“BS5%. 464, 484, [B-91+%" DenuyAccess

SetEnvIF REMOTE_ADDR " BS54, 1684, 2384 [A-9]1+%" DenyAccess
SetEnvIF X-FORWARDED-FOR " “65%. 1684, 238, [A-91+%" DenuyAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "“GBS5%. 1684, 238\ [B-91+%" DenuyAccess

SetEnvIF REMOTE_ADDR " 785, 924, 222\, [B-91+%" DenuAccess
SetEnvIF X-FORWARDED-FOR " "854, 924, 2284, [B-9]1+%" DenuAccess



SetEnvIF A-CLUSTER-CLIENT-IP "785%, 924, 2224, [8-91+%" DenyAccess

SetEnvIF REMOTE_ADDR "“2@E%. 514, [B-91+%, [B-91+4%" DenyAccess
SetEnvIF X-FORWARDED-FOR "“2AE%, 51%. [B-91+%, [B-91+4%" DenyAccess
SetEnvIF A-CLUSTER-CLIENT-IP "“Z2@E%, 51%. [B-91+%, [B-91+4%" DenyAccess

SetEnvIF REMOTE_ADDR "“216%. 524, 234, [8-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR " 2164, 524,
SetEnvIF A-CLUSTER-CLIENT-IP "“Z16%,

23h, [B-91+%" DenuAccess
SEh, 23h, [A-9]1+%" DenyAccess
SetEnvIF REMOTE_ACDR "“38%, 188, 194, [8-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR "~38%, 18@%, 194, [8-9]1+%" DenyAccess
SetEnvIF X-CLUSTER-CLIEMT-IP "738%, 1@@h, 194, [8-91+%" DenyAccess

SetEnvIF REMOTE_ADDR "™38%. 1884, 214, [8-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR " 7334, 1884, 21%, [8-91+4%" DenyAccess
SetEnvIF A-CLUSTER-CLIENT-IP "733%. 1884, 21%, [8-91+4%" DenyAccess

SetEnvIF REMOTE_ADDR "™38%. 1884, 414, [8-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR " 7334 1884, 414, [8-91+%" DenyAccess
SetEnvIF A-CLUSTER-CLIENT-IP "733%. 1884, 41%, [8-91+%" DenyAccess

SetEnvIF REMOTE_ADDR "™38%. 1@5%, 714, [8-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR "“33%. 1854, 714, [8-91+%" DenyAccess
SetEnvIF A-CLUSTER-CLIENT-IP "733%. 1854, 71% [8-91+%" DenyAccess

SetEnvIF REMOTE_ADDR " ™384 1@5%, 834 [8-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR " 7334, 1854, 834 [8-91+%" DenyAccess
SetEnvIF A-CLUSTER-CLIENT-IP "733%. 1854, 834 [8-91+%" DenyAccess

SetEnvIF REMOTE_ADDR 7384 1124, 21%, [8-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR 7334, 112%, 21%, [8-91+%" DenyAccess
SetEnvIF A-CLUSTER-CLIENT-IP 7334, 112%, 21% [8-91+%" DenyAccess

SetEnvIF REMOTE_ADDR " ™384, 118 '2%.[@—9]+$" DenyAccess
SetEnvIF X-FORWARDED-FOR " 7384, 1184, 424, [B-91+%" DenuAccess
SetEnvIF X-CLUSTER-CLIENWT-IP "738%, 1184, 424, [A-9]1+%" DenyAccess

SetEnvIF REMOTE_ADDR "“BS5%. 2134\, 2884, [B-9]1+%" DenyAccess
SetEnvIF X-FORWARDED-FOR " 7654, 2134, 20884, [B-9]1+%" DenyAccess
SetEnvIF A-CLUSTER-CLIENT-IP "“B5%. 2134, 288%, [A-9]1+%" DenuAccess



SetEnvIF REMOTE_ADDR "“BS%, 2224, 1764, [B-9]1+%" DenyAccess
SetEnvIF X-FORWARDED-FOR "7BS%, 2224, 1764, [A-9]1+%" DenuAccess
SetEnvIF X-CLUSTER-CLIEMT-IP "7BS5%, 2224, 1764 [B-91+%" DenyAccess

SetEnvIF REMOTE_ADDR "“BS%, 2224, 1854, [B-9]1+%" DenyAccess
SetEnvIF X-FORWARDED-FOR "7BS%, 2224, 1854, [A-9]1+%" DenuAccess
SetEnvIF X-CLUSTER-CLIEMT-IP "7BS5%, 2224, 1854, [B-91+%" DenyAccess

SetEnvIF REMOTE_ADDR "738%. 1834, 174 [8-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR " 7384, 1834, 174, [B-91+%" DenyAccess
SetEnvIF X-CLUSTER-CLIEMT-IP "“38%, 1834, 174 [8-91+%" DenyRccess

SetEnvIF REMOTE_ADDR "“B6%, 1134, [B-91+%, [B-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR "“BE%, 1134, [A-91+%, [B-91+%" DenyPccess
SetEnvIF X-CLUSTER-CLIEMT-IP "“66% 1134, [B-91+\, [A-9]1+%" DenyAccess

SetEnvIF REMOTE_ADDR " 7784, 354, 1134, [8-91+4%" DenyAccess
SetEnvIF X-FORWARDED-FOR " 7784, 354, 1134, [B-91+%" DenyAccess
SetEnvIF X-CLUSTER-CLIEMT-IP "“7@%, 35% 113% [B-91+%" DenyRccess

SetEnvIF REMOTE_ADDR " 284, 154, [B-91+%, [B-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR "“284%, 154, [A-91+%, [B-91+%" DenyPccess
SetEnvIF X-CLUSTER-CLIEMT-IP "“Z284%, 154, [B-91+%, [A-9]1+%" DenyAccess

SetEnvIF REMOTE_ADDR "“BE%. 174 154 [A-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR "“BE%. 174, 15% [B-91+%" DenyRccess
SetEnvIF X-CLUSTER-CLIEMT-IP "“BE%. 17%, 15% [B-91+%" DenyRccess

SetEnvIF REMOTE_ADDR " B34, 84, 287, [B-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR "“E9%, 844, 2874, [B-91+%" DenyAccess
SetEnvIF X-CLUSTER-CLIEMT-IP "“B9%, 844, 2874, [B-91+%" DenyPccess

SetEnvIF REMOTE_ADDR " B34, 84, 287, [B-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR "“E9%, 844, 2874, [B-91+%" DenyAccess
SetEnvIF X-CLUSTER-CLIEMT-IP "“B9%, 844, 2874, [B-91+%" DenyPccess

SetEnvIF REMOTE_ADDR " 7724, 36% [A-91+%, [A-91+%" DenyRccess
SetEnvIF X-FORWARDED-FOR " 7724, 36% [A-91+%, [B-91+%" Denyfccess
SetEnvIF X-CLUSTER-CLIEMT-IP "“72%, 36% [B-91+\, [A-9]+%" DenyAccess



SetEnvIF REMOTE_ADDR " “72%, 232w, [A-9]1+%, [B-9]1+%" DenuAccess
SetEnvIF X-FORWARDED-FOR " 72%, 2324, [B-91+%, [A-9]1+%" DenyAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "772% 2384, [B-91+%, [A-9]1+%" DenyAccess

SetEnvIF REMOTE_ADDR " “72%, 233, [A-9]1+%, [B-91+%" DenuAccess
SetEnvIF X-FORWARDED-FOR " 724, 2334, [B-91+%, [A-9]1+%" DenyAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP ""72% 2334, [B-91+%, [A-9]1+%" DenyAccess

SetEnvIF REMOTE_ADDR " “216% [A-91+%, [B-91+%, [A-9]1+%" DenyAccess
SetEnvIF ®-FORWARDED-FOR " “216%, [A-91+%, [B-91+%, [A-9]1+%" DenyAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "“Zl6%, [B-91+% [A-9]1+%, [B-91+%" DenuAccess

SetEnvIF REMOTE_ADDR " “6B7%, 192w, 2314 [A-9]1+%" DenyAccess
SetEnvIF ®-FORWARDED-FOR " “67%. 1924, 2314, [B-91+%" DenuyAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "“67%. 1924, 2314 [B-91+%" DenuAccess

SetEnvIF REMOTE_ADDR " “2@5%. 98, [A-9]1+%, [B-9]1+%" DenuAccess
SetEnvIF X-FORMWARDED-FOR " “2@&%, 98%, [B-91+%, [A-9]1+%" DenyAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "“Z@3%, 984, [B-91+%, [A-9]1+%" DenyAccess

SetEnvIF REMOTE_ADDR " 2894, 147, 1274, [B-91+%" DenuAccess
SetEnvIF ®-FORWARDED-FOR " “2689%, 1474, 1274, [B-9]1+%" DenuAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "“ZE9%, 147, 127 [A-9]1+%" DenyAccess

SetEnvIF REMOTE_ADDR " ™198%, 1864 [B-9]1+%, [B-91+%" DenuyAccess
SetEnvIF ®-FORWARDED-FOR " ™19&%, 186% [A-91+%, [B-91+%" DenuAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "“193%. 186% [A-9]1+%, [B-9]1+%" DenuAccess

SetEnvIF REMOTE_ADDR " ™198%, 1864 [B-9]1+%, [B-91+%" DenuyAccess
SetEnvIF ®-FORWARDED-FOR " ™19&%, 186% [A-91+%, [B-91+%" DenuAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "“193%. 186% [A-9]1+%, [B-9]1+%" DenuAccess

SetEnvIF REMOTE_ADDR " ™198%, 1864 1944, [B-9]1+%" DenuAccess
SetEnvIF ®-FORWARDED-FOR " ™19&%, 1864 1944, [B-9]1+%" DenuAccess
SetEnvIF ®-CLUSTER-CLIENWT-IP "“193% 186% 1944, [A-9]1+%" DenyAccess

SetEnvIF REMOTE_ADDR " 2874, 2164, 994, [A-9]1+%" DenyAccess
SetEnvIF ®-FORWARDED-FOR " 2674, 2184, 99, [B-91+%" DenyAccess
SetEnvIF ®-CLUSTER-CLIENHT-IP "“2E7%, 218, 99, [B-91+%" DenuAccess
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SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
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SetEnvIF

SetEnvIF
SetEnvIF
SetEnvIF

SetEnvIF
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SetEnvIF

SetEnvIF
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£-FORWARDED-FOR " "%, 534, 1284, 223" DenyAccess
£—-CLUSTER-CLIEMT-IP " "%, 534, 1284, 223" DenyAccess

FEMOTE_RCDDR " “BE%, 1944, B%, [A-9]1+%" DenyAccess
£-FORWARDED-FOR " “BE%, 194%, B%, [A-9]1+%" DenyAccess
#—-CLUSTER-CLIEMT-IP "7BE%, 1944, B%, [A-9]1+%" DenyAccess

FEMOTE_RCDDR " 7674, 1174, 281%. [8-91+$%" DenyAccess
#-FORWARDED-FOR " 7674, 1174, 261%, [B-91+%" DenyAccess
£-CLUSTER-CLIEMT-IP "767%, 1174, 281%, [8-91+%" DenyAccess

FEMOTE_RCDDR " “69% 674, [B-9]+%, [A-91+%" DenyAccess
#-FORWARDED-FOR " “69%, 674, [B-9]+%, [A-9]1+%" DenyAccess
#-CLUSTER-CLIEMT-IP "7E9%, E7%. [A-91+%, [A-91+%" DenyAccess

FEMOTE_ADDR "™131% 1915, 875 [8-91+%" DenyAccess
#-FORWARDED-FOR " 71314, 191%, 874 [8-91+%" DenyAccess
£-CLUSTER-CLIEMT-IP "7131%, 191%, 874 [8-91+%" DenyAccess

FEMOTE_RCDDR " “284%, 15%, [A-91+%, [A-91+%" DenyAccess
#-FORWARDED-FOR " “284%, 154, [A-91+%, [A-91+%" DenyAccess
£—-CLUSTER-CLIEMT-IP " 72844, 15%, [A-91+%, [A-91+%" DenyAccess

FEMOTE_RCDDR " “2E8%, 88, [A-91+%, [A-91+%" DenyAccess
#-FORWARDED-FOR " “2@E3%, 8@, [A-91+%, [A-91+%" DenyAccess
£-CLUSTER-CLIEMT-IP ""2@E3%, 88, [A-9]1+%, [A-91+%" DenyAccess

FREMOTE_RCDR "2 2%, 26%, [A-91+%" DenyAccess
#—FORWARDED-FOR "’212%.52%.25%.[5—9]+$" DenyAccess
#—-CLUSTER-CLIEMT-IP " 72124, B2%, 26%. [A-91+%" DenyAccess

REMOTE_RCDDR "™213%, 1684, 2264 [8-91+%" DenyAccess
£-FORWARDED-FOR " 721 3%, 1684, 2264 [B-9]1+%" DenyAccess
#-CLUSTER-CLIEMT-IP "721 3%, 1684 226% [B-9]1+%" DenyAccess

FEMOTE_RODDR " 72134, 1684, 241%, [8-91+%" DenyAccess
£-FORWARDED-FOR " 721 3%, 1684, 241%, [B-9]1+%" DenyAccess
#-CLUSTER-CLIEMT-IP "721 3%, 1684 241%, [B-9]1+%" DenyAccess

FEMOTE_RDDR " 72134, 1684, 2424, [8-91+%" DenyAccess
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SetEnvIF X-CLUSTER-CLIEMT-IP ""213%, 1684, 2424, [B-91+%" DenyAccess

SetEnvIF REMOTE_ADDR "“213%, 236% 15A%, [A-91+%" DenyAccess
SetEnvIF X-FORWARDED-FOR " 72134, 236%, 1564, [A-91+%" DenyAccess
SetEnvIF X-CLUSTER-CLIEMT-IP ""213%, 236%, 15A%, [B-91+%" DenyAccess

order allow, deny
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deny from 1495 156, 194
deny from 287, 218, 99
deny from < 53 128, 22
deny from 66, 194, 6
deny from 67, 117, 281
deny from 69 67

deny from 131,191, 87
deny from 284, 15

deny from 283, 58

deny from 212 62 26
deny from 213 1658 226
deny from 213 163 241
deny from 213 1658 242
deny from 213 236, 158
allow from all

# EHD Ban Users
# BEGIH Hide Backend
# Rules to hide the dashbosd
FewriteRule “(/)7arclogin/$ fwp-login. php COSA, LI

# EMD Hide Backend
# BEGIH Twesks

# Rules to block access to WordPress specific files

<files . htaccess:
Order allow, deny
Deny from all

/files:

<files readme. html:
Order allow, deny
Deny from all

/files:

<files readme, txt:
Order allow, deny
Deny from all

/files:

<files install. php:
Order allow, deny
Deny from all

/files:

<files wp-config php:



Order allow, deny
Deny from all
£/files:

# Rules to dis
Options -Indexes

abl e di rectory browsi ng

<IfModul e mod_rewrite, o
FewriteEngine On

# Rules to protect wp-Includes

FewriteRul e mp—adminfincludezf - [F]

FewriteRule ! “wp-includes/ - [5=3]

FewriteCond #¥{SCRIPT_FILEMAMEY !0, #)wp-includes/ms-files, php
FewriteRule “wp-includess/["/1+\, phps - [F]

FewriteRule “wp-includes/ js/tinumcesl angss. +\. php - [F]
FewriteRule “wp-includesstheme-compats - [F]

ecution 1n upl oads
FewriteRul e (.*)xuplnadsx(.*).php(.?) - [F]
# Rules to bBlock
HLREQUEST _METHODX
(. %1% - [F]

unneedsd HTTF methods
Rewri teCond " TRACE|I DELETEI TRACK) [HCI

RewriteRul &

LRI =

Yo NS DHE, ORI

“, #%, Cbashl gitl hal 1 ogl svnl swpl cvs) [HC, OR]
etc/passwd [HC, ORI

booth, ini [HC, ORI

ftpy:  [HC, ORI

# Rules to block susplclous
HLOUERY _STRIMGE
HLOUERY _STRIMGE
HLOUERY _STRIMGE
HLOUERY _STRIMGE
HLOUERY _STRIMGE

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:

https:  [HC, ORI

httpsh:  [HC, OR]

W€l B3, #scriph, =08 B3E) [HC, OR]
mosConfig_[a-zA-2_171, 2130 =] #300 [HC, OR]
basebd_encode, #\C, 42 [HC, OR]
©wUE2A%), = [HC, OR]

o127, @), # [HC, ORI

B

» #global 5l encodel local hostl loopback?, = [HC, ORI
ELOUERY _STRIMGY ™
HCAUERY _STRIMGY !

Fewri teCond #( request| concat! insert! unionl declarer, = [HCI

Fewri teCond “1oggedout =true



FewriteCond #{OUERY_STRIMGY ! "action=jetpack-sso

FewriteCond ¥OUERY_STRIHGY ! "action=rp

FewriteCond ¥{HTTP_COOKIEY ! ™ #wordpress_logged_in_, =%
RewriteCond ¥{HTTP_REFERERY ! “http: //mapsh. googleapish, coml, 1%
RewriteRule “C, #2% - [F]

# Fules to help reduce spam
RewriteCond #{REQUEST_METHODY POST
FewriteCond ¥REQUEST_URIY . #)wp-comment s-posts., phps
RewriteCond ®{HTTP_REFERERY ! "(. #xtest, dev. =
FewriteCond ¥{HTTP_REFERERY ! “http /¢ jetpack’. wordpresss, com jet pack-comment/ [OR]
RewriteCond #CHTTP_USER_AGEMTY %
RewriteRule “C, #2% - [F]
</TfModul e
# EHD Twesks
# END 1Themes Security

# BEGIN WordFress

I fModule mod_tewrite, o
FewriteEngine On

RewriteBase /

FewriteRule “indexh, phpd - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]
</TfModul e

# EHC WotrdPress



