# Apache Server Configs w2 2 A | MIT License
# https: ssgl thub, comshsbpsserver-conf] gs-apache

# 013 Using . htaccess' files slows down Apache, therefore, 1f you have access
# to the main server config file (usually called "httpd conf i, you should add
# this logic therse: httpe sshttpd apache. orgsdocsscurrent howt o/ bt access, html,

# HERHHR R AR R AR R AR AR AR ARRRRRARRARRRRRARRBRRBRR AR R AR R AR AR R AR R AR AR R AR RAR AR R A
# # CROS5-0RIGIH RESOURCE SHARITHE (CURS? #
# HERHHR R AR R AR R AR AR R AR RRR R AR ARRRRRRRRARRRRRBRRBRR AR AR R B AR R AR AR R AR AR AR R A

#
# | Cross-domain AJAY reguests /
#

# Allow cross-orligin AJAY requests,
# htto srcode googl e comspshtml Bsecurt tuswl k1 sCross0rl gl nRequest Securl ty
# http: ~7enabl e-cors, org”

# <IfHodul & mod_headsrs, cr
# Header set Access-Control -ALlow-0rigin "+"
<1 FHodul g

#
# | CORS-enabl ed 1mages /
#

# Send the CORS header for 1mages when browsers reguest 1t

# https ssdevel oper, mozi 113 orgsen-Ussdocs HTHL CORS_Enabl ed_Image

# httoe /7b1 og, chroml um orgs 261 17877 us ng-cross-domal n-1 mages—1 n-webgl -and, ftml

# httoe /rhacks mozilla orgs26l1..117usi ng-cors-to-1 0ad-webgl -t ext ures-from-cross-domal n-

1mages:

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "%, Ccurl gi flicol jpe®gl pngl svwgz?l webp) § >
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e

AT S kA T o



LT IadUL ex

#
# | Web fonts sccess /
#

# Allow access to web fonts from a1l domalns.

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl otfl ttlcf Il woffog":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

e
# # ERRORS #
i

#
# 1 484 error prevention for non-existing redirected ol ders /
#

# Frevent Apache from retuwning a 984 error as the result of 3 rewite

# when the directory with the same name doss not exist,

# http: /7ht tpd apache, orgs/docsscurrent cont ent —-negot 1 3t 1 on, At ml #mul 11 vi ews
# httpe 77w, webmasterwor] do comsapaches 36685792, htm

Options -Multiviews

#
# | Custom error messages ~ pages /
#

# Customl ze what Apache returns to the client 1n case of an error,
# httpe ~<httpd apache orgsdocsscurrent . modscore [tml #errordocument

ErrorDocument 484 A464, html
It B R R R R A A i

# # THTERHET EXFLORER #
i



#
# | Better website experience /
#

# Force Internet Explorer to rendsr pages In the highest avallable mode
# 1n the various cases when 1t may not,
# httpe /rhsi vonen 1k1. F1/doct ypesl e-mode, pdf

<IfModul & mod_headers, ¢

Header set X-UA-Compatible "IE=edge"

# ‘mod_headers’ cannot match based on the content-tuype, howewer, this

# headsr should be send only for HTAL pages and not for the other resources

£<FilesMatch "%, (appcachel atoml crxl cssl curl eotl f4Cabpywll f1vl gi fl htcl icol jpe?
gl jsl jsonild)?
| meC a1l mani fest| mapl mpdl oexl ogl agvll opusl ot I pdfl pngl rdfl rssl saf ariextzl swvgz?
| swfl ttLcf1l wefl vitl webappl webl mpll wof f1 xmll xpir ">

Header unset X-UA-Compatible

£/FilesMatch:

/I fModul e

#
# | Cookie setting from Iframes /
#

# Allow cooklies to be set from 1frames 1n Internet Expl orer,
# httpe Armsdn mil crosoft, comsen-ussl 1 brarys ms5E3 7345, aspx
# http A< www, w3 orgs TR 28867 CR-F5P-2666]1 Z1 57

# <IfHodul e mod_headers, cx

#  Header set F3F "policuyref=%"swic/p3p xml 4", CP=Vv"IDC DSP COR ADKH DEYI TAII FSA FPsh
IRl T¥DD COMI HIS OUR THD CHTY™"

# <71 FHodul e

# HHRHHRHHR AR AR AR AR AR R AR R AR AR AR AR R A AR AR R AR R AR R AR R AR R AR AR A AR AR AR AR AR A
# # MNIME TYFES AHD EHCODIHE #
# HHRHHR AR AR AR AR AR AR AR AR AR AR A AR AR R AR R AR R AR R AR R AR R AR R AR AR AR AR AR AR A

#
# | Proper MIME types for all files /
#




<IfModul & mod_mime. c>

# Audi o
AddTupe audi o/ mp4 mda fda fdb
AddTupe audi o/ ogg 0Ja ogJg opus

# Data I1nterchange
AddTupe applications json json map
AddTupe applicationsld+json jsonld

# Javascript
# Hormallze to standard type.
# httpo: //tool s 1etf, orgshtml /1 fod329%section-7, 2

AddTupe applications javascript is
# ¥ideo
AddTupe i deosmpd fdv fdp mdv mpd
AddTupe wideosogg ogy
AddTupe i deo/webm webm
AddTupe wideos x-f1w flw

# Web ronts
AddType applicationsfont-woff wof
AddType applicationsvwnd ms—fontobject eot

# Browsers usually 1gnore the font MIHE types and simply sni ff the bytes
# to figure out the rfont type,
# httoe s7mimesnd 7, spec. what wg, orgs#mat chi ng-3-ront -t ype-pat tern

# Chrome however, shows 3 wanimng I any other MIHE types are used for
# the followimg fonts,

AddTupe applicationsx-font-ttf tto tif
AddType font/sopentype otf

# Make 5YGEZ fonts work on the 1Pad

# https: </twi tter, comsFont Sgul rrel /st at uss1 45855690545
AddType i mage/ swg+xml A el
AddEncoding gzip svgz



# Ot her

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-web-app-mani f est+json webapp
AddType applicationsx-xpinstall xpi
AddType applicationsxml atom rdf rss xml
AddType image/webp webp
AddType image/x-icon cur
AddType text/cache-mani fest appcache manifest
AddTupe textswit wit
AddType text/x-component htc
AddType text/x-wvcard wiof
</TfModul e
#

# | UTF-8 encodimg

#

# lse UTF-8 encoding for anything served as textshtml  or textsplain,
Addlef aul tCharset utf-3

# Force UTF-8 for certalin file formsts

£<IfModul e mod_mime, c»

AddCharset utf-3 . atom . css . js . json . jsonld . rss . wit | webapp . xml

AT Modul e

S B
# # URL REWRITES #
S B

#
# | Rewrlte englne /
#

# Turn on the rewite engine and ensble the "FollowSymlinks option (this Is

# necessary 1n order for the followling directives to workl,

# If your web host doesn't allow the FollowSymlinks' option, you may need to

# comment 1t out and use Options +5umlinks]fOwnerMatch . but be aware of the



# performance 1mpact,
# http A7kt tpd, apache. orgsdocsscurrent /mi sc/perf -t unt ng. bt ml #5yml 1 nk=s

# Also, some cloud hosting services require RewriteBase to be set,
# http /7w, ackspace. comsknowl edge_cent ety freqguent 1 y-ask ed-qguest I ons why-1 s-mod-rewr t e-
not —work 1 ng-on-my-si te

#<IfHodul & mod_rewrltes, c>

# Options +FollowsSyml 1nks

# # Options +5ymlinks]fOwnstatch
# Rewri teEngi me On

# # RewriteBase /

#01 FHodul &

£IfModule mod_rewrite, o
£IfModul e mod_negotiation. o>
Options -Multiviews
/I fModul e

FewriteEngine On

# Fedirect Trailing 51ashes, ..
# RewriteRule ™0, #1/¢% ##1 [L, R=361]

#Rewrl telond XHTTPS? ! =on

#Rewrl telond ZHTTP_HOST? ! “www'. [HCT

#Rewrl telond ZSERVER_ADDR: ! =127, 8, 4, 1

#Rewrl telond X SERYER_ADDR: =1

#Rewrl teRule ™ http: /Fwww, XCHTTP_HOST B REQUEST_URI: [R=341, L]

# Handle Front Controller, ..
RewriteCond ¥{REQUEST_FILEMAMEX} ! -d
RewriteCond ¥{REQUEST_FILEMAMEX} ! -f

FewriteRule ™ index php [LI
</1fModul e
#
# | Suppressing # Forcing the “www =~ at the beginning of URLs /
#

# The same content should never be avallable under two di frerent LRLS,



# especially not with and without “www ~ at the beginning, This can cause
# 5E0 problems (duplicate contentl, and therefore, you shoul d choose one
# of the alternatives and redirect the other one,

# By default “Option 1° (no “www "3 15 activated,
# httpe Z7no—www, oFgsfag phptg=class_b

# It you would prefer to use Option 2°, just comment out all the 1ines
# from Option 17 and uncomment the ones from Option 27,

# INFORTANT: HEYER LSE BOTH RULES AT THE SHME TIME!

# Option 1 rewdte www, exampl e com — exampl & com

#< I MModul & mod_rewrl te, c:

# Rewr] telond XCHTTPS: ! =on

# Rewri telond XCHTTP_HOST? “www'. (. +1% [HCT

# RewriteRule ™ http: /7% XCREQUEST_URI} [R=341, L]
#0T FHodul g

# Option 20 rewdte exampl e com — Wi, Exampl & com

# FBe awsre that the following might not be 5 good 1des 17 you use “real”
# subdomains for certain parts of your website,

# <IfModul & mod_rewite cx
# Rewr] telond ¥CHTTPS: ! =on

# Rewr] telond XCHTTP_HOSTR ! “www', [HCT

# Rewri telond ¥CSERYER_ADDR: !=127 4 4, 1

# Rewri telond ¥CSERYER_ADDRY 1=::1

# RewriteRule ™ http: /swww, ZCHTTP_HOST BEREQUEST_URI: [R=341, L]

# <1 FHodul g
B B B B B B B B B B
# # SECURITY #
B B B B B B B B B B



#
# 1 Clickjackimg /
#

# FProtect website agalnst clickjacking

# The example below sends the X-Frame-0Options  response header with the value
# "DEWY , Informing browsers not to displsy the web page content 1n any frame,

# This might not be the best setting for everyone You shoul d read about the
# other two possible values for “Y-Frame-0ptions : " SAMEORIGINT & ALLOKW-FROM .
# http //tool s 1etf, orgshtml A1 fcrA3d8sect i on-2, 1

# Keep in mind that while you could send the " s-Frame-Options  header for all

# of your site’s pages, this has the potential downside that 1t forbids even

# non-malicious framing of your content (e g when users visit your site usimg
# a Google Image Search results pagel,

# Monethel ess, you should ensure that you send the " s-Frame-Options  header for
# all pages that allow 3 user to make a state changing operation (e g pages

# that contain one-click purchase 1inks, checkout or bank-transfer confirmation
# pages, pages that make permanent conflgue-ation changes, ete, .,

# Sending the X-Frame-(ptions header can also protect your website agalnst
# more than just clickjacking attacks: https /7cures3 desxfo-click jacklng pdf,

# http //tool s 1etf, org/html /rfc7asd

# httpe /7Bl ogs, msdn, comsbel el nt ernal s7archi ves 261 A7 38, combat 1 mg-cl 1 ok jackl my-wi th-x-
frame-opt 1 ons, aspx

# https: < Sww, owasp, orgsl ndex, phpeCl1 ok jackl mg

# <IfModul e mod_headers, cr

# Header set X-Frame-Options "DEHY"

# CFilestlatch "%, Cappeachel atoml crxl cssl curl eot! r40abpw]] £1v gi 1 htcl 1col jpe?
gl jsl jsonldr?

| mdL 37/ mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sararl ext zl svgz?

| swrl ttLer]l vefl vt t! webappl webl mpd/! wof fl xml /| xpi 18" >

# Header unset s-Frame-Options

# </Filestatch:

# </ fHodul ex



#
# | Content Security Policy (CSF /
#

# Mitigate the risk of cross-site scriptimg and other content-injection attacks,

# This can be done by setting 3 Content Security Policy which whitellsts
# trusted sources of content for your website,

# The example header below allows OHLY scripts that are loaded from the current
# site's origin Cno inline scripts, no COW, etch, This almost certainly won't
# work 3s-15 for your s1tel

# For more detalls on how to craft a reasonasble policy for yows site, read:

# httpe Arhtml Srocks, comsenstut orl al s/5ecur tyscont ent —securl ty-pol 1oy Cor the
# specification http /sw3 org/TRACSFY, Also, to make things easier, you can
# use an online C5F headesr generator such as http s/cspl sawesome, coms,

# <IfHodul & mod_headetrs, o

# Header set Content-5ecurity-FPolicy "script-sc 'self’; object-src 'self'”
# ¢Filestiatch "%, (appoachel at oml crxd o5l curl eot! 40 abpw]l £1v gi 1 htcl 1col jpe?
gl j=l jsoncld ?

| mdL 37/ mani fest! mapl mpdl oexl ogl agwl! opus/ ot £ pdfl pngl rdfl Fssl safarl ext zl svgz?
| swfl ttLcrll vefl vt t! webappl webl mpd! woffl xml | xpi 13" >

# Header unset Content-5ecuri ty-FPolicy

# ¢/F11estlatch:

# </TfHodul e

#
# 1 File access /
#

# Block access to directories without a defaul t document,

# You should 1eave the followimg uncommented, a5 you shouldn't allow anyons to
# surt through every directory on your server (which may 1ncludes rather prlvate
# places such as the CMS's directori esl,

<IfModul & mod_aut ol ndex, o
Options -Indexes
<A1 Modul e



# FBlock access to hidden files and directories,
# This 1ncludes directories used by version control systems such a5 Gt and 59,

£IfModule mod_rewrite. o
RewriteCond #{SCRIPT_FILEMAME: -d [OR]
RewriteCond #{SCRIPT_FILEMAME: -f
RewriteRule "C71 /% " - [F]

<A1 fModul e

# Block access to fl1les that can expose sensitive 1nformation,

# By default, block access to backup and source files that may be 1eft by some
# text editors and can pose 3 security risk when anyone has access to them,
# httpe /7 feross orglocmspl of t

# THFORTANT: LUpdate the "<Filestiatchs’ regular expression from below to 1nclude
# any files that might end up on your productlon server and can expose sensitive
# Information about your website, These files may 1nclude: conflgur-ation 1165,
# riles that contain metadata sbout the project (e g ! project dependenciess,

# build scripts, etec,

¢FilesMatch "¢ 7# «# %, (bakl configl distl flalinfcill 1ogl psdl shl sgll swlopd 2l “) "
# Apache < 2,3
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl
<A1 fModul e

# Apache = £ 3

<IfModul e mod_authz_core, c
Require all denied

<A1 fModul e

£/FilesMatchs



#
# | Reducing MINE-type securlty risks /
#

# FPrevent some browsers from MIME-sni Ffing the response,

# This reduces exposure to drive-by download attacks and shoul d be enabl e
# especially 1f the web server 15 serving user upl oaded content, content
# that could potentially be treated by the browser as executabl e,

# httpe /7Bl ogs msdn, comsbel e/ archi vesE0A56/ A7, B2/ 1 BE-securl ty-part —v-comprehensi ve-
protection aspx

# http Armsdn microsoft, comsen-ussl 1 brarysl esggbLed4dl, aspy

# http Aomimesni £F, spec, whatwg, orgs’

# <IrHodul & mod_headers, cx
# Header set X-Content -Type-0ptions "nosni 1
# <1 FHodul g

#
# | Reflected Cross-5ite Scripting (%5550 attacks /
#

# 010 Try to re-enable the Cross-5ite Scripting (X550 filter built into the
most Fecent web browsers,

The filter 15 usually enabled by default, but In some cases it may be
di sabled by the user. Howswver, 1n Internet Explorer for example, 1t can
be re-enabled just by sending the X-555-Protection’ header with the
value of 1,

2y Prevent web browsers from rendering the web page 1f & potential reflected
(3 k. 3 non-persistentl X¥55 attack 15 detected by the rilter,

By default, If the filter 15 enabled and browsers detect a reflected
X585 attack, they will attempt to block the attack by making the =smallest
possible modi fications to the returned web page

Unfortunately, 1n some browsers (e g ! Internet Explorerd, this defaul t
behavior may allow the ¥55 filter to be exploited, thersby, it's better

DR R O™ R O OB O[T O R O™ R O[T R W™ W™ R
I,



# to tell browsers to prevent the rendering of the page al together, 1nstead

# of attempting to modify It

#

# htto: 7/ hack ademi x nets2669/11 /21 71 es-x55-111ter-creat es-xss—vul nerabl 111 65
#

# THPORTANT: Do not rely on the 555 filter to prevent %55 attacks! Ensure that

# you are takimg all possible measures to prevent %55 attacks, the most obvious

# being: walldating and sanitizing your site's 1nputs,

#

# httpe /7Bl ogs, msdn, comsbel el archl ves 2006, A7y 8271 BE-secur] ty-part -1 v-the-xs5-f11ter, aspx
# httpe /7Bl ogs, msdn, comsbel el nt ernal s2archl ves2611/681 731 A cont rol 11 mg-the-1nt ernet -

expl orer-xss5-111ter-wi t h—-t he-x-xs5-prot ect 1 on-ht t p-header, aspx

# https: < www, owasp, orgsl ndex, phpsCross-s1 te_Scrl ptl ng Z2E5s5589

# <Iffodul e mod_headers, c»

# # (11 [z

# Header set X-X55-FProtection "1: mode=block”

# ¢Filestiatch "%, Cappoachel atoml crxl 55l curl eot! 40 abpwll £1v gi 1 htcl 1col jpe?
gl j=l jsoncld?

| mdL 37/ mani fest! mapl mpdl oexl ogl agwl! opus/ ot £ pdfl pngl rdfl Fssl 5afarl ext zl svgz?

| swfl ttLcrll vefl vt t! webappl webl mpd! woffl xml ] xpl 13" >

# Header unset X-X55-Frotection

# </F11estlatch:

# /T fHodul e

#
# | Secure Sockets Laysr (5500 /
#

# Fewrlte secure reguests properly In order to prevent 550 certificate warnl ngs
# E g prevent "https: /cwww, exampl e com™ when your certlficate only allows
# https: A/secure exampl g com’,

# <IrfModul e mod_rewite c:

# Rewr] telond ¥CSERYER_FORTY ! 7443

# RewriteRule — https: /7exampl e-domal n-pl ease-change-me, comiiREQUEST_URI: [R=341, L]
# </TfHodul e

#
# 1 HTTF 5trict Transport Security (HSTS) /
#




# Force client-side 550 redirection,

# If 3 user tuypes example com™ In his browser, the above rule will redirect
# him to the secure version of the site That still leaves & window of

# opportunity Cthe initial HTTP connectiont for an attacker to downgrade or
# redirect the reguest,

# The rollowing header ensures that browser will OHLY connect to your server
# wia HTTFS, regardless of what the users type in the address bar,

# http: #7tool s 1etf, orgshtml <draft-iet f-websec-stri ct-transport -sec-1 44secti on-6, 1
# http A7 www, Bt ml 5rocks, comsenstut ori a1 5/ 5ecurl tystransport -1 ayer-securi tuys

# TMPORTANT: Remowe the 1ncludeSubDomains’ optional directive 1f the subdomalns
# are not using HTTPS,

# <IfHodul & mod_headers, cr
# Header set Strict-Transport-5Securi ty "max-age=16A784988; 1ncl udeSublbomal ns"
# <1 FHodul g

#
# | Server software 1nformation /
#

# Avold di splaying the exact Apache wersion number, the description of the
# generic 05-type and the 1nformation about Apache’ s complled-in modul s,

# AGL THIS DIRECTIVE IH THE ’httpd, conf’ AS IT WILL HOT WORK IM THE °. htaccess’!
# ServerTokens FProd
# AR R R A A A A A A R A A A R

# # WEE FERFURMAHCE #
# HERHHRHHRHAR R AR R AR RRR AR RRRARRRRRRRR A BB BB R AR AR R AR AR AR R AR R AR AR R AR AR AR R A

#
# | Compression /
#

<IfModul e mod_defl ate, ¢



# Force compression for mangl ed headers.
# http /7devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 24 pushil ng-beyond-gz1 ppl ng
I fModule mod_setervif, o

<IfModul e mod_headers, ¢

SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %

“({gzipl deflaterhss, Pvs=)+ [X"-1{4, 133% HAVE_Accept-Encoding

RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</ fModul e
</ fModul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 5 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter c:’ and ~</IfHodulex  1ines
# a5 AddoutputFilterByType’ 1s still in the core directlves),
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json
application/ld+json &
applicationdrss+xml %
application/vnd ms-fontobject
applicationdx-font-ttf *
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
images svg+xml
images x—1icon M
text/css A
textshtml
text/plain &
text/x—component
text/xml
</TfModul e

AT Modul e

#

# | Content transformations /

#




# Frevent mobile network providers from modi fying the website's content.
# http: ASw, w3 orgsFrotocol s/ fc26] by o266l b-5ec] 4, html #5ecl <, 9, 5

# <IfHodul & mod_headers, c»
# Header set Cache-Control "no-transform”

# <1 FHodul ex

#

# | ETags
#

# Remove ETags a5 resources are sent with far-future explres headsrs,
# http A7devel oper, yahoo, comsperf ormancesrul es, [t ml #et ags.

# FileFTag Hone doesn't work in all cases,
<IfModul & mod_headers, ¢

Header unset ETag
/I fModul e

FileETag Hone

#

# | Expires headers
#

# The followlng explres headers are set pretty far in the futue I you

# don't control wersioning with fi1lename-based cache busting, consider

# lowering the cache time for resowces such a5 style sheets and Javascript
# rfiles to something 11ke one week,

£IfModul e mod_expires. o

ExpiresActive on

ExpiresDefaul t "access plus 1 month"
# L55
ExpiresByTuype text/css "access plus 1 week"

# Dats 1nterchange
ExpiresByType applicationd json "access plus A seconds"



ExpiresByTupe applicationsld+json "access
ExpiresByTupe applicationsxml "access
ExpiresByTupe text/xml "access

# Favicon (cannot be renamed! ) and cursor 1mages
ExpiresByTupe images x-icon "access

# HTAL components (HTCS)

ExpiresByTupe text/x-component "access
# HTHL

ExpiresByTupe text/himl "access
# Javascript

ExpiresByTupe application/ javascript "access

# Manifest files

ExpiresByTupe application/x-web-app-manifest+json  "access
ExpiresByTupe text/cache-manifest "access
# Medi a
ExpiresByType audiosogg "access
ExpiresByTupe imagesaif "access
ExpiresByTupe image’ jpeq "access
ExpiresByTupe imagespng "access
ExpiresByTupe wideosmpd "access
ExpiresByType wideosogg "access
ExpiresByTupe wideoswebm "access
# Web reesds
ExpiresByTupe applicationsatom+xml "access
ExpiresByTupe application/rss+xml "access
# Web ronts
ExpiresByTupe application/font-woff "access
ExpiresByTupe applicationdwnd ms-fontobject "access
ExpiresByTupe application/x-font-ttf "access
ExpiresByType font/opentype "access
ExpiresByTupe imagesswg+xml "access

AT Modul e
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#
# | Filename-based cache bustimg /
#

#If you're not using a bulld process to manage yow- £11enams version rewvyl g,
# you might want to consider enabling the following directives to route all
# requests such as sossAstyle 12345 css' to Joss/stule css ),

# To understand why this Is important and a better 1dea than “# css?vE3l 7, read:
# http /7=t evesouders, comsbl ogs 2088, 85/ 25/ 12wyl ng-r1 1 enames-dont -use-gueryst i mg

# <IrModul & mod_rewte c:

# Rewri telond XCREGUEST_FILEMAMER ! -f

# RewriteRule 7, +3%, (hd+dy, (sl cssl pngl joe?gl girig #1. 3 [L]
# /T fModul e

#
# | File concatenation /
#

# Allow concatenation from within specific style sheets and JavaScript files,

#eag:

#

# If you have the followling content in a file

#

# ¢ ——#include f11e="11bs/jquery, js" --»

# ¢ ——#include 11e="plugl nss jguery, timsr, js" --»

#

# Apache will replace It with the content from the specified files,

I FModul & mod_1 ncl ude,

¢Filestlatch "%, combi nedi, jsg">
Options +Incl udes
Addout put F1 1terByType THOLUDES 3pplications javascript applications json
SetOutput Filter THCLUDES

¢/F11estatch:

Filestiatch "\, combined'. cssg">
Options +Incl udes
At it Fi 1 FerRuTime THCHTIDFS Fextsnss
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# SetOutput F11ter THCLUDES
# </F11estatchs
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