# Frotége 18 dossier wp-1ncl udes
# htto sscodex, wordpress, orgesHardent ng_WordPress#5ecur] ng_wp-1 ncl udes
£IfModule mod_rewrite, o
RewriteEngine On
RewriteBase /
RewriteRule “wp-adminsincludess - [F, L]
RewriteRule ! “wp-includess - [5=3]
RewriteRule “wp-includes/[”/1+\, phps - [F, L]
RewriteRule “wp-includes/ js/tinumceslangss. +4, php - [F, L]
RewriteRule “wp-includes/theme-compat, - [F, L]
<41 fModul e

# Frotége 1 fichier wp-conflag php
<files wp-config. php:

aorder allow, deny

deny from all
/files:

# Autorise 1es requétes “cross-origin”
#

# http: ~7enabl e-cors, org”
# http: <7 wu, w3 orge TRAcors:”

# <IfHodul e mod_headers, cr
# Header set Access-Control -ALlow-0rigin "+"
# <1 fHodul >

#
# | Cross-origin Images /
#

# Send the CORS header for 1mages when browsers reguest 1t

#

# https: s /devel oper, mozi 11 & orglen-UssdocssHebsHTHLCORS_enabl ed_1 mage

# https: //b1og cheoml um orge 261 1287/ us1 ng-cross-domal n-1 mages—1 n-webgl -and, html

<IfModule mod_setenvif, o
<IfModule mod_headers, c
£FilesMatch "N, Cbmpl curl gi flicol jpetal pnagl swgz?l webp) $
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SELCILT Jriglr o L2 _LUED
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e

<A Modul e

#
# | Cross-origin web fonts /
#

# Allow cross-origin access to webh fonts,

<IfModul e mod_headers, ¢
¢FilesMatch "%, Ceotl obtfl ttDcf Il wof f290 "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
</TfModul e

#
# | Cross-origin resource timimg /
#

# Allow cross-origin access to the timing information for all resources,
#

# If a resource 1sn't served with a " Timing-Allow-0rigin’ header that

# would allow 1ts timing information to be shared with the document,

# some of the attributes of the PerformanceResourceTiming’ object will
# be set to zero,

#

# http Ar v, w3 orgs TRAresour-ce—t1ml ngs”

# http Ar i, stevesouders, comsbl ogs 281 4785421 Aresource-t 1 mi ng-practi cal -tipss

# <IfModul e mod_headers, c»
# Header set Timing-AlL1ow-0r1igin ="
# /T fModul e

C SR S
# # ERFURS #
L R S S




# | Lustom ertol mEss3ges,pages /
#

# Customl ze what Apache returns to the client 1o case of an error,
# https: 7<httpd apache orgsdocsscurtent smodscore [t ml #erordocument

Errorbocument €84 Ad64, html

#
# | Ertor preventlon /
#

# [isable the pattern matching based on £11enames,

#

# This setting prevents Apache from returning a 484 error as the resul t

# of 3 rewite when the directory with the same name does not exi st

#

# https: < httpd apache orgsdocsscurrent scont ent -negotl 5t 1 on, bt ml #mul t1 vl ews

Options -Multiviews

# BHHRHBRAR AR R RRR AR AR B RRR R BR B RRRRR AR BRRRRRR AR B RRR AR AR BR B AR AR AR RS A
# # THTERHET EXFLORER #
# BHHRRBRAR AR R RBR AR AR B AR AR AR B RRRRR IR B RRRRR AR B RRRRR AR BR R AR AR B R R A

#
# | [Document modes /
#

# Force Internet Explorer G/9/18 to render pages in the highest mode

# available 1n the various cases when 1t may not,

#

# https: </ hsivonen, £1/doct ypes#1 26

# https: ssmsdn, microsoft, comsen-uss11 brarysl esbgl 52625 aspr#docmode

# httpe /7Bl ogs, msdn, comsbel B2 archl ves 261 4By 827 5t ay-up—-t o-dat e-wi t h-ent erpri se-mode-1 or-
Internet -expl orer-11, aspx

<IfModul e mod_headers, o>

Header set X-UA-Compatible "IE=edge"



# ‘mod_headers’ cannot match based on the content-type, howewver,
# the "Y-UA-Compatible’ response header should be send only for
# HTHL documents and not for the other resources,

£FilesMatch "4,
 appcachel atoml bbawl bmpl crxl cssl curl eotl f40abpydl f1vl geojsonl i fl htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pnal rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcfl txtl veard vofl wittl webappl webl mpll webmani festl wof f271 x1ocl xmll xpi )" >

Header unset X-UA-Compatible
£/FilesMatch:

AT FModul e

VA SR S S e

£

# MEDIA TYFES AHD CHARACTER EHCODIHES

#

VA R S S e

ces with the proper medis types Of, k 3

# Serve resources

#

I}

MIME typesa,

# httpos < www, 1503, orgsassi gnment s7medi -t ypessmedi -t ypes, xhtml

# https: <shttpd apache. orgsdocsscurt-ent S modymod_mi me. it ml #3ddt ype

<IfModul e mod_mime. c>

AddTupe applicationsatom+xml at.om

AddTupe applications json json map topojson
AddTupe applicationsld+json jsonld

AddTupe applicationsrss+xml ras

AddTupe applicationswnd geo+json Qe json

AddTupe applicationsxml rdf xml

AddTupe applications javascript is

AddTupe application/mani fest+json webmani fest
AddTupe applicationsx-web-app-mani fest+json webapp

AddTupe text/cache-manifest appcache
AddTupe audi o/ mp4 fda fdb mda
AddTupe audi o/ ogg 0Ja ogJg opus
AddTupe image’bmp bmp

AddTupe image/ swg+xml v SWgZ
AddTupe image/webp webp

AddTupe i deosmpd fdv fdp mdv mpd



AddType wideo/ogg gy
AddType wideo/webm webm
AddType wideodx-f1w flw
AddType imagesx-icon cur ico
AddType applicationsfont-woff wof f
AddType applicationsfont-woff2 woff 2
AddType application/vnd ms-fontobject eot
AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf
AddType applicationsoctet-stream safariextz
AddType applicationsx-bb-appwaorld bbaw
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-xpinstall xpi
AddType text/wcard vioard wof
AddType text/vnd rim location, xloc xloc
AddTupe ftextswit wit
AddType text/x-component htc

</TfModul e

#

# | Character encodi ngs

#

# Serve all resources labeled as “textshtml  or textsplain’

#with the media type

#

# https: A7httpd apache orgsdocsscurrent.smodscore [t ml #addder aul tcharset

AddDef aul tCharset utf-5

# Serve the
# parameter
#

# https: //httpd apache orgsdocsscurrent smodsmod_mi me, bt ml #addcharset

‘charset’ parameter set to UTF-3,

following file types with the media tupe "charset’

set to TUTF-8',

£<IfModul e mod_mime,
AddCharset utf-3 ., atom



. bbaw
L BS54
. geojson M
R
. json b
. jsonld A
.manifest %
Crdf o
PS54
. topojson b
vt
webapp M
. webmani fest
Cxloc s
. xml

/I fModul e

# HHRHHRHHR AR AR AR AR AR AR AR R AR ARR AR R AR R AR R AR A AR A AR R AR HHR AR AR R R
# # FEWFITES #
e

#
# | Rewrlte englne /
#

(1) Turn on the rewrite engine (this 15 necessary 1n order for
the "RewriteRule directives to work,

https: #shttpd, apache, orgsdocs:current »modsmod_rewr] te, bt ml #Rewri t eEngl e
(2 Enable the FollowSymlinks option 1F it 1sn't already,

http= A7kt tpd, apache, orgs/docs,current <modscore bt ml #opt 1 ons
(30 IF your web host doesn't allow the "FollowSymlinks option,

you need to comment It out or remove 1t, and then uncommernt

the "Options +5SymlinkslfOwnertiatch’ 1ine ¢4, but be aware

of the performance 1mpact,

http= A7kt tpd, apache, orgs/docscurrent <ml sc/perf -t uni ng, bt ml #5yml 1 k=

FH R O R O[T R W O O O O W O™ O® W™ W



# 04y Some cloud hosting services will require you set  Rewrl teBase’,

#

# https: Af i, ©Fackspace, comsknowl edge_cent ers freguent 1 y-asked-guest 1 onswhy-1 5-
modrewr] te-not —workl ng-on-my-s1te

https: /7ht tpd, apache, orgsdocscurrent mody mod_rewl te html #rew] tebase

(5} Depending on how your server 15 set up, you may also need to
use the "Rewrltelptions directive to enable some options for
the rewrlte englne

https: /7ht tpd, apache, orgsdocscurrent mods mod_rewl te, html #rewl teopt 1 ons

(B 5ot XCEMNY: FROTOR warlable, to allow rew-ltes to redirect with the

approprl ate schema automatically Chttp or httpss,

B ORH O O O™ O T O™ R W

<IfModul e mod_rewrite, o

# 013
RewriteEngine On

# 020
Options +FollowSumlinks

# (30
# Options +5ymlinksIFOwnetat ch

# 0
# Fewrl teBase

# (5
# Rew-1tedptions <optlons:

# (61

RewriteCond %{HTTPSY =on
RewriteRule ™ - [env=proto: https]
RewriteCond %{HTTPSY ! =on
RewriteRule ™ - [env=proto httpl

AT FModul e




# | Forcing https: /" /
#

# Redirect from the "http:## to the "https: A< wersion of the UEL,
# https: <s/wiki, apache, orgsht tpdsRew1 t eHTTPToHTTRS

# <IfModul e mod_rewite cx

# Rewr1 teEngi me On

# Rewr] telond XCHTTPS: ! =on

# RewriteRule ™0, #1¢ https /7 XCHTTP_HOST /%1 [R=341, L]
# <1 FHodul e

#
# | Suppressing # Forcing the “www =~ at the beginning of URLs /
#

# The same content should never be available under two di Frerent
# URLs, especially not with and without “www, = 5t the beginni ng.
# This can cause SE0 problems (duplicate contentl, and therefore,
# you shoul d choose one of the alternatives and redirect the other
# one,

#

# By default Option 1™ (oo “www "3 15 activated,

# httpe 77 no—wew, orgsfag. php?g=cl ass_b

#

# If you would prefer to use Option 27, Jjust comment out all the
# lines from Option 1~ and uncomment the ones from "Option 27,

#

# (1) HEVER USE BOTH RULES AT THE SAFE TIHE!

# Option 1 rewdte www, exampl e com + exampl & com

I fModule mod_tewrite, o

RewriteEngi ne On

RewriteCond %CHTTPSY ! =on

RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]

RewriteRule ™ E{EMY: PROTOD: 4/ %1 ¥{REQUEST_URIY [R=381,L]
</TfModul e



# Option 20 rewdte exampl e com + www, Exampl 2 com

#

# Be sware that the followlng might not be 3 good 1dea I you use "real”
# subdomains for certalin parts of your website

# <IrModul e mod_rewdte c:

# Rewri teEngl me On

# Rewri teCond #CHTTPS? ! =on

# Rewri teCond ZCHTTP_HOST? ! “www', L[HCT

# Rewri teCond #SERVER_ADDR: ! =127, 4, A, 1

# Rewri teCond % SERVER_ADDR: ! =:: 1

# RewriteRule ™ ZCEWY: PROTON /7w, XCHTTP_HOST M REQUEST_URI: [R=341, L]
# </TfHodul e

# BHHRHBRARBR B RRR AR AR B RRR AR BR B RRR R BRBRBRRRR AR B BRRRR AR BR R AR AR AR RS H
# # SECURITY #
# BHHRHBRARBR B RRR AR AR B AR R AR B RRRR AR B BRRRR AR B BRRRR AR BR R AR AR B R RS A

#
# 1 Clickjackimg /
#

# Frotect website agalnst clickjacklng.

#

# The example below sends the ~5-Frame-0Options  response header with
# the wvalue "DENY , Informing browsers not to display the content of
# the web page 1n any frame,

#

# This might not be the best setting for everyone, You shoul d read

# about the other two possible values the 5-Frame-0Options’ header

# field can haver “SAMEORIGIN and ~ALLOKW-FROH

# https: </tool s 1etf, orgshtml Arfo7a5498sect ] on-2 1,

#

# Keep in mind that while you could send the " s-Frame-Options header
# for all of your website’s pages, this has the potential downside that
# 1t forbids even non-malicious framing of yows content (e g when

# users visit your website using a Google Image Search results page,
#

# Heret kel acs i kel A osmsises Rt o cweer osard FRae Y Fasmal1nt 1 e
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# header for all pages that allow 3 user to make a state changl ng

# operation (e g pages that contain one-click purchase 1inks, checkout
# or bank-transrer confirmation pages, pages that make permanent

# configuration changes, etc. b,

#

# Sending the " X-Frame-0ptions  header can also protect your website

# against more than just clickjacking attacks:

# https: 7 /curess, desxfo-click jackl ng pdf,

#

# https: #/tools 1etf, orgshtml /rfc7a3d

# http: /7Bl ogs, msdn, comsbeT el nt ernal s/archi ves 281 /A5 38, combat 1 ng-cl 1 ok jacki mg-wi th-x-
frame-opt1ons, aspx

# https: <l ww, owasp, orgsl ndex, phpesCl1 ok jackl mg

# <IfHodul & mod_headers, cx

# Header set X-Frame-Options "DEHY"

# # “mod_headers’ cannot match based on the content-type, howsver,
# # the "X-Frame-0ptions  response header should be send only for
# # HTHAL documents and not for the other resources,

# Filestlatch "4

( apprachel at oml bbawl bmpl crxl cssl curl eot] 490 abpwl] £1v geojsonl gi £l htcl ool jpe?

gl jsl jsoncldr?

| mdL 371 mani rest! mapl mpdl oexl! ogl agv]] opus/ ot £ pdfl pngl rdfl rssl safari extzl svgz?

| swrl topojsonl ttLcf1l txt] veard vofl vt t] webappl webl mpll webmani Fest] wof 27 x1 ool xml ] xpi 1 g" >
# Header unset X-Frame-Options

# </F11estlatch

# <o FHodul e

#
# | Content Security Policy (CSF /
#

# Mitigate the risk of cross-site scripting and other content-injection
# attacks,

#

# This can be done by setting a Content Security Folicy which

[ 7 S . [ S [ 1 [ . U [ [y S -



Wil LELISLS Lrusley sogroces of Concene ror goour wepsl LE,
The exampl & header below allows OHLY scripts that are 1oaded from

#
#
#
# the current website's origin Cno Inline scripts, no COM, etcl,
# That almost certainly won't work as-1s for your website!

#

# To make things easier, you can use an online C5P header gensrator

# such as: httpe /7cspl sawesome, coms,

#

# http /7content -securi ty-pol 1 oy, coms’

# http /7w, Bt ml Brocks, comsenstut orl 3l 5/5ecurl tyscont ent -securl ty-pol 1oy
# httpe 77w, w35 orgs TRACSFLLA L,

# <IfHodul e mod_headetrs, o

# Header set Content-5ecuri ty-Policy "script-src "self'; object-src 'self'”
# # ‘mod_headers’ cannot match based on the content-tuype, however,

# # the Content-Security-Folicy response header should be send

# # only ror HTHL documents and not for the other resources,

# Filestiatch "4,

( apprachel at oml bbawl bmpl crxl o5l curl eot] 40 abpy]] 11y geojsonl gi £l htcl ool jpe?

gl jsl jsoncldr?

| mdL 37/ mani rest! mapl mpdl oexl ogl agv]] opus/ ot £ pdfl pngl rdfl rssl sararl extzl svgz?

| swrl topojsonl ttLcrll txt] veard vofl vt t] webappl webl mpll webmani fest! wof 27 x1 oo/ xml | xpi 13" >
# Header unset Content-5ecuri ty-Pol1cy

# </F11estatch:

# /T FModul 2

#
# | Protections /
#

# Flogue 1'accés aux dossiers sans 1ndex
<IfModule mod_autoi ndex, c:

Options -Indexes
</TfModul e



# Block access to all hidden fi1les and directories with the exception of
# the visible content from within the /7 well-knowns hidden directory

#

# These types of files usually contain user preferences or the preserved
# state of an utility, and can 1nclude rather private places 11ke, for

# example, the " git’ or . swn directories

#

# Rttps: Aswww, moot, nets61 oge 261 87878 70 wel 1—krown

# https: </tools 1etf, orgshtml Arfch765

£IfModule mod_rewrite, o
RewriteEngine On
RewriteCond ¥{REQUEST_URIZ "1™ /2%, well-knownd (L™ A1+ A 70+%" [HCI
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]
/I fModul e

# Block access to flles that can expose sensitive 1nformation,

#

# By default, block access to backup and sowce files that may be

# 1eft by some text editors and can pose 3 securl ty risk when anyon:s
# has access to them,

#

# http A/ feross orgsomspl of tr

#

# 013 Update the "<Filestiatch:  regular expression from below to

# include any files that might end up on your production server and
# can expose sensitive 1nformation about your website These f1l1es may
# 1nclude: configuration files, files that contain metadata about the
# project (e g project dependencies), bulld scripts eto,

£<FilesMatch "C°#, =# %, (bakl confl distl flal infcill logl psdl shl sgll swlopl | "3 4"

# Hpache < 2 3

<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all



Satisfy ALl
< IFModul e

# Apache 2 2,3

<IfModul e mod_authz_core, c
Require all denied

<41 fModul e

</FilesMatch:
#

# 1 HTTF 5trict Transport Security (HSTS /
#

# Force client-side 550 redirection,

#

# If 3 user tupes example com™ In thelr browser, even If the server

# redirects them to the secure version of the website, that still 1eaves

# a5 window of opportunity Cthe initial HTTP connection) for an attacker

# to downgrade or redirect the reguest,

#

# The rollowing header ensures that browser will OHLY connect to your

# server via HTTPS, regardl ess of what the users type in the browser' s

# address bar,

#

# 1) Remove the 1ncludeSublomalins’ optional directive IF the website's

# subdomains are not usimng HTTFPS,

#

# http: /7w, Bt ml 5rocks, comsenstut ori 3l 5/5ecurl tystransport -1 ayer-securi tuys

# https: #/tool s 1etf, orgshtml /drart -1 et f-websec-stri ct-transport -sec-1 #sect i on-6, 1
# http: /7Bl ogs, msdn, comsbeT el nt ernal s/archi ves 201 408671 8/ hst s-stri ot -transport -securi ty-
attacks-mi tigations-depl oyment -ht tps, aspx

# <IfHodul e mod_headers, cr
# Header always set Strict-Transport-5Securi ty "max-age=1 6A7A988; 1 ncl udeSubbomal ns"
# <1 FHodul e

#
# | Reducing MIME type security risks /
#




# FPrevent some browsers from MIME-sni Fring the response,

#

# This reduces exposure to drive-by download attacks and cross-origin

# data leaks, and should be 1eft uncommented, especially 17 the server
# 15 serving user-upl oaded content or content that could potentially be
# treated as executable by the browser,

#

# http /7w, =11 deshare, net s hasegawayosuk e owasp-hasegaus

# httpe /7Bl ogs msdn, comsbel esarchi ves 2086/ 877 8271 e8-securl ty-part —v-comprehensi ve-
protection aspx

# https: <smsdn, microsort, comsen-ussl1brarusl esggbl2294l, aspx

# https: </mimesnd £F, spec, what wg, orgs”

<IfModul e mod_headets, c»
Header set X-Content-Type-Options “nosniff"
</ fModul e

#
# | Reflected Cross-5ite Scripting (%5550 attacks /
#

# 010 Try to re-enable the cross-site scripting (X550 filter built
Into most web browsers,

The filter 15 usually enabled by defaul t, but in some cases 1t
may be disabled by the user, However, 1n Internet Explorer for
example, 1t can be re-enabled just by sendimg the
N-XSS-Frotection’ header with the walue of 1,

2y Prevent web browsers from rendering the web page 1f & potential
reflected (a k. 3 non-persistents X555 attack 15 detected by the
filter,

By default, If the filter 15 enabled and browsers detect a
reflected %55 attack, they will attempt to block the attack
by making the smallest possible modi fications to the retuned
web page,

Unfortunately, 1n some browsers (e g ! Internet Explorerd,
this default behavior may allow the ¥55 filter to be explol ted,

H W O R O R O O O[T O™ R O R O O W™ W™ R W

thereby, it's better to Inform browsers to prevent the renderimg



# of the page altogether, Instead of attempting to modify It

#

# https /7 hackadem] x, net /2669711721 /1 65-x55-f11 t er-creat es-xss-vul nerabi 11t es
#

# 010 Do pot rely on the %55 f1lter to prevent %55 attacks! Ensure that

# you are taking all possible measures to prevent %55 attacks, the

# most obvious being: valldating and =sani tizing your website's 1nputs,

#

# httpe /7Bl ogs, msdn, comsbel el archl ves 2086, 877 82/1 eE-securl ty-part -1 v-the-xs5-f11ter, aspx
# httpe /7Bl ogs, msdn, comsbe el nt ernal s/archl ves261 1/61 731 A cont rol 11 mg-the-1nt ernet -

expl orer-xss5-111ter-wi t h—-t he-x-xs5-prot ect 1 on-ht t p-header, aspx

# https: < www, owasp, orgsl ndex, phpsCross-s1 te_Scrl ptl ng Z25555529

# <IfHodul & mod_headers, ok

# # (13 (2

# Header set X-%¥55-Frotection "1:; mode=block”

# # ‘mod_headers’ cannot match based on the content-tuype, however,
# # the K-XS5-Frotection response header should be send only for
# # HTAL documents and not for the other resources,

# Filestiatch "4,

( apprachel at oml bbawl bmpl crxl =55l curl eotl] 40 abpwll 11y geojsonl gi £ htcl ool jpe?

gl j=l jsoncld?

| mdL 37/ mani fest! mapl mpdl oexl ogl agwl! opus/ ot £ pdfl pngl rdfl rssl safarl ext zl svgz?

| swfl topo jsonl ttLcrll tat] veard vofl vt t] webappl webl mpll webmani fest! wof 27 xl ool xml ] xpl 13" >
# Header unset X-X55-Frotection

# </F11estlatch:

# <A1 FlModul 23
#

# | Server-s1de technol ogy 1nformatlon /
#

# Remove the ~X-Powered-By response header that:

#

# # doesn't provide any value a5 far &5 USERS &FE COncer,
# and 1n some cases, the information provided by 1t can
# be used by attackers



#

# 010 IF you can, you should di sable the s-Powered-By  header from the
# 1anguage ' framework 1evel (e g for PHP, you can do that by setting
# ‘expose_php = off In phpoind 3

#

# https: </php. netsmanual Aenslng. core php#inl, expose-php

<IfModul e mod_headetrs, o
Header unset X-Powered-By
< IFModul e

#
# | Server software 1nformation /
#

# Frevent Apache from adding & tralling footer 11ne contal nd mg

# Information about the server to the server-generated documents

# (e g ertor messages, directory 11stings, eteo

#

# https: </ httpd apache. orgsdocsscurrent smodscore, bt ml #serversi gnat ure

ServersSignature OFf
# HHRRRRRRRRRRRRRRRRR R BB BB BB R RR BB BB BB BB RRRRRRRRRR BB BB BB BB RR BB BB RRRRR BRI

# # WEE FERFURMAHCE #
VA SR S e

#
# | Compression /
#

<IfModul e mod_defl ate, ¢

# Force compression for mangled Aoccept-Encoding’ reguest headers
# https s sdevel oper, yahoo, comsbl ogs.sydns pushl ng-beyond-gz1 ppl ng-25661, At ml

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
ReguestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding



<A Modul e
<A Modul e

# Compress all output 1abeled with one of the followimg media types,

#

# (1) For Apache wversions below version 2 3 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod_ filter, o’

# and “<s/IfModuler” 1ines as AddOutputFilterByType’ 1s still in

# the core directives,

#

# https: //httpd apache orgsdocsscurrent smodsmod_f11ter, html #addout put 111 terbyt ype

IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”

“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” &
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"text/ javascript" A

"tevtsnlain" M
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“text/vcard” N
“text/vnd rim location, xloc" %
"textsvtt" A
"text/x-component” A

"text s/ x-cross-domal n-policy” &
“text s xml"

AT Modul e

# Map the following f11ename extensions to the specifled

# encoding type 1n order to make Apache serve the file types
# with the appropriate Content-Encoding response hesder

# (do note that this will HOT make Apache compress them! ),

#

# If these files types would be served without an appropri ate
# Content-Enable’ response header, client applications (e g :
# browser=) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: </ httpd apache orgsdocs: curtent s mods mod_mi me, bt ml #addencodl ng

<IfModul e mod_mime, c
AddEncoding gzip SWOZ
<ST Modul e

AT Modul e

#
# | Content transformation /
#

# Frevent Intermedi ate caches o proxies (e g ! such as the ones
# used by mobile network providersy from modl fuing the website's
# content,

#

# https: </tools 1etf, orgshtml Arfciel B#section-14 9, 5

#

I * * I
# !l TF 1w =sees 1051 A mrd A osmss s Alazscs Amts that ==ttt Ak
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the "Cache-Control: no-transform’ response header will prevent
‘FageSpeed” from rewiting HTHL  files, and, 1f the
ModPagespeedli sabl eRewri telnNoTransform™ directive isn't set
to ‘off’, also from rewdting other resources,

https: /7 devel opers, googl e, comsspeed: pagespeedy, modul &/confl gurat 1 ondnot ranstorm

# <IfHodul e mod_headers, cr
# Header merge Cache-Control "no-transform”
# <1 FHodul e

#
# 1 ETags /
#

# Remove "ETags as resources are sent with far-future explres headers,
#

# https: Asdevel oper, yaboo, comspertormancesrul es, tml #2tags

# https: //tool s 1etf, orgshtml Ayfo72324section-2 3

# FileETag Hone' doesn't work In all cases.
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e

FileETag Hone
#

# | Expires headers /
#

# Serve resources with far-future explres headers,

#

# 010 If you don't control wersioning with £ilename-based

# cache busting, you should consider 1owering the cache times
# to something 11ke one week,

#

# https: /rhttpd apache orgsdocsscurrent s modsmod_expl res, hitml

<IfModul e mod_expires, o



ExpiresActive on
Expireshefaul t

I\I
L
[y}

ExpiresByTuype text/css

# Data 1nterchange

ExpiresByTupe applicationdatom+xml
ExpiresByTupe applicationsrdf+xml
ExpiresByTupe application/rss+xml

ExpiresByType applicationd json
ExpiresByType applicationdld+json
ExpiresByTupe applicationsschema+json
ExpiresByTupe applicationdwnd, geo+json
ExpiresByType applicationdxml
ExpiresByTuype text/xml

# Favicon {(cannot be renamed! ) and cursor 1mages

ExpiresByType imageswnd. mictrosoft, icon
ExpiresByTupe image/x-1icon

# HTHL

ExpiresByType text/himl

I}

# JavasScript

ExpiresByTupe applicationd javascript
ExpiresByTupe applicationsx-javascript
ExpiresByType text/javascript

# Manifest riles
ExpiresByTupe applicationdmani fest+json

ExpiresByTupe applicationsx-web-app-mani fest+json
ExpiresByType text/cache-manifest

"access

"access

"access
"access

"access

"access
"access
"access
"access
"access

"access

"access

"access

"access

"access
"access

"access

"access
"access

"access

plus

plus

plus
plus
plus

plus
plus
plus
plus
plus
plus

plus
plus

plus

plus
plus
plus

plus

—

oD@ @ @ @ @

plus @

plus @

mont h"

ear"

hiour"
hiour"

hiour"

seconds"
seconds"
seconds"
seconds"
seconds"

seconds”

week"

week"

seconds”

ear"
ear"

ear"

week"
seconds”

seconds”



# Media riles

ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesbmp "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType imagespng "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"
ExpiresByType image/webp "access plus 1 month"
ExpiresByType +ideosmpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"

# Web fonts

# Embedded OpenType (EOTI

ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"
ExpiresByType font/eot "access plus 1 month"
# LpenType

ExpiresByType font/opentype "access plus 1 month"
# TrueType

ExpiresByType applicationd/x-font-ttf "access plus 1 month"
# HWeb Opern Font Format CHOFFG 1, &
ExpiresByType applicationsfont-woff "access plus 1 month"
ExpiresByType applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"
# Web Opern Font Format CHOFFD 208
ExpiresByType applicationdfont-woff2 "access plus 1 month"
# Other

ExpiresByType text/x-cross-domain-policy "access plus 1 week"

AT T Modul e




# | File concatenation /

#

# Allow concatenation from within specific files,

#

#e g

#

IT you have the following 1ines in a file called, for
exampl e, maln combined, js:

J ——#include f1le="js/jguery. js" —--»
I ——#include f1l1e="js/jguery. timer, js" —->»

Apache will replace those 1ines with the content of the

HORH O™ OB T O™ R W

speci fied files,

I FModul & mod_1ncl ude, c:
¢Filestlatch "%, combi neds, jsg":
Options +Includes
Addiut put Fi 1 terByType THOLUDES 5pplicationd javascript 4
appl 1 cationsx—javascript 4
texts javascript
SetOutputFilter THCLUDES
</F11estlatch
Filestlatch "%, combi ned'. cssg">
Options +Includes
Addiut put F11terByType THOLUDES texts/css
SetOutputFilter THCLUDES
</F1lestlatch
<1 FHodul e

HORH O O O O O O™ R O™ O O™ W™ W

#

# | Filename-based cache busting /
#

#If you're not using a bulld process to manage your £11ename version

# revving, you might want to consider enabling the following directives
# to route all requests such as /style 12345 css to /style css,

#

# To understand why this 1s Important and even a better solution than

# using something 1ike "# css™231°, please see:



# http /7w, stevesouders, comsbl ogs 2088, 85 235/ eyl ng-r1 1 enames-dont -use-queryst 1 mg”

# <IfModul e mod_rewte cx

# Rewr1 teEngi me On

# Rewr teCond ZREQUEST_FILEHAMER ! -f

# RewiteRule 7, +3%, Chd+ds, Cbmpl css/ curl gi 111 col jpe?gl js pngl svgz?l webpl webmani festa g
#1. 85 [L]

# /T FHodul ex



