Directoryl ndex index php
FewriteEngine On
RewriteBase /

#Has s Begin - Rewite rules to block out some common explol ts

## If you experience problems on your site block out the operations 11sted bel ow

## This attempts to block the most common type of exploit “attempts’ to Jooml 3!

#

#cFiles ™ "%, xmlg">
#Order allow, deny
#Oerny from all
#5atisfy all
#o/F1les

# Block out any script trying to set 3 mosConflig value through the LRL
RewriteCond #{OUERY_STRIMGY mosConfig_[a-zA-Z2_1{1,213C=1 %¥300 [OR]
# Block out any script trying to basebd_encode crap to send via URL
RewriteCond #{OUERY_STRIMGY basebd_encode, \¢, #\) [0OR]

# Block out any script that Includes a <scriptr tag in URL
RewriteCond #{OUERY_STRIMGY ©h<| ¥3C), #script. =041 ¥3E2 [HC, OR]

# Block out any script trying to set 3 PHP GLOBALS variable wia LRFL
RewriteCond #{OUERY_STRIMGY GLOBALSC=I MOl WELA-9A-Z1{6, 23> [OR]

# Block out any script trying to modify a _REGQUEST wariable wia LRL
RewriteCond #COUERY_STRIMGY _REQUESTC=I \[IAELB-9A-Z1{8, 232

# Send all blocked reguest to homepage with 4683 Forbl dden error!
RewriteRule ™0, #)% index. php [F,L]

#

#Has sty End - Rewite rules to block out some common explol ts

FewriteCond ¥{REQUEST_FILEMAMEY ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond #¥{REQUEST_URIY ! “/index. php

FewriteCond ¥REQUEST_URIY /1%, phpl %, htmll %, btml s, feed b, pdfl S, rawl /07 1+ %
RewriteRule C, ) index php

RewriteRule . * - [E=HTTP_AUTHORI ZATION: ¥{HTTP: Authorizationd, L]

[HC]



