#
# Better website experience for IE users
#

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
£FilesMatch "M, Cappcachel crxl cssl eotl gifl btel icol jpe?
al jsl mdal mdwl mani festl mpdl ogxl ogal ogal ogyl ot I pdfl pnal saf ari extzl swgl svgzl L] wof | webml webpl
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

#
# CORS-enabl ed 1mages (Borossori glng
#

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
# mod_headers, y u no match by Content-Type?!
£FilesMatch "N, Cgiflicol jpe?gl pngl sval svwozl webpl §"
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<41 fModul e
<41 fModul e

#

#

<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl font, cssl otfl ttol tEfl woffag":
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT FModul e

#
# Froper MIKWE type for all files
#




# JavaScript

#  Hormalize to standard type (1t's
# tools 1et
AddType applications javascript

AddType applications json

# Audi o
AddType
AddType

audi o/ mpd
audi o/ ogg

# ¥ideo
AddType
AddType
AddType
AddType

wi deos mpd
videos ogg
videos webm
videosx-flv

# 5V
# Reguired for swg webfonts on 1FPad

#  twitter, comsFontSqul rrel s

snlffed in IE anyways?

= 7

f. orgshtml Arfod329%sect i on-7, 2

s Jjsonp
json

mda fda f4b
oga 0gg

mpd mdy fdv fdp
agy
webm
flw

'statussl 4555690595

AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# Webrfonts

AddType applicationswnd ms-fontobject eot

AddType applicationsx—font-ttf ttf ttc

AddType applicationsx—font-woff wof f

AddType font/opentype oLf

# Assorted types

AddType applicationsoctet-stream safariextz
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-shockwave-T1ash suf
AddType applicationsx—web-app-mani fest+json webapp
AddType applicationsx-xpinstall xpi
AddType applicationsxml rss atom xml rdf
AddType image/webp webp
AddType imagesx-icon ico

text /cache-mani fest
text vttt

AddType
AddType

appcache manifest
vit



HddIype text/x-component htc

AddType text/x-vcard wiof

#

# Allow concatenation from within specific js and css fi1les
#

# e g Inside of script, combl ned j5 you could have

# <l —#include fil1e="11bs/jguery-1. 5 6 min js" --»

# <l —#include f11e="plugi nss jguery, 1dletimer, js" --:
# and they would be Included into this single file

# This 15 not 1n use 1n the bollerplate as 1t stands  You may
# choose to use this technique 1f you do not have 3 build process,

£FilesMatch ", combineds. js$" >
Options +Includes
AddOut putFilterBuTupe IHCLUDES applications javascript applicationd json
SetOutputFilter IHMCLUDES

£/FilesMatch:

#<Filestlatch "% combi nedi, cssg">

# Options +Includes

# AddOutputFilterByType THCLUDES text/css
# SetOutputFilter THCLUDES

#</F11estiat chr

#
# Gzip compression
#

<IfModul e mod_deflate, o>

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogs:/ydn/post 57261 81 2/ pushi ng—-b
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl ®{15%1 “{1531 -{153>% "“((gzipl deflate)®
£4,133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
/I fModul e
/I fModul e



# Compress all output 1abeled with one of the followlng MIHE-types

# (for Apache versions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the “<Iftodule mod_filter, c»’ and </IfModules” 1ines as
# AddOutputFilterByType 1s still in the core directives)
<IfModule mod_filter, ci
AddOut putFilterBuTupe DEFLATE applicationsatom+xml %
applicationd javascript
applicationd json %
application/rss+xml &
application/vnd ms-fontobject
applicationdx-font-ttf
application/xhtml +xml %
applicationsxml %
fontsopentype
image/ swg+xml &
imagesx-icon %
text/css A
text/html
text/plain

text/x-component ™

text/xml
</TfModul e
</TfModul e
#
# Explres headers (for better cache controlld
#

<IfModul e mod_expires, o
ExpiresActive on

# Ferhaps better to whitelist expires rul es? Perhaps,
Expireshefault "access plus 1 month"

# cache, appoache needs re-+equests in FF 3 6 (thanks Remy “Tntroduci ng HTHLE?
ExpiresByTuype text/cache-manifest "access plus @ seconds”

# yYour document Btml
ExpiresByTupe text/himl "access plus @ seconds”



# [ata

ExpiresByType applicationd json "access plus A seconds”

ExpiresByType applicationdxml "access plus A seconds”

ExpiresByTuype text/xml "access plus A seconds”
# Fee

ExpiresByTupe applicationdatom+xml "access plus 1 hour”

ExpiresByTupe application/rss+xml "access plus 1 hour”

# Favicon {cannot be renamedi

ExpiresByTupe image/x-1icon "access plus 1 week"

# Medi s 1mages, wideo, audio

ExpiresByType audiosogg "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTuype wideos/mpd "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HIC rfiles (css3plel
ExpiresByType text/x-component "access plus 1 month"

# Webfonts
ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

ExpiresByTupe applicationdx-font-ttf "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

# 55 and Javascript

ExpiresByTupe applicationd javascript "access plus 1 year”
ExpiresByTuype text/css "access plus 1 year”
</ fModul e
#

# ETag removal
#




# F1l1eFfTag Hone 15 not enough for every server,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

# Since we're sending far-future expires, we don't need ETags for
# static content.

#  devel oper, yahoo, comsperformancesul s, [tml #et ags

FileETag Hone

#
# 52t Keep-Allve Header
#

# keep-Allve allows the server to send mul tiple reqguests through one
# TCP-connection Be swate of possible di sadvantages of this setting Turn on
#1f you serve 3 lot of static content,

<IfModul e mod_headers, cx
Header set Connection Keep-Aliwve
ST Modul e

#
# Cookie setting from Iframes
#

# Allow cookles to be set from 1frames (for IE onlul
# If needed, specify a path or regex 1n the Location directive

# <IfHodul e mod_headers, cx

#  Header set P3P "policyref=v"/wic/pip xmly", CP=\"IDC DSP COR ADH DEVI TAID FSA FSh IYAI
OUR THD CHTY™"

# <71 FHodul e

#
# UTF-5 encodi mg
#

# Use UTF-5 encoding for anythlng served textsplain or textshtml
AddDef aul tCharset utf-5



# Force UTF-8 for 3 number of file formats
AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml

#
#A1ittle more securlty
#

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT FModul e

# Block access to "hidden” directories or files whose names begin with 3
# period This 1ncludes directories used by version control systems such as
# Subversion or Gt
£IfModule mod_rewrite, o
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]
<41 fModul e

# Block access to backup and source fi1les, These files may be 1eft by some
# textshtml editors and pose a great securlty danger, when anyons can access
# them,
£FilesMatch "%, Cbakl configl distl flalincl inil 1ogl psdl shl sgll swpal ™2 g"

Order allow, deny

Deny from all

Satisfy ALl
£/FilesMatch:

# Increase cookle securlty
<IfModul e mod_phpS, c

php_value session, cookie_httponly true
<41 fModul e

#
# Start rewlte englne
#

# Turn on URL tewlting
RewriteEngine On



# Installation directory
RewriteBase /3yz/tripl/

# FProtect hidden files from belng vicwed
<Files | #»

Order Deny, ALLow

Deny From ALL
</Files:

#

# Built-in f1lename-based cache bustinmg
#

I fModule mod_tewrite, o

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule “C, +2%, Chd+dh, O jsl cssl pngl jpal gif2 % $1. %3 [L]
</TfModul e

# FProtect application and system files from belng vicwed
FewriteRule “(7 applicationl modul esl systemd b, # index, php/$8 [L]

# Allow any files or directories that exist to be displayed directly
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

# Rewrite all other URLs to 1ndex phpsURL
RewriteRule . # index php/$8 [PTI

# Set the environment DEVELOPHMEWTI TESTIHGI FRODLCTI OH

GetEny KOHAHA_EMY DEVELOPMENT



