#

# 1 Cross-origin Images

#

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
£FilesMatch "N, Cbmpl curl gi flicol jpetal pnagl swgz?l webpa §
SetErwIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin =" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

#
# 1 Cross-origin web fonts
#

<IfModul & mod_headets, c
¢FilesMatch "%, Ceotl otfl tELcfll wof 270 g"
Header set Access-Control-Allow-Origin ="
£/FilesMatch:
<A1 fModul e

#

# | Custom error messagesspages

#

ErtorDocument 484 484, html

#

#

Options -Multiviews

#

# | Document modes

#

<IfModul & mod_headers, ¢



Header set X-UA-Compatible "IE=edge"

# “mod_headers  cannot match based on the content-tupe, however,
# the s-UA-Compatible’ response header should be send only for
# HTHL documents and not for the other resources,

¢FilesMatch "\,
 appcachel atoml bbawl bmpl crxl cssl curl eotl 40 abpyedl f1vl geojsonl gi f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl topojsonl tLcf 1l txtl voard wofl wttl webappl webl mpll webmani festl wof F271 x1ocl xml| xpi 2" >

Header unset X-UA-Compatible
£/FilesMatch:

AT Modul e

#
# 1 Medis types
#

£<IfModul e mod_mime, c»

AddType applicationsatom+xml
AddType applications json

atom

json map topojson

AddType applicationsld+json jsonld
AddType applicationsrss+xml (=3

AddType applicationswnd. geo+json Qe jSon
AddType applicationsxml rdf xml
AddType applications javascript is

AddType application/mani fest+json webmani f est
AddType applicationsx-web-app-mani f est+json webapp
AddType text/cache-mani fest appcache
AddType audi o/ mpa fda fdb mda

AddType audiofogg
AddType image/bmp
AddType imagesswg+xml
AddType image/webp

0ga 0gg opus
bmp

svQ SvQZ
webp



HddType ideosmpd fay t4p mdy mpd

AddType wideo/ogg ogy
AddType wvideo/webm webm
AddType wideosx—-f1w flw
AddType imagesx-icon cur ico
AddType applicationsfont-woff wof f
AddType applicationsfont-woffZ wof f 2
AddType application/vnd ms-fontobject eot
AddType applicationsx-font-ttf tto ttf
AddType font/opentype ot f
AddType applicationsoctet-stream safariextz
AddType applicationsx-bb-appworld bbatw
AddType applicationsx-chrome-extension (o!
AddType applicationsx-opera-extension QB
AddType applicationsx-xpinstall xpl
AddType text/wcard voard wof
AddType text/wnd rim location. xloc xl oo
AddType textswit wit
AddType text/x-component htc

AT T Modul e

AddDef aul tCharset utf-5

<IfModule mod_mime, >

AddCharset utf-5 . atom
. bbaw
L BS54
. geojson M
R
. json b
. jsonld A
.manifest %



Crdfoh

B =T
ctopojson b
CWLL N
webapp M
. webmani fest
cxlac s
. xml
<A1 fModul e
#
# | Suppressing the “www ~ 3t the beginning of URLs /
#

£IfModule mod_rewrite, o
FewriteEngine On
RewriteBase /
RewriteCond #CHTTP_HOSTY “wwwh, ¢, )% [HC]
FewriteRule “C, 3% hitp /78181 [R=3A1, L]
<A1 fModul e

#
# 1 File access /
#

<IfModul @ mod_autol ndex,
Options -Indexes
AT Modul e

£IfModule mod_rewrite, o
FewriteEngine On
RewriteCond ¥{REQUEST_URIY "' 71 A% well-knowndC07™ £+, £ 70+%" [HC]
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /0% " - [F]
<A1 fModul e

£FilesMatch "C7#, ## %, Cbakl confl distl flalinfcill logl psdl shl sqll swloplal "3 g":

<IfModul e ! mod_authz_core, o
Order allow, deny



Deny from all
Satisfy ALl
<STFModul e

<IfModul e mod_authz_core, o
Fequire all denied
<A1 FModul e

£/FilesMatchs
<IfModule mod_headers, c>
Header set X-Content-Type-Options "nosniff"
<STFModul e
<IfModule mod_headers, c>
Header unset X-Powered-By
<STFModul e
Server3ignature Off
#5erverTokens Frod
#

# | Compression /
#

<IfModul e mod_defl ate, ¢

IfModule mod_setenvif, c
<IfModul e mod_headetrs, c»
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“(gzipl deflatexhss, s+l [X™-1{4,133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
<SIfModul e
<SIfModul e

£IfModule mod_filter, c
AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”
"applications javascript” A
“applications json”

"applicationd/ld+json” &



"applications/mani fest+json" A
“applicationsrdf +xml" A
"applicationsrss+xml” A
"applicationsschema+json” A
"applicationsvnd. geo+json” &
"application/vnd ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani f est+json" A
“applicationsxhtml+xml” %
“applicationsxml" %

“fontseot" &

“font/opentype” A

"imagesbmp"

"imagessvg+xml" N

"imagesvnd, microsoft, icon" A
"imagesx-icon" A
"text/cache-mani fest" &
“textsoss" A

“text/html" N

"text/ javascript" A
"text/plain" A

“textsvcard” N
“text/vnd rim location, xloc" %
textsvtt" A
"text/x-component” A

"text s/ x-cross-domal n-policy” &

"text/xml"
<A1 Modul e
<IfModul e mod_mime. c»
AddEncoding gzip SWOZ

<A1 Modul e
<A1 Modul e
#
# | ETags /

#



<IfModul & mod_headers, ¢
Header unset ETag
AT Modul e

FileETag Hone
#

# | Expitres headetrs /
#

£IfModul e mod_expires. o

ExpiresActive on

Expireshefault "access plus 1 month"
# 55
ExpiresByTupe text/css "access plus 1 year”

# Data 1nterchanges

ExpiresByTupe applicationsatom+xml "access plus 1 hour”
ExpiresByTupe applicationsrdf+xml "access plus 1 hour”
ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByTupe applicationd json "access plus A seconds”
ExpiresByTupe applicationsld+json "access plus A seconds”
ExpiresByTupe applicationsschema+json "access plus A seconds”
ExpiresByTupe applicationdvnd, geo+json "access plus A seconds”
ExpiresByTupe applicationsxml "access plus A seconds”
ExpiresByTupe text/xml "access plus A seconds”

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByTupe imageswnd. microsoft, icon "access plus 1 week"
ExpiresByTupe images x-icon "access plus 1 week"
# HTHL

ExpiresByTupe text/himl "access plus A seconds”



# Javascript

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Media riles

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# Web fonts

# Manifest files

application/ javascript " access
applicationdx-javascript " access
text/ javascript " access
applicationd/mani fest+json " access
applicationx-web-app-mani fest+json  "access
text/cache-mani fest "access
audi o/ ogg " access
image/bmp " access
image/gif " access
image/ jpeq " access
image/ png " access
i mage/ svg+xml " access
i mage/ webp " access
wi deos mpd " access
videos ogg " access
videos webm "access

# Embedded OpenType (EOTI

ExpiresByTupe
ExpiresByTupe

# OpenType
ExpiresByTupe

# TrueType
ExpiresByTupe

applicationdvnd ms-fontobject " access
font/eot "access
font/opent ype " access
application/x-font-ttf " access

# Web Open Font Format CHOFFY 1, 8

ExpiresByTupe
ExpiresByTupe

Fwri FesRnTine

applicationdfont-woff " access
applicationdx-font-wof f " access
font Sunf f "arress
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plus
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plus

plus
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year"
year"
year"

week"
seconds"
seconds"

month"
month"
month"
month"
month"
month"
month"
month"
month"
month"

mont R

mont R

mont R

mont R

mont R
mont R

mnant b
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# Web Opern Font Format CHOFFG Z 8

ExpiresByTuype applicationdfont-woffZ2 "access plus 1 month"
# Other
ExpiresByType text/x-cross-domain-policy "access plus 1 week"

<A1 Modul e



