#utant GEGIH CLCAFS-CLINATE ######

# default page to 1oad,

Directoryl ndex index. php pages/index. php

<IfModul e mod_rewrite, o
FewriteEngine On
RewriteBase

# UREL more readable and much shorter,
RewriteCond ¥{REQUEST_URIY !~/ pagesl stations)
FewriteRule (., 1%, php /pages/$l. php [LI]
FewriteRule (., /% /pages %1, php [L]

AT Modul e

<IfModul e mod_rewrite, o
FewriteEngine On
RewriteBase

RewriteCond #{REOUEST_FILEMAMEY ! -f
RewriteRule = «["/1% /$8/ [L,R=3A11

AT Modul e

#ERHAE EMD COAFS-CLIMATE #AZ###
ErrorDocument 484 fpagessdad, php

#There 15 no reason that an URL start with [

RedirectMatch 483 AL

Options ALl -Indexes
# EHD Extra Security

# 55 FIREWALL from Perlshabl ePress, com

# 56 [OLERY STRIMGST
£IfModule mod_rewrite. o
FewriteEngine On
RewriteBase /

RewriteCond %{OUERY_STRIHG:
RewriteCond %{OUERY_STRIHG:
RewriteCond %{OUERY_STRIHG:
RewriteCond %{OUERY_STRIHG:

Flmiwmd L am e d W&o mlIFAL S TEAT LI

. environl 1ocal hostl mosconfigl scanner) [HC, OR]
cmenul modl pathl tagih=h, 747 [HC, ORI

boot, ini  [HC, OR]

echo, *kae [HC, ORI

-t e e e . P LI AR



FEWN L LELONO &UWUCKT_31HLMLS BLGS Basswd LN, UKl
RewriteCond ¥{0UERY_STRIMGY “=\“¥27$  [HC, OR]
RewriteCond ZC0UERY_STRIMGY “=\AM, & [HC, OR]

RewriteCond %{OUERY_STRIMGH . %,/ [HC, ORI
RewriteCond %{OUERY_STRIMGY [HC, ORI
RewriteCond %{OUERY_STRIMGY AL [HC, ORI
RewriteCond ®{OUERY_STRIMGY 4] [HC]
#RewriteRule . # . [F]

</ fModul e

# 5G: [LISER AGEHTS]

IfModule mod_setenvif, c

SetEnvIfHoCase User-Agent ™% keep_out

SetEnvIfHoCase User-Agent (casper! cmsworldmapl di avol | dotbot) keep_out
SetEnvIfHoCase User-Agent (flickyl ia_archiver! jakartal kmoccrew) keep_out
SetEnvIfHoCase User-Agent (1ibwwwl planetwork! pycurl| skygrid) keep_out
¢Limit GET POST PUT:

Order ALLow, Deny

Allow from all

Deny from env=keep_out

£flimits
<SIfModul e

# 56 [REQUEST STRINGST

£IfModule mod_alias. o
RedirectMatch 483 Chttps?l fipl phpa': /7
RedirectMatch 483 /Ccgil https?l imal ucp)/

RedirectMatch 483 Cv=bhh DASWWEETE NN AT, osshiD g
RedirectMatch 483 O 1A NN+ A ADNTEND NN N N b L+ A
RedirectMatch 483 %, (ocgil aspl aspxl ofgl d111 exel jspl mdbl sgllini2 %
RedirectMatch 483 /Ccontacl fpwl installl pingserver| regi sterls, php
RedirectMatch 483 (basefdl crossdomainl 1ocal hostl wwwroot
RedirectMatch 483 Cewal™ (s _whis_| WOnullhal echo, =kaed
RedirectMatch 483 %, wells-knownhosth-meta

RedirectMatch 483 /functiont, arraygs-rand

RedirectMatch 483 Moy sghvothisiot, himl e

RedirectMatch 483 procdsel f/environ

RedirectMatch 483 msnbot', htmhat, s _

RedirectMatch 483 /refh, outcontiol

RedirectMatch €83 com'_cropi mage

indonesias, htm

RedirectMatch <
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FedlrectMatch 985 WOWELtemUBLs &
RedirectMatch 483 functionh(h)
RedirectMatch 483 1abel sk, rdf
<41 Modul e



