#i#t BEGIH CHR #itiH

£IfModule mod_rewrite, o

RewriteEngine On

# UREL more readable and much shorter,

# CHR Checkll st

FewriteRule “checklist/js/C, ), js /CUR-Checklist/themes/uami doo-child/ js/$1. js [L]
FewriteRule “checklist/css/(, ), css /CHR-Checklist/themes/yami doo-child/css/$1. css [L]
FewriteRule “checklist/imagessC, «), ( jpal gifl png? /CWR-Checklist/themes/yami doo-
child/images/$1. $2 [HC, L]

FewriteRule “checklist/c, #), php /CUR-Checklist/pages/$1/%1. php [LI

# default page to load for checklist directory

FewriteRule “checklist/$ /CUR-Checklist/pages/search/search. php [L]

Redirect Jinventorys http £Awww, cwrdiversity orgschecklisty

RewriteBase /

FewriteCond ¥{REQUEST_FILEMAMEY ! -f

FewriteCond ¥{REQUEST_URIY !, #1/%

RewriteRule (. 2% http SAECHTTP_HOSTY A1/ [L, R=3A11

# CWR [1stribution Hap

FewriteRule “distribution-maps js/, ), j5 /CUR-DistributionMaps themes/ yami doo-
child/ js/$1, js [L]I

FewriteRule “distribution-mapsdcss/c, #), css /CUR-DistributionMaps themes/ yami doo-
child/css/$l. css [L]

FewriteRule “distribution-mapdimagessC, ), ( jpal i fl pngy /CHRE-

Di stribotionMapsthemes/yami doo-chil d/images/$1. $2 [HC, L]

FewriteRule “distribution-mapdc, #), php /CUR-Di stributionMapspages/$1/%1. php [LI
# default page to load for checklist directory

FewriteRule “distribution-mapd$ /CLR-DistributionMaps pages/distribution-maps/di stribotion-
map. php [L]

FewriteRule “distribution-map /distribuotion-maps [LI

# Data lpload Frocess

FewriteRule “uploads js/C. #1, j5 /CWR-Datallpl oadsthemessyami doo-child/ js/$1. js [L]
RewriteRule “uploadscss/(, ), css /fCHR-Datalpl oad/themes/yami doo-child/css %1, css [L]
FewriteRule “uploadsimages . ), ¢ jpgl gi fl pngy /CWUR-Dat alpl oad/ themes/ yami doo-
child/images/$1. $2 [HC, L]

FewriteRule “uploadsC. ), php /CWR-Dat allpl oad/ pages/$1 /%1, php CL]



HERHAE EHD CHRE ####HE

# BEGIN WordFress

I fModule mod_tewrite, o
FewriteEngine On

RewriteBase /

FewriteRule “indexh, phpd - [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]
</TfModul e

# EHC WotrdPress

# BEGIM Extra Securlty
£files wp-config php:
order allow, deny

deny from all

/files:

#prevent ol der browsi ng
Options All -Indexes
# END Extra Security

# 55 FIREWALL From Perishabl eFress, com

# 56 [OLERY STRIMGST

I fModule mod_tewrite, o

FewriteEngine On

RewriteBase /

FewriteCond ¥OUERY_STRIMGY (enwvironl 1ocal hostl mosconfigl scannery [HC, OR]
FewriteCond ¥{OUERY_STRIMGY Cmenul modl pathl taghh=h, 747 [HC, OR]
RewriteCond #{OUERY_STRIMGY booth, ini  [HC, ORI

RewriteCond %{OUERY_STRIMGY echo, skae [HC, OR]

FewriteCond ¥OUERY_STRIMGY etc/passwd [HC, OR]

RewriteCond ¥{OUERY_STRIMGY “=\“¥27%  [HC, ORI

RewriteCond ¥LOUERY_STRIMGY “=\Wh, § [HC, OR]

RewriteCond #COUERY_STRIMGY . %, f [HC, OR]

RewriteCond ¥{0UERY_STRIMGY . [HC, OR]

RewriteCond Z{0UERY_STRIMGY MO [HC, OR]



Fewrltelond EUUEEY_STEIMNGF %] LHC]

# RewriteRule . # ., [FJ]

AT T Modul e

# 56 [USER AGENTST
£IfModule mod_setervif. o

SetEnvI fHoCase User-Agent “$ keep_out

SetEnvIfHoCase User-Agent Ccasper! cmsworldmapl di avol | dotbot) keep_out
SetEnvIfHoCase User-Agent (flickyl ia_archiver! jakartal kmoccrew) keep_out
SetEnvIfHoCase User-Agent (1ibwwwl planetwork! pycurl| skygrids keep_out
<limit GET POST PUT:

Order ALLow, Deny

Allow from all

Deny from env=keep_out

£fLimits
<41 Modul e

# 56 [REOUEST STRIMGST
¢IfModule mod_alias, o

RedirectMatch €83 Chttps?l ftpl phpa /7

RedirectMatch €83 #Ccgil https?l imal ucp) s

RedirectMatch 483 (v T AEWWHEETE AN AT, csshil g

RedirectMatch <83 Cu, 1AW+ A A NEEN T NOANET S, S b L v+ A D
RedirectMatch <83 %, (cgil aspl aspxl ofgl d111 exel jspl mdbl sqllinil rar) $
RedirectMatch 483
RedirectMatch 483
RedirectMatch 483
RedirectMatch 483
RedirectMatch 483
RedirectMatch 483
RedirectMatch 483
RedirectMatch 483
RedirectMatch 483
RedirectMatch 483

dlcontac fpwl installl pingserver| regl sterls, php
{basebdl crossdomainl 1 ocal hostl wwwroot )

Ceval sl s _wtis_| sinullysyl echo, =kae)

% wells-knownshosth-meta

dfunctiont, arrays-rand

W AN Cthishoh, html s

proc/sel 4 environ

msnbots, htmiah, 5

srefh, outcontrol

COom'_cropl mage

RedirectMatch 483 indonesias. htm
RedirectMatch 483 SOW$itemURLMN
RedirectMatch 483 functionh(h)
RedirectMatch 483 1abel sk, rdf

AT T Modul e



