# httoe <kt tpd apache, orgsdocssZ Z¢modsmod_s=1, html #551 verd fuycl 1 ent

none: no client Certificate 15 reguired at all
optional _no_ca: the client may present a walld Certiflicate
but 1t need not to be (successfullyr verl £1able,
optional: the client may present 3 walld Certificate
require: the client MUST present 3 wallid Certificate
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S5LVeri fuClient optional

55L0ptions +FakeBasicAuth
S3LRequi ressL
S5LRequire #{SSL_CLIEMT_WERIFY¥Y eq "SUCCESS"

# the above 11nes mean that we must verify with 3 valid cert
# but 1f we don't, we display 3 nicellshl 443 error page

ErtorDocument 483 ScertssdBa3 html

# httoe 7kt tpd apache, orgsdocssZ Z0/modsmod_s=1. html #5551 verl fuydept b

# maximum number of certificates deep to look when following a client cert to the CA root
#

# the default depth of 1 means the client certificate can be sel f-signed or has to be
slgned by a CA

# which 15 directly known to the server (1, e the CA's certificate 15 under
SSLCACertificatePathl, etc

S3LMeri fubepth S

# htto: s7httpd apache, orgsdocssZ Z7modsmod_s=1, html #551 opt 1 ons

#

# +ExportlCerthata ...

# When this option 15 enabled, additional CGI/551 environment warl bl es are created:

# 55L_SERVER_CERT, S5L_CLIEWT_CERT and S5L_CLIEWT_CERT_CHAIM_n (with n = 41,2, 1,

# These contain the PEM-cncoded X 589 Certificates of server and client for the current
# HTTF5 connection and can be used by CGI scripts for deeper Certificate checklng

# Additionally all other certificates of the client certificate chain are provided, too
# This bloats up the environment 3 1ittle bit which 15 why you have to use this option to
enable 1t on demand,

#

<Files ™ "u, Chimll php) ">
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</Files»

# Force a redirect to HTTPS

FewriteEngine On

FewriteCond #{EMY: usingSsLy ! =yes

FewriteRule ™ https: //E{SERVER_MAMEX %{REQUEST_URIF [L, R=permanent]



