FewriteEngine On
FewriteCond ¥{REQUEST_FILEMAMEY ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteCond #CHTTP: WIAX ' ¢ [OR]
RewriteCond #CHTTP: FORWARDELD: ' % [OR]
RewriteCond #CHTTP: USERAGEMT _WIAX ' % [OR]
RewriteCond #CHTTP: X_FORWARDED _FORY ' % [OR]
RewriteCond #CHTTP: PROXY _COMHECTI OMY ' % [OR]
RewriteCond #CHTTP: XPROXY_CONMMECTION: ! ™% [ORI
RewriteCond #CHTTP: HTTP_PC_REMOTE_ADDRY ! “$ [ORI
RewriteCond #CHTTP: HTTP_CLIEMT_IPX L%

RewriteRule ™C, #)% - [F]
FewriteRule “sigdfl, )% image_generate, php?wow=%1 [L, O5A]
FewriteRule "0, #1% image_generate, php7wow=%1 [L, O5A]
FewriteRule “user/C, #2% give phpYwow=%1 [L, O5A]
FewriteRule “@C, #) % giwve phpTwow=$1 [L, Q5A]
£Files "sftp-config, json": # prohibit access to sftp-config. json because it contains FTP
credentials
Order allow, deny
Deny from all

£/Files:
ErrorDocument 483 /483, php
ErrorDocument 484 /4684, php
ErrorDocument SEE SSEE, php
ErrorDocument SE3 SSE3 php
Options -Indexes
# 2814 Micro Blackllst
IfModule mod_setenvif. c

Order ALLow, Deny

Allow from all

Deny from 123 151, 39,

Deny from 77 172 218

Deny from 174 94, 131,

Deny from 59, 235 137, 09

Deny from 212 98, 143, 181

Deny from 91, 2687, 61, 129

Deny from Z8Z, 46, 22 128

Deny from 125 73 668, 194

Deny from 635 1835 17, 141

Deny from 27, 524, 93, 178
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Deny from 1
Deny from 96,
Deny from 54,
Deny from 283,
Deny from 46,

Deny from 1353 66, .
Deny from o4, 232 182, 193
Deny from 195 157, 124, 186
Deny from 115, 39,113 219
Deny from 27, 255, 56, 87
Deny from 69, 161, 135, 1
Deny from 192 96, 284, 42
Deny from 175 63 52 268
Deny from 27, 252 92, 183
Deny from 37, 59 65, 58
Deny from 186, 282, 126, 94
Deny from 186, 213 72 146
Deny from 186, 219, 44, 6

<SIfModul e
<IfModule mod_rewrite, o
RewriteCond #CHTTP_HOSTY . #2%, crimead, com [HC, ORI
RewriteCond ¥{HTTP_HOSTY s368%, loopiak. se [HC, OR]
FewriteCond #¥{HTTP_HOSTY kanagawah. ocn [HC, OR]
FewriteCond #¥{HTTP_HOSTY gBAgle [HC, ORI
RewriteCond #CHTTP_USER_AGEMTY ¢ia_archiwver! gBBgl el seekerspider! siclabl spaml sqlmap) [HCI
RewriteRule . % - [F,L]
<SIfModul e
£IfModule mod_alias. o
RedirectMatch €83 routers, php
RedirectMatch 483 /0% htmlse
<SIfModul e
<IfModule mod_rewrite, o
FewriteCond ¥OUERY_STRIMGY http: /% www', googleh, comh/humansh, txth? [HCI
RewriteRule . % - [F,L]
<SIfModul e



