#

# Cross-domain AJAY requests

#

# Serve cross-domaln &jax requests, di sabled,
# enabl e-cors, org
# code, googl e, comsps it ml Bsecurl tyswl K1/ Cross0r gl nRegquest Securl ty

£

I Fiodul & mod_headers, cx

u..n

Header set Access-Control -ALIow-0rigin "#
<1 FModul e

O

#

# Webfont access

#

# allow access from all domalns for webfonts
# alternatively you could only whi tellst
#  your subdomsins 11ke "sub, domaln, com”

¢FilesMatch "%, (ttfl otfl eotl woffl font, css) "
<IfModul e mod_headets, c
Header set Access-Control-Allow-Origin ="
<41 fModul e

</FilesMatch:

#
# Froper MIKWE type for all files
#

# audi o
AddTupe audi o/ ogg oga ogg

# video

AddTupe wideosogg ogy
AddTupe i deosmpd mpel
AddTupe i deo/webm webm

# Froper swg serving Regquired for svg webfonts on 1FPad
#  twitter, com/Font Sgul rrel st at uss] 4555590545

O dT. - - [ | —_——— e ——



HOO | ype 1 Mageys Svig+xmL =V SVQE

AddEncoding gzip SWOZ

# webront =
AddType application/vnd ms-fontobject eot

AddType font/truetype tif
AddType font/opentype oLf
AddType applicationsx—font-woff wof f

# assorted types

AddType imagesx-icon ico

AddType image/webp webp

AddType text/cache-mani fest appcache manifest
AddType text/x-component htc

AddType applicationsx-chrome-extension crx

AddType applicationsx-xpinstall xpi

AddType applicationsoctet-stream safariextz

#

# gzip compression

#

<IfModul e mod_defl ate, ¢

# force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushi ng-
beyond-gz1 ppd g
£IfModule mod_setenvif, c
<IfModul e mod_headets, c»
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“(gzipl deflatexhs, Phvasigzipl deflated 7l ¥{4, 133 “{4, 133 {4, 1332 % HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
<fIfModul e
<fIfModul e
# html, txt, css s, json, xml, htc
<IfModule filter_module:
FilterDeclare  COMPRESS
FilterProvider COMPRESS DEFLATE resp=Content-Tupe
Aext/Chtmll cssl javascript! plainl xCmll —component’ )/
FilterProvider COMPRESS DEFLATE resp=Content-Tupe Aapplications javascriptl jsonl xmll x-
javascripty/
FilterChain COMPRESS



FilterProtocol  COMPRESS  change=yes; byt eranges=no
AT Modul e

£IfModule !mod_filter, c»
# Legacy versions of Apache
AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applications json
AddOutputFilterBuTupe DEFLATE text/javascript applications javascript applicationd=-
javascript
AddOut putFilterBuTupe DEFLATE text/xml applicationsxml text/x-component
/I fModul e

# webfonts and svg:
£FilesMatch "N, Ctifl otfl eotl swgd " »
SetOutputFilter DEFLATE
£/FilesMatch:
/I fModul e

#
# Expires headers (for better cache controll
#

# these are pretty far-ruture expl res headers

# they assume you control versioning with cachebusting guery params 11ke
# <script sro="application js7261 AAGAS" >

# addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs 2AA8SAEY 250 vyl g~ 1 enames—dont -use-guerystri ngs

#1f you don't use filenames to version, lower the css and js to something 11ke

# access plus 1 week” or so

£IfModul e mod_expires. o
ExpiresActive on

# Ferhaps better to whitelist expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appoache needs re-+equests in FF 3 6 (thy Remy “Tntroduci ng HTHLED
ExpiresByType text/cache-manifest "access plus A seconds"

# your document html
ExpiresByType text/html "access plus A seconds"



# dats

ExpiresByTupe text/xml "access plus A seconds”
ExpiresByTupe applicationsxml "access plus A seconds”
ExpiresByTupe applicationd json "access plus A seconds”
# rs5 feed
ExpiresByTupe application/rss+xml "access plus 1 hour”
# favicon (cannot be renamed
ExpiresByTupe images x-icon "access plus 1 week"
# medi s 1mages, video, audio
ExpiresByTupe imagesaif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe images jpag "access plus 1 month"
ExpiresByTupe image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe wideos/mpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# htc files (css3plel
ExpiresByType text/x-component "access plus 1 month"
# webrfonts
ExpiresByType font/truetype "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

ExpiresByTupe applicationdwnd ms—-fontobject "access plus 1 month”

# cs5 and javascript
ExpiresByTupe text/css "access plus 2 months"
ExpiresByTupe application/ javascript "access plus 2 months"
ExpiresByTupe text/javascript "access plus 2 months"

<IfModule mod_headers, c
Header append Cache-Control "public”
<SIfModul e



<A Modul e

#
# ETag removal
#

# Since we're sending rar-future expires, we don't need ETags for
# static content,

#  devel oper, yahoo, comspert ormancesul es, html #etags

FileETag Hone

#
# 5top screen flicker In IE on C55 rollovers
#

# The rfollowing directives stop screen flicker in IE on C55 rollovers - 1n
# combination with the "ExplresByType” rules for 1mages (see abovel, If
# needed, un-comment the following rul 85,

# Browsertiatch "MSIE" brokenvary=1

# Browsertatch "Mozillasd, [A-9]723" brokenvary=1
# Browsertiatch "Opera” ! brokenvary

# SetEnvIr brokenvary 1 force-no—vary

#
# Cookie setting from Iframes
#

# Allow cookies to be set from 1frames (for TE onluyl
# If needed, uncomment and specify a path or regex in the Location directlve

# <IfModul e mod_headers, c»

# <Location />

# Header set P3P "policyref=\"/w3c/p3p xmly", CP=\"IDC DSP COR ADM DEYI TAIT PSA PS50
IYAl IT¥Di COWI HIS OUR THD CHTY™"

#  </Location:

# /T fModul e

#
# start rewlte englne
#




# Turning on the rewlte engline 15 necessary for the followling rules and features,

<IfModul e mod_rewrite, o
RewriteEngine On
AT Modul e

#
# suppress or force the "www,
#

"

at the beginning of URL=

# The same content should never be awvailable under two di frerent URLs - especially not
with and

# without " uwwm,

"

at the beginning, since this can cause SE0 probl ems (duplicate contentd,
# That's why you shoul d choose ome of the al ternatives and redirect the other one,

# By default option 1 Cno "www, "3 15 activated Remember: Shorter URLs are sexier,
# no-www, orgsfag photg=cl as55_6

# If you rather want to use option 2, just comment out all option 1 11nes
# and uncomment optlon 2
# THPORTAHT: HEYER LIsE EOTH RULES AT THE SAME TIME!

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™, #)% http /%1781 [R=3A1, L]
/I fModul e

#
# Addsremove trailing slash to Cnon-filed URLS
#

# Google treats URLs with and without trailing s1ashes separatel .
# Forcing a trailing slash 15 usually preferred, but all that's really
# important 15 that one correctly redirects to the other,

# By default option 1 (force trailing =lash) 15 activated,
# hRttpe 77googl ewebmastercentral, bl ogspot, coms 261 87847t 0-51 a5h-0r-not -t o-s1 350, Atml



# httoe /Fwww, 311 5t3part, comsartl cl ess/51 ashf orward”
# htto <kt tpd apache, orgsdocss2 G7mi sc/rewT tegul de html #url Trailing 51ash Probl em

£IfModule mod_rewrite, o
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_URI Y !, [a-zA-2A-9141, 531 /1 #0, =)0 %
RewriteRule ™0, =% /%17 [R=361, L]

<41 fModul e

# Option 2
# Fewlte "domal i comsfoos -3> domaln, comsfoo”

#IFodul & mod_rewrs] te, o
# RewlteRule 0, #)/¢% 7% [R=381,17
<o T FRlodul e

#
# Frevent 484 errors for non-existing redirected fol ders
#

# without —Hul tiviews, Apache will give 3 4984 for a rewite 17 3 folder of the same name
does not exi st
# e g sblogrhello ; webmasterworld comsapaches 35688792 [tm

Options —Mul tiviews
#

# custom d684 page
#

# You can add custom pages to handle 5AE or 4683 pretty easily, 17 you 11ke,
ErrorDocument 484 /484, himl

#
# UTF-8 encodl ng
#




# use utr-8 encoding for anythling served textsplain or textshtml
Addlef aul tCharset utf-3

# force utf-8 for a number of file formats
AddCharset utf-3 . html . css . js . xml | json . rss

#
#A1ittle more securlty
#

# Do we want to adwvertise the exact wersion number of Apache we're runni ng?

# Frobably not,

## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess
SJerverTokens Prod

U

# "-Indexes" will have Apache block users from browsimg folders without 5 default document
# Usually you should 1eave this activated, becsuse you shouldn't allow everybody to surf

t irough

# every folder on your server (which Includes rather private places 1ike CMS system

fol dersa,

Options -Indexes

# FBlock access to "hidden” directories whose names begin with a period This
# 1ncludes directories used by version control systems such as Subversion or Gt
<IfModule mod_rewrite,
RewriteRule "(71 /0% " - [F]
</ 1 fModul e



