#

# Hitchwi ki

#

# Check sometimes:

# https: /s www, googl e, comswebmast st ool 5/ crawl —errors

#

# Error pages

#

ErrorDocument 484 Serrorssd8d, php
ErrorDocument 481 Serrorssdal, php
ErrorDocument 483 Serrorssd83 php

#
# Optimize cachimg
#
FileETag Hone
<IfModul e mod_expires, o
Expireshefault "access plus 18 years"
£FilesMatch "%, Cicol curl pdfl f1vl jpe?gl JPGI pngl PHGEI gi fl jsl cssl swfig"
ExpiresActive On
ExpiresDefault "access plus 1 year"
£/FilesMatch:
<41 fModul e

#

# SECURITY

#

#Rewrl telond ZOUERY_STRIHG: 4. % %/ [HC, ORJ

#Rewr] teCond ZOUERY_STRIHGR 7 #%, (hashl gi t! hgl 1ogl svnl swpl cwsy [HE, OR7
#Rewr] teCond ZOUERY_STRIMG: etcs/passwd [HE, ORT

#Rewr] teCond ZCOUERY_STRIMGE boot', 1ni [HC, ORT

#Rewr1 teCond XCOUERY_STRIMG: ftph:  [HC ORT

#Rewr1 teCond XEOUERY_STRIMG: httph: [HC, ORT

#Rewr1 teCond XEOUERY_STRIMG: httpsh: [HC, ORT

#Rewr] teCond XCOUERY_STRIMGR (<l X300, #script, #04x X3E0 [HC, ORT

#Rewr] teCond ZOUERY_STRIHGY mosConflg [a-zA-Z_ 7101, 2130= Z300 [HC, OR7
#Rewr] teCond XCOUERY_STRINGY basebd_encode, 40, %) [HC, ORT

#Rewr] teCond XCOUERY_STRIMGR 7 #CAL1ATIACI a0 <11 &1 " 147 v+l =83,  [HC, ORT
#Rewrl telond ZEOUERY_STRIHE: 7 #( 8#x22: | $#x27: | $#x50: | 2#x5E; | $#x50; | 2#x76; | $#x7C: 0, # [HC, OF.
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HEEWM 1 LELONIO gL LWIUCKET _JlFLMbs  #F a0490x0, + LI, L]

#Rewr] teCond ZOUERY_STRIMG: 7 #1274 A1, # [HC, OR7T

#Rewr] teCond ZCOUERY_STRIHG: 7 #0260 #Al #61 X0 #00 ZE #F. # [HC, OR1

#Rewr1 teCond XCOUERY_STRIMG: 7 #(gl obal 5/ encodel 1ocal host! 1 oopbacks, # [HC, OF7
#Rewr1 teCond XCOUERY_STRIMG: 7 #(1request! sel ect! concat! 1nsert! unl onl decl arel, # [HCT
#Rewr1 teCond XCOUERY_STRIMGR ! 71 oggedout =t rue

#Rewr1 teCond XCOUERY_STRIMGY ! “action=rp

#Rewr1 teCond XCHTTP_COOKIER ! 7 #wordpress_I1ogged_in_, &

#Rewr1 teCond XCHTTF_REFERER: ! “http: //mapst, googl e3p1 5%, coml, #14

#RewriteRule 70, #1% - [F, L]

# Mo directory 11sting

#0ptions -Indexes

# Deny sccess to o, gl tlgnores
£Files ", gitignore":

Order deny, allow

Deny from all
</Files:

#
# COMMOH REWRITES
#

RewriteEngi ne On
RewriteBase /
Options +FollowSumlinks

FewriteRule “robots txt$ Arobots txt, php

# Ensure workimg of static assets

#Rewr1 teRul & 701 oad, phpl wo-cont ent/ wp-1 ncl udes! wp-

admi ril 1 mages! sk1nsl 5tyl eshest s confl gl forum communi tul mapsl transl at el pfrasebook -2 phr-asebo

# Don't allow access to ., php™ files
FewriteRule . php™% - [F, L]

# HI tchwi ki RediFects

#Rewr] teCond FCHTTP_HOST? ! 7 www’, 7R tohwl k1%, Cocoml 1nfol netig [HCT
#Rew1 teRule 7, #1 httpr #</hi tchwi ki, orgs$l [R=361, HE, L]

#



##t Hitchgathering redirects
#Rewri teCond XCHTTP_HOST? | "Cwww', 3 7hi tchgat heri ngs, ¢coml 1nfol neti g [HCT

#Rewri teRule 70, #1 httpe /7h1 tchgatherl ng orgsgl [R=3A1, HE, L]
#

# HELIAWIKT

#

# Add trailing slash to 1anguage codes
#Rewr1teRule (., 1% ##1/ [R=361,L]

# Wiki Main_FPage for di fferent 1anguages
#RewriteRule (. 30 i Awlki g2 [L, 0547

RewriteCond #{DOCUMEMT _ROOTI #{REQUEST_URI: ! -f

RewriteCond #{DOCUMEMT_ROOTH #¥{REQUEST_URIZY ! -d

FewriteRule .. )/ /images/C, . )/ thumbs/[B-9a-f1/[B-9a-f1[A-9a-f1/CL "/ 140 L A-9] +) px—, =F #
£DOCUMEMT _ROOTY Awi ki /thumb, php?f=$3&wi dth=%4 [L, Q5A, B]

RewriteCond #{DOCUMEMT _ROOTI #{REQUEST_URI: ! -f

RewriteCond #{DOCUMEMT_ROOTH #¥{REQUEST_URIZY ! -d

RewriteRule .. )/ /images/C, . ) thumbs archive/[8-9a-f1/08-9a-T 1L B-9a-f 1/ 0"/ 1+ /(L A-9] +) px—, #!
LDOCUMEMT _ROOT Awi ki /thumb, php?f =$34wi dt h=$4%archived=3 [L, 05A, B]

#Rewr] teCond XCREQUEST_LRI} ! “Ynoexi st, #

#Rewr] teCond ZREQUEST_LRTZ ! 7/ 1 ndexl redi rect! texver ', phpg

#Rewr] teCond ZREQUEST_LURT: ! “YerrorssC 48011 3 <1 56615, phpg

#Rewr] teCond ZCREQUEST_LIRTZ ! "/0favi cont. pngl favi con', 1col humans', txt/ robotsh, txtig
RewriteCond #{REQUEST_URI

“fC, 2 fCprofileinfo, phpl opensearch_desc. phpl api. phpl 1 oad. phpl stul esheet sl extensionsl resource
RewriteRule ™., /0, =)0 § Jwiki/$2 [L, OSA]

RewriteRule “/70,, 20/, #2078 S{DOCUMEMT_ROOT: A wiki/1index, php CL]
RewriteRule /7% ¥{DOCUMEMT _ROOT:Awiki/index, php [L]

# If the requested URL to an Image directory contains the downl oad guery parameter,

# the Content-01 sposition-header must be set to at tachment,

# https A www, medi swi k1, orgs/wl k1/Extensi on: Hul T medi a¥ ewer

# https: </gervit, wikimedi s orgsre#0cs1 2661 403/ puppet #t empl at es/cont ent _di sposi t1on_at t achime
RewriteCond #¥{REQUEST_URIY “/images. #

RewriteCond #{OUERY_STRIMGY “downl oad$



FewriteRule . # - [E=DOWMHLOALD: yes]
#Header set "Content -01 sposi tion” "attachment ™ env=00WKLORD

#

# File uypl oads

#

php_value post_max_size 1AM
php_value upload_max_filesize &M



