###t Begin: Browser caching of resource f11es #ff

# This arfects Frontend and Backend and Incresses p
£IfModul e mod_expires, o

ExpiresActive on
Expireshefault
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CXPLIMESDYIYPE v1Oeoy 0gyg

ExpiresByType wideoswebm

ExpiresByTupe applicationdatom+xml

ExpiresByTupe applicationsrdf+xml

ExpiresByTupe application/rss+xml

ExpiresByType applicationdvnd ms-fontobject

ExpiresByType font/eot

ExpiresByType font/opentype

ExpiresByTupe applicationdx-font-ttf

ExpiresByTupe applicationsfont-woff

ExpiresByTuype applicationdx-font-woff

ExpiresByType font/woff

ExpiresByTuype applicationdfont-woff2

ExpiresByTuype text/x-cross-domain-policy

AT FModul e

###t End: Browser caching of resource f1l1es #td

##et Begine MIME tupes ###

# Froper MIME types for all files

<IfModul e

mod_mi me, c

# Data 1nterchange

AddType
AddType
AddType
AddType
AddType
AddType

application/atom+xml
applicationd json
applicationd/ld+json
applicationdrss+xml
application/vnd geo+json
applicationdxml

# Javascript

AddType

application/ javascript

# Manifest files

AddType
AddType

applicationd/mani fest+json
applicationdx-web-app-mani fest+json
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# Medi a

AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe

text/cache-mani fest

files

audi o/ mp<
audi o/ ogg

1 mage/bmp

1 mage/ svg+xml
1 mage/ webp

vi deos mpd
videos ogg
v1deos webm
videosx-Tlv

1 mage/ x-1con

# HWeb fonts=s

AddTupe
AddTupe
AddTupe
AddTupe
AddTupe

# Other
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe
AddTupe

applicationdfont-wof f
applicationdfont-woff2
applicationdvnd ms-fontobject
application/x-font-ttf
font/opentype

application/octet-stream
applicationdx-bb-appworld
applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-xpinstall
text/vcard
text/vnd. rim location xloc
text/vit

text/ x-component

AT T Modul e

# UTF-8 encodi ng
AddDef aul tCharset utf -5

<I fModul e

mod_mi me. c

appcache

fda fdb mda

0ga 0gg opus
bmp

svQg SvQZ

webp

fdv fdp mdv mpd
gy

webm

flw

cur ico

wof f
woff2
eot

ttc tif
otf

safariextz
bbaw

CFx

Qe

xpl

wviard wof
xloc

wit

htc

AddCharset utf-3 . atom . css . j5 . json . manifest | rdf . rss . wit . webapp . webmanifest
</ fModul e

. xml



### End: MIME tuypes ###

###t Begin: Rewlting and Access #f#

<IfModul e mod_rewrite, o

## Enable URL tewlting
FewriteEngine on

## Change this path, 1 your package 1nstallation 15 located In a subdirectory of the web:
# Rewri teBase

##t Redirect from non-www to www ##

RewriteCond #CHTTPSY ! =on

RewriteCond #CHTTP_HOSTY ! “wwwh, [HCI

RewriteRule ™ http /A www, BCHTTP_HOSTI ¥{REQUEST_URIY [R=381, L]

## Redirect from www to non-www ##E

# Rewrl teCond XCHTTPS: ! =on

# RewrlteCond XCHTTP_HOST? “www'. O +3% [HCT

# RewlteRule ™ http: /7% BCREQUEST_LURI: [R=361, L]

## store the current location 1n an environment variable CHD to use

RewriteCond $A#¥CREQUEST_URT Y CL #I=1#0, =M1 $
RewriteRule = *$% - [E=CWD: %21

## Fules to set ApplicationContext based on hostname
RewriteCond #CHTTP_HOSTY % wwwh, 21ocal s, kargnea-tinat, com$
FewriteRule . 7 - [E=CI_EMY: devel opment]

RewriteCond #¥CHTTP_HOSTY 7 wwwh, Jkargnea-tinat, coms
RewriteRule .7 - [E=CI_ENY: production]

## [i=sable S0L 1njection

RewriteCond #{REQUEST_URI
i al terl declarel charl setl cast| convert! del etel dropl execl i nsertl metal scriptl select! truncatel upe
[HC]

RewriteRule ™C, #)% - [F]

RewriteCond %{OUERY_STRIHG:
i al terl declarel charl setl cast| convert! del etel dropl execl i nsertl metal scriptl select! truncatel upe
[HC]



RewriteRule "C, #24% - [F]

## Hcoess bBlock for folders
FewriteRule “(systeml applicationl resources/private) - [F]

## Access block for files or folders starting with a dot
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]

RewriteCond #{SCRIPT_FILEMAMEY -f

RewriteRule 771 /2%, - [F]

##t IMPORTAKT: This rule has to be the wvery first RewlteCond 1n order to work!
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

## Main URL rewting
FewriteCond $1 ! “Cindex’. phpl resources| robot sh, txtl favi conh, 1co)
FewriteRule (. #3% index php/$l [1, 0SA]

</TfModul e

<IfModule ! mod_tewrite, c
# I we don't have mod_rewite installed, all 4984 s
# can be sent to Index, php, and everythl ng works as normal,
# submitted by E111o0tHaughi n

ErrorDocument €84 /index. php
</ fModul e

# Access block for files
£FilesMatch "C7i: ™, | "4, =41 "7 READMEI LICEMSEY ¢ % %, mdl b, txt2 7l "composer| bower| pack ageh,
7 jsonl lock)| Gruntfile, jsa":
# Apache « 2.3
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
Satisfy ALl
</TfModul e

# Apache 2 2,3

<IfModul e mod_authz_care, c&
Fequire all denied

</TfModul e



</FilesMatchs

# Block access to ves directories
£IfModule mod_alias. o

RedirectMatch <84 /5, O gitl svnl g/
/I fModul e

###t End: Rewrlting and Access #ff



