#

# UTF-8 encodl ng

#

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml

ome Securl ty

L]

#
# .
#

IndexIgnore | htaccess =/, 7% " =% =/HEADER* */README#* =/ _wti=

n A

SetEnvIfHoCase User-Agent " “1ibwww-perl+" block_bad_bots

Deny from env=block_bad_bots

<Limit GET POST:
arder deny, allow
deny from all
allow from all
fLimit

<Limit PUT DELETE:
arder deny, allow
deny from all
fLimit

# Frevent Folder's browsi g

£l fModul e mod_autol ndex, o
Options -Indexes

<41 fModul e

# Block access to "hidden” directories or files

£IfModule mod_rewrite, o
RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]

<41 fModul e



# FBlock access to backup and source f11es,

£FilesMatch "%, Cbakl configl distl flalincl inil 1ogl psdl shl sgll Swpal ™2 g
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

# Increase cookle securlty
<IfModul e mod_phpS, c

php_walue session, cookie_httponly true
</TfModul e

# Frevent Iframe
Header set X-Frame-0Options DEMY

# [ =sable server signature

Server3ignature Off

#

# Make the 1ndex handle all Request's

#

I fModule mod_tewrite, o
RewriteEngi ne On
RewriteBase /
FewriteCond ¥REQUEST_URIY “system. =
FewriteRule 0, #)% findex. php?/$1 [L]
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule “C, #3% index php?/$l [L]
</TfModul e

#

# Error [ocuments

#
ErtarDocument 488 Serror/d88, hitml
ErtarDocument 4681 Jerror/48l, hitml
ErtarDocument 4684 Serror/d84, hitml
ErtarDocument 4683 Serror/d83 himl
ErtarDocument SEE Serror/SEE, hitml



£ifModul e mod_gzip. o>
mod_gzip_on Yes
mod_gzi p_dechunk ‘es
mod_gzip_item_include file . Chtml 7l txtl cssl jsl phpl plo$
mod_gzip_item_include handler “col-script$
mod_gzip_item_include mime “text/, =
mod_gzip_item_include mime “applicationsx-javascript. =
mod_gzip_item_exclude mime “images. =
mod_gzip_item_exclude rspheader “Content-Encoding . #gzip. *
</1fModul e



