# These are suggested Rewite Rules for use with Tiki,
# They enhance security and permit short LRLS,
# In your TikI Instance, wisit admin php?page=sefurl
#
# To use
# 1- rename _htaccess to . htaccess
# or
# 2- add the content of this file to yow Attpd conf
#
# Flease find more 1nfo here
# httpr s7doc, tikl, orgs/Rew] te+Rul 65
#
# This prevents reading of files with certaln extensions
<FilesMatch "%, Cbakl incl 1ibl shl tpll sglag"
arder deny, allow
deny from all
£/FilesMatch:

£FilesMatch "N, O jsl pngl gi fl jpal cssa g
FileEtag Hone
£/FilesMatch:

#If the site 15 stable, might be worth setting the expires header on all fl1les

#I fHodul & mod_expl res, o3
# <Filestiatch "% 0 Jsl pngl gi £l jogl cssl 1cod ">
# Expl resAct ve on
# Expirespefaul t "access plus 18 years"
# </Filestatch:
o1 FHodul e

# Using ETags will 1ower the Y5low scores
FileETag none

<IfModul e deflate_modul e

AddOut putFilterBuTupe DEFLATE text/himl text/plain text/xml text/css
javascript applicationd javascript
<41 fModul e

RewriteEngine On
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# Hpacrie Joes 100 pgss AUUTIOr L Sgrror reguer Lo Lol SOTLOLS
# Rewrite rules for passing authorisation 1o CGI or FGI mode
RewriteCond %CHTTP: Authorizationd “C, %)

RewriteRule "¢, #) - [E=HTTP_AUTHORIZATION: %11

#If your Tiki 15 not at the root of the server (e g at http s/exampl e coms/tikid

# You will need to uncomment and £1x the RewiteBase value below to sult your
Installation,

# RewrlteBase  "/tiki"

# And 1f you get errors 11ke "The reguested URL #absol utepat bl ndex, php was not found on
this server”,

# You may need to uncomment the following 11ne

# Fewrl teBase

#I1 your website 15 a checkout
RewriteRule ™%, swn/ - [F,LI]

#If the URL points to g file then do nothing
RewriteCond #¥{REQUEST_FILEMAMEY -= [ORI
RewriteCond #¥{REQUEST_FILEMAMEY -1 [ORI
RewriteCond #¥{REQUEST_FILEMAMEY -f [ORI
RewriteCond #{REQUEST_FILEMAMEY -d
RewriteRule ¢, #» - [L]

RewriteRule %, Ccssl gifl jpal pngl phpl htmll jsl btml shtmll cgil sgll phtmll txtl ibtmly -
[L]

RewriteRule 0, +1% index. php¥page=%1. php [Q5A, L]

# End of rewite rules

# Ertor pages, handled by Apache Cnot by TikI)

# Tiki can catch some errors and deal with them by redirecting to 3 similar page. semdimg
you to the search. etc. However, some errors bypass Tiki and must be handl ed by Apache
(ex, ! Impossibl epagename phpt

# To use Apache error handling, uncomment the following 11ne and adapt the page name,  You
must create the page before trying to use 1t

# ErtorDocument 984 71 ndex, php?page=Fage+not +f oumd

# to activate the error di splay, uncomment the following 11ne

#php_fl1ag di splay_ertors on

# 1ncrease memory



#ohp_val ue memory_limit 12607

# 1ncrease execution time (defsult walue 1n apache use to be 38, and In some cases of 1omg
wiki pages with many plugins It may take 1ongerd
#php_val ue max_executlon_time 98

# 1ncrease the maximum file size for uplosds allowed by php for Tiki (default walue 1n
apache use to be 2 which 15 usually too low for pdf o documents with some Images,
screenshots, etol

#php_val ue uypl oad_max_fi1l1esize 16/

# In some cases you may see open_basedir warni ngs sbout Smarty accessing php files that 1t
shoul dn' t

# The following 11ne (uncommented) will reset the 1nclude path to use only Tiki's files
which will solve this in most cases

" "

#php_val ue 1ncl ude_path

# 17 you want to use the Web Server Auth
#AuthType Basic

#AUt hHame "Restricted Access"

#Aut bllserF1le setcsht t pdspasswords
#Requi e val 1 d-user

£IfModule mod_dir, o
Directoryl ndex index php
ST Modul e



