£IfModule mod_rewrite, o
Options +FollowSumlinks
RewriteEngine On

#Has sty Begin - Rewite rules to block out some common explol ts
## If you experience probl ems on your s1te block out the operations 11sted bel ow
## This attempts to block the most common type of exploit “attempts’ to Jooml 3!
#

## Deny access to extension xml F11es Cuncomment out to activated
#cFiles ™ "%, xmlg">

#Order allow, deny

#Oery from all

#5atisfy all

#o/F1]esy

## End of deny access to extension xml fI1l1es

RewriteCond #{OUERY_STRIMGY mosConfig_[a-zA-Z_1<1,213C= %¥300 [OR]
# Block out any script trying to base6d_encode crap to send wia URL
RewriteCond #{0UERY_STRIMGY basebd_encode. #W(, 43 [0OR]

# Block out any script that Includes 3 <scriptr tag in URL
RewriteCond #{OUERY_STRIMGY ©h<| ¥3C), #script. =041 ¥3E2 [HC, OR]

# Block out any script trying to set 3 PHP GLOBALS vwariable wia LRL
RewriteCond #{OUERY_STRIMGY GLOBALSC=| W[l wE[B-9A-Z1{8, 232 [0OR]

# Block out any script trying to modify a _REGQUEST wariable wia LRL
RewriteCond #{OUERY_STRIMGY _REQUESTC=I AL WELA-9A-Z1{A, 23)

# Send all blocked reguest to homepage with 4683 Forbl dden error!
RewriteRule ™0, #)% index. php [F,L]

#

#Has sty End - Rewite rules to block out some common explol ts

RewriteBase /

#Rewr] teCond ZTHTTP_HOST: ! “autos, bag [HCT
#Rewri teRule 70, #1% httpe #/5utos basgl [L, R=3617

RewriteCond %{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAME: ! -d

#Rewrl teRul e 0, #1§ 1ndex, phpsgl [LT

RewriteRule "m/CLB-91+)/p/CLB-91+2 0, 2% index, php?m=$1 &p=$2%0UERY _STRIMGT [L]
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FEWNl LEFKLLE ML LE=d1+00, &% LTIUEX, PIP M=%l &&0WIUERET _JTFLMox L]

FewriteRule “c/CLBA-91+)¢, #) % index. phpToc=$1 &¥0UERY _STRIMGY [LI

FewriteRule “s/CLBA-91+)¢, #) % index. php¥s=$1 &¥{0UERY _STRIMGY [LI

RewriteRule "p/ClB-91+)(, 2% index php?p=$14%{0UERY_STRIMGY [LI

RewriteRule “ship/CLA-9]1+20C, 1% index, php?shi p=$1 &%{0UERY_STRIMGY [L]

FewriteRule “ad/C[A-9]1+2(, )% index, php?ad=$1 &¥C0UERY _STRIMGY [LI

RewriteRule "adtypesC[B-91+)/adbrand/C[B-91+)(, 2% index phpTadtupe=$12adbrand=$2%
TOLERY _STRIMGY [LI

FewriteRule “adtuype/C[A-9]1+1(, 1% index, php?adtype=$1 &%{0UERY_STRIMGY [LI

RewriteRule "adcat/C[B-91+)/adbrand/([A-9]1+)¢, #) % index php?adcat=$1 2adbrand=$2%
TOLERY _STRIMGY [LI

FewriteRule “adcat/C([B-91+)C, #3% index phpTadcat=$1 &% 0UERY_STRIMG: [L]

RewriteRule "adbrand/(LBE-9]1+) /model /CLA-9]+) ¢, #) % index php?adbrand=$1 &model =§2%
TOLERY _STRIMGY [LI

RewriteRule "adbrand/C([BA-9]1+2(, #) % index, php?adbrand=$1 &¥0UERY_STRIMGY [L]

FewriteRule “model /CLE-91+), #3% index, php?model =$1 &%{0UERY_STRIMG: [L]

RewriteRule “provider/C[B-91+)C, )% index. php?provi der=$1 &¥0UERY_STRIMGY [LI]

RewriteRule "profile/([BA-9]1+2(, #) % index, php?profile=$1 &¥{0UERY_STRIMGY [LI

RewriteRule “page/([A-91+)C, )% index. php?page=$1 &¥{0UERY _STRIMGY [L]

RewriteRule "list/(La-zl+)(, )% index. php?list=$1 &¥{0UERY_STRIMGY [L]

RewriteRule ™wiew/([a-zl+)(, )% index. php?view=$1 &2{0UERY _STRIMGY [L]

FewriteRule “login index php?action=1ogind#EOUERY _STRIMGY [LI

RewriteRule “rss/lla-zl+ (. #2% rss/index php?vi ew=$1 $%I0UERY _STRIMGY [LI

AT FModul e

<IfModule mod_deflate, o
£FilesMatch "N, o jsl cssag"s
SetOutputFilter DEFLATE
£/FilesMatch:

</ fModul e
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# COMFIGURE media cachi mg

#

Header unset ETag

FileETag Hone

£FilesMatch "C7127, #h, Cicol f1vl jpgl jpeal pngl gifl jsl cssag" s
Header unset Last-Modified

Header set Expires "Fri, 21 Dec 2812 B8 A8 BB GMT"

Header set Cache-Control "public, no-transform®



<rF1lesMatchs
#
e



