Options +FollowSumlinks
£IfModule mod_rewrite, o
FewriteEngine On
RewriteBase /

¢Files | =»
Order Deny, ALLow
Deny From ALL
£/Files:

# Allow asset folders through
RewriteRule “Cfuel /modul ess, +3 7/ assetss0, 410 - [L]

# Frotect spplication and system f1l1es from belng viewed
FewriteRul e
“(fuel/install/s. +l search, phps/+l fuel /cronss, + fuel fdata_backups. + fuel fcodeigni ters, + fuel /mo

RewriteCond #{REOUEST_FILEMAMEY ! -f
RewriteCond #¥{REOUEST_FILEMAMEY ! -d

RewriteRule . # index, phps/$a [L]
<41 fModul e
Options -Indexes

#
# Gzip compression
#

#az1p

<ifmodule mod_deflate, o

AddOut putFilterBuTupe DEFLATE text/text text/html text/plain text/xml text/css applicationd:
text/ javascript

</1 fmodul e

#End Gzip

#
# Better website experience for IE users
#
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# rorce /e 1glesl 1C yersiof, 171 Yar1ous Cdses wiier 10 m3y 141010 OJorey Lo LC/ modge
# github, com/rails/rallsscommi tr123eb258commi t comment 118928
#

Use ChromeFrame 1f 1t's installed for a better experience for the poor IE folk

<IfModul e mod_headers, ¢
Header set X-UA-Compatible “IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on +ever
£FilesMatch "M, jsl cssl gi fl pngl jpe?
gl pdfl xmll ogal ogagl mdal ogyl mpdl mdvl webml sval swgzl eotl tf1 ot fl wof fl icol webpl appoachel mani festl
Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

#
# FProper MIME type for all files
#

# Javascript

#  Hormalize to standard type (it's spiffed in IE anyways)
# tools 1etf, org/html Arfod3Z29section-7, 2

AddType applications javascript s Jjsonp

AddType applications json json

# Audi o
AddType audiofogg oga o0gg
AddType audi o/ mpa mda fda fdb

# ¥ deo

AddType wideo/ogg gy

AddType wi deo/mps mpd mdy fdv fdp
AddType wideo/webm webm

AddType wideodx-f1w flw

# 5vE

# Reguired for swg webfonts on 1FPad

#  twitter, comsFont 5gul el /st at ussl 4655590545
AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# Webfonts
AddType applicationswnd ms-fontobject eot



HddTupe applicationsx-font—ttf Lttt ttc
AddType font/opentype ot f
AddType applicationsx—font-woff wof f

# Hzsorted types

AddType imagesx-icon ico

AddType image/webp webp

AddType text/cache-mani fest appcache mani fest
AddType text/x-component htc

AddType applicationsxml rss atom xml rdf
AddType applicationsx-chrome-extension (o!

AddType applicationsx-opera-extension Qe

AddType applicationsx-xpinstall xpl

AddType applicationsoctet-stream safariextz

AddType applicationsx-web-app-mani f est+json webapp

AddType text/x-vcard wiof
AddType applicationsx-shockwave-T1ash suf
AddType textswit wit
#

# Expires headers (for better cache controll

#

# These are pretty far-ruture expl res headers,
# They assume you control versioning with £11ename-based cache busting
# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs 2AA8SAEY 250 vyl g~ 1 enames—dont -use-guerystri ngs

# If you don't use filenames to version, lower the C55 and JS to something 11ke

# "access plus 1 week”,

£IfModul e mod_expires. o
ExpiresActive on

# Ferhaps better to whitelist expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appoache needs re-tequests in FF 3 6 (thanks Remy “Tntroduci ng HTHLE?
ExpiresByType text/cache-manifest "access plus A seconds"

# Your document hRtml



ExpiresByTupe text/himl "access plus A seconds”

# [ata
ExpiresByTupe text/xml "access plus A seconds”
ExpiresByTupe applicationsxml "access plus A seconds”
ExpiresByTupe applicationd json "access plus A seconds”
# Feer
ExpiresByTupe application/rss+xml "access plus 1 hour”
ExpiresByTupe applicationsatom+xml "access plus 1 hour”
# Favicon (cannot be renamed
ExpiresByTupe images x-icon "access plus 1 week"
# Media 1mages, video, audio
ExpiresByTupe imagesaif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe wideos/mpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HTC files (rcss3plel
ExpiresByType text/x-component "access plus 1 month"
# Webrfont s
ExpiresByTupe application/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

ExpiresByTupe applicationdwnd ms—-fontobject "access plus 1 month”
# 55 and JavaScript

ExpiresByTupe text/css "access plus 1 year”

ExpiresByTupe application/ javascript "access plus 1 year”

AT FModul e

#

# ETag removal



# FileFTag Hone 15 not enough for every server,
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

# Since we're sending rar-future expires, we don't need ETags for
# static content,

#  devel oper, yahoo, comspert ormancesul es, html #etags

FileETag Hone

#
# 5top screen flicker In IE on C55 rollovers
#

# The rfollowing directives stop screen flicker in IE on C55 rollovers - 1n
# combination with the "ExpiresByType” rules for Images (see abovel,

# Browsertiatch "MSIE" brokenvary=1

# Browsertatch "Mozillasd, [A-9]723" brokenvary=1
# Browsertiatch "Opera” ! brokenvary

# SetEnvIr brokenvary 1 force-no—vary

#
# set Keep-Allve Header
#

# Keep-Alive allows the server to send mul tiple requests through one
# TCP-connection Be awate of possible di sadvantages of this setting Turn on
# 17 you serve g lot of static content,

# <IrModul & mod_headers, cx
#  Header set Connection Keep-AlLve
# AT FModul e

#
# start rewlte englne
#

# Turning on the rewlte engine 15 necessary for the following rul es and



# reatures, Followsymlinks must be enabled for this to work,

# Some cloud hosting services regquire Rewrl teBase to be set! goo. gl ~HOCFH
# If using the h5bp in 3 subdirectory, use RewriteBase /foo’ Instead where
# 'foo' 15 your directory,

# If your web host dossn't allow the FollowsSymlinks optlion, you may need to
# comment 1t out and use Options +5umlinks0fOwnertatch ., but be aware of the
# performance 1mpact: http: /sgoo, gl <Ml uzd

£IfModule mod_rewrite, o
Options +FollowSumlinks

# Options +5ymlinkslfOwnertiat ch
RewriteEngine On

# RewriteBase

/I fModul e

#
# suppress or force the "www,
#

"

at the beginning of URL=

# The same content should never be avallable under two di frerent URLs -

# especially not with and without “www " 3t the beginning. since this can cause
# 5E0 problems (duplicate contentl, That's why you shoul d choose ome of the

# alternatives and redirect the other one

# By default option 1 Cno "www, "3 15 activated
# no-www, orgsfag photg=cl as55_6

# If you'd prefer to use option 2, just comment out 311 option 1 11nes
# and uncomment optlon 2

# INFORTANT: HEYER LSE BOTH RULES AT THE SHIE TIME!

# Option 1:
# Fewlte "www, exampl e com -> exampl & com”,

<IfModul e mod_rewrite, o
RewriteCond #{HTTPSY ! =on



RewriteCond #CHTTP_HOST “wwwh, ©, +3§ [HC]
RewriteRule ™ http /7% B{REQUEST_URI [R=381, L]
AT FModul e

# Option 2

# Rewite "exampl e com —> ww exampl & com”,

# Be aware that the following rule might not be 3 good 1dea 1F you use “real”
# subdomains for certaln parts of your website

# <IfModul e mod_rewite cx

#  RewrlteCond XCHTTPS: ! =on

#  RewrlteCond XCHTTP_HOSTR ! “www', . +§ [HCT

# RewrlteRule ™ http: /swww, ¥CHTTP_HOST ACREQUEST_LRI: [R=3A1, L]
# <1 FHodul e

S

S

#
# Frevent 550 cert warnings
#

# Rewite secure requests properly to prevent 550 cert warnings, e g prevent
# https: Arwww, exampl e, com when your cert only allows Attps: ssecure exampl & com

# <IfModul e mod_rewite cx

#  RewrlteCond XCSERVER_FPORTH ! 7443

# RewriteRule ~ https: /sexampl e-domal n-pl ease-change-me, comiiREGQUEST_URT» [R=36A1, L]
# <1 FHodul e

#
# UTF-8 encodl ng
#

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml



