# Send the CORS header for 1mages when browsers request 1t

<IfModul e mod_setenwif, c»
<IfModul & mod_headers, ¢

¢FilesMatch "% Cbmpl curl gi fl icol jpe?al pngl svgz?l webp) " »

I5_CORS
Header set Access-Control-Allow-Origin "=
£/FilesMatch:
<41 fModul e
<41 fModul e

SetEnvIf Origin

<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl tE0of1l wof 270 8"
Header set Access-Control-Allow-Origin "
£/FilesMatch:
<41 fModul e

# Customl ze what Apache returns to the client 1n case
ErrorDocument 484 /4684, php
ErrorDocument 483 /483 php

# [0isable the pattern matching based on £11enames,
Options -Multiviews

# Serve resources with the proper media types (F, k &

£IfModul e mod_mime,
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

AT - -

application/atom+xml
applicationd json
application/ld+json
applicationdrss+xml
application/vnd geo+json
applicationdxml
application/ javascript
application/mani fest+json
applicationdx-web-app-mani fest+json
text/cache-mani fest
audi o/ mpd

audi o/ ogg

_———— A

eny=I5_CORS

af an error,

MIME typesa,

atom

Jjson map topojson

Jjsonld
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Qe json

rdf xml

is

webmani fest
webapp
appcache
fda fdb mda
0ga 0gg opus
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HUU I JPE L mages omp
AddType imagesswg+xml
AddType image/webp
AddType wi deo/mps
AddType wideo/ogg
AddType wideo/webm
AddType wideodx-f1w
AddType imagesx-icon
AddType applicationsfont-woff
AddType applicationsfont-woff2
AddType application/vnd ms-fontobject
AddType applicationsx—font-ttf
AddType font/opentype
AddType applicationsoctet-stream
AddType applicationsx-bb-appwaorld
AddType applicationsx-chrome-extension
AddType applicationsx-opera-extension
AddType applicationsx-xpinstall
AddType text/wcard
AddType text/vnd rim location, xloc
AddTupe ftextswit
AddType text/x-component

<fIfModul e

Limp
svQ SvQZ
webp

fdv fdp mdv mpd
agy

webm

flw

cur ico
wof f

woff2

eot

ttc ttf
atf
safariextz
bbaw

Crx

Qe

xpi

wioard wof
xloc

wit

htc

# Serve all resources labeled as “textshtml  or textsplain’

# with the media tupe "charset parameter set to UTF-8,

AddDef aul tCharset utf-5

# serve the following file types with the media
# type charset’ parameter set to UTF-3,
<IfModule mod_mime,
AddCharset utf-& . atom

. bbaw
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. geojson b

R

. Json b

cjsonld N

cmanifest %

Crdf o

L PS54



. topojson &
NS A Y
webapp M
. webmani fest
Cxloc s
. xml

/I fModul e

# Turn on the Rewlte Englne

# IF your web host doesn't allow the "FollowSymlinks option,
# you need to comment 1t out or remove 1t, and then uncomment
# the "Options +5ymlinkslfOwnerMatch 11ne,

£IfModule mod_rewrite, o
RewriteEngine On
Options +FollowSumlinks
# Options +5uymlinksIFOwnetat ch
RewriteBase /
RewriteCond %{HTTPSY =on
FewriteRule ™ - [env=proto: https]
RewriteCond %{HTTPSY ! =on
RewriteRule ™ - [env=proto: httpl
/I fModul e

# Rewite www, exampl & com + exampl & com
£IfModule mod_rewrite, o

RewriteEngine On

RewriteCond %{HTTPSY ! =on

RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]

RewriteRule ™ #{EMV: PROTOX: // %1 ¥{REQUEST_URI Y [R=361, L]
/I fModul e

# Block access to directories without s default documernt,
£IfModule mod_autol ndex, o

Options -Indexes
/I fModul e

# Block access to all hidden files and directories with the exception of
# the visible content from within the /7 well-knowns hidden directory
£IfModule mod_rewrite, o

RewriteEngine On

RewriteCond ¥{REQUEST_URIZ "1™ /2%, well-knownd (L™ A1+ A 70+%" [HCI



RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]

<41 fModul e

# Block access to fl1les that can expose sensitive 1nformation,
<FilesMatch "¢ 7# =# %, Cbakl confl distl flalinfcill 1ogl psdl shl sgll swloplal " g
# HApache < 2 3
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl
<41 fModul e

# Apache & 2 3

<IfModul e mod_authz_core, c
Require all denied

<41 fModul e

£/FilesMatchs

# Frevent some browsers from MIHE-snl Ffimng the response,
<IfModul e mod_headets, c

Header set X-Content-Tupe-Options “nosniff"
<41 fModul e

# Remove the " X-FPowered-By  response header
<IfModul e mod_headets, c

Header unset X-Powered-By
<41 fModul e

# Frevent Apache from adding & tralling footer 11ne contal nd g
# Information about the server to the server-generated documents
# (e g ertor messages, directory 11stings, eteo
ServerSignature OFf

# Compress served fl11es
<IfModule mod_deflate, c

# Force compression for mangled Aoccept-Encoding’ reguest headers



£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the followimg media types,
IfModule mod_filter, c

AddOutputFilterBuTupe DEFLATE "applicationdatom+xml”
“applications javascript" A
“applications json" A
“applicationsld+json” A
"applications/mani fest+json"
“applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applicationsvnd, ms-fontobject”
“applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” &
"applicationsxbtml+xml” A
“"applicationsxml" A
“fontseot" &
"font/opentype” &
"imagesbmp"
"imagessvg+xml" N
"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A
"text/html" M
"text/ javascript" A
"textsplain® A
"textvcard” N
"text/vnd rim location, xloc" %
"textsvtt" A
"text/ x—component” A
"text s x-cross-domai n-policy” A



AT Modul e

"text/xml"

# Map the following 11ename extensions to the speci fied

# encoding type 1n order to make Apache serve the correct file types

<IfModul e mod_mime, c

AddEncoding gzip swgz

AT Modul e

AT Modul e

# Remove "ETags as resources are sent with far-future explres headers,

# FileFTag Hone

doesn' t work 1 all cases,

<IfModul e mod_headers, o>
Header unset ETag

AT Modul e

FileETag Hone

# Serve resources

with far-ruture explres headers,

£IfModul e mod_expires. o

ExpiresActive

Expireshefaul t

# L55

ExpiresByTupe

# Data I1nterchange

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

on

"access
text/css "access
applicationsatom+xml " access
applicationdrdf +xml " access
applicationdrss+xml " access
applicationd json " access
applicationdld+json " access
applicationdschema+json " access
applicationdvnd geo+json " access
applicationdxml " access
text/xml "access

# Favicon (cannot be renamed! ) and cursor 1mages

plus

plus

plus
plus
plus
plus
plus
plus
plus
plus
plus
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mont k"

year"

hiour"
hiour"
hiour"
seconds"
seconds"
seconds"
seconds"
seconds"
seconds"



ExpiresByTupe imageswnd. microsoft, icon
ExpiresByTupe images x-icon

# HTHL

ExpiresByTupe text/himl

# Javascipt

ExpiresByTupe application/ javascript
ExpiresByTupe applicationsx-javascript
ExpiresByTupe text/javascript

# Manifest files

ExpiresByTupe applicationdmani fest+json

ExpiresByTupe applicationsx-web-app-mani fest+json

ExpiresByTupe text/cache-manifest

# Media riles

ExpiresByType audiosogg
ExpiresByTupe imagesbmp
ExpiresByTupe imagesaif
ExpiresByTupe image’ jpeq
ExpiresByTupe imagespng
ExpiresByTupe imagesswg+xml
ExpiresByTupe imageswebp
ExpiresByTupe wideos/mpd
ExpiresByType wideosogg
ExpiresByType wideoswebm

Web fonts

# Embedded OpenType (EOTI

ExpiresByTupe applicationdwnd ms-fontobject
ExpiresByType font/eot

# OpenType
ExpiresByType font/opentype

# TrueType
ExpiresByTupe application/x-font-ttf

# Web Opern Font Format CHOFF 1, 8
ExpiresByTupe applicationsfont-woff

"access

"access

"access

"access
"access

"access

"access
"access

"access

"access
"access
"access
"access
"access
"access
"access
"access
"access

"access

"access

"access

"access

"access

"access

plus
plus
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plus

plus @
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plus
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plus
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plus
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plus
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plus

plus

plus

—_ == == =t =t b =t = =

week"
week"

seconds"

year"
year"
year"

week"
seconds"

seconds"

mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "
mont "

mant "
mant "

mant "

mant "

mant "



ExpiresByTuype applicationdx-font-woff "access plus 1 month"
ExpiresByType font/woff "access plus 1 month"

# Web Open Font Format CHOFFY 208

ExpiresByTuype applicationdfont-woff2 "access plus 1 month"
# 0t her
ExpiresByTuype text/x-cross-domain-policy "access plus 1 week"
</ fModul e
# Filename-based cache busting /

I fModule mod_tewrite, o

RewriteEngi ne On

RewriteCond #{REQUEST_FILEMAMEY ! -f

FewriteRule “C, 2%, Chd+as, Cbmpl cssl curl gi flical jpe?gl jsl pngl swgz?l webpl webmani fest)§
$1. %3 [L]
</TfModul e



