#Force non-wi;

FewriteEngine on

RewriteCond #HTTP_HOST? “wwwh., footballonairs, ir [HCI
RewriteRule ™0, #1% http //footballonair ird$l [L, R=3A11

#Remove tralling =1ash
RewriteCond #%REQUEST_FILEMAMEY ! -d
RewriteRule “C, #2/% /41 [R=301, L]

#C1ean URLs

FewriteCond ¥{SCRIPT_FILEMAMEY ! -d
FewriteRule “(L™ 1+3% $1. php [HC, L]
RewriteRule “CL™%, 1+3% $1. himl [HC, LI

# BEGIH GZIP

<ifmodule mod_deflate, o

AddOut putFilterBuTupe DEFLATE text/text text/html text/plain text/xzml text/css
applicationdx-javascript applicationsjavascript

</1 fmodul e

#All ow Cross-Domain Fonts
<IfModul e mod_headets, c
¢FilesMatch "%, Ceotl otfl ttcl tEfl woffl wof f20 "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT FModul e

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

## Security sturf
# procssel fAenvi ron? no way!
RewriteCond #¥{OUERY_STRIMGY procssel f/environ [OR]

# Block out any script trying to set 3 mosConflig value through the LRL
RewriteCond #{OUERY_STRIMGY mosConfig_la-zA-2_111, 2130= %%300 [OR]

# Block out any script trying to base6d_encode crap to send wia URL
FewriteCond ¥{OUERY_STRIMGY basebd_encode, ¢, ) [OR]
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# OLOCK DL

Rewri teCond

# Bl ock out
Rewri teCond

# Bl ock out
Rewri teCond

Jry Socriprt gl 17l gdes 4 AS0r1prs Lagg 171 UFEL

ZCOUERY _STRIMGY (<] #¥3C), #script, (x| ¥3E [HC, ORI

any script trying to set a PHP GLOBALS wariable wia LRL
HOQUERY _STRIMGY GLOBALSC =] [l %3 B-9A-21<{A, 23 [OR]

any script trying to modify 3 _REQUEST wariable wia LRL
HCQUERY _STRIMGY _REQUESTC=I [ NE[BE-9R-21{6, 232

# send all blocked request to homepage with 483 Forbi dden error!

RewriteRul e

“(, «)% index. php [F, L]

## End of security sturf

# di sable directory browsimg

Options ALl

-l ndexes



