
# ----------------------------------------------------------------------

# Gzip compression

# ----------------------------------------------------------------------

<IfModule mod_deflate.c>

  # Force deflate for mangled headers developer.yahoo.com/blogs/ydn/posts/2010/12/pushing-

beyond-gzipping/

  <IfModule mod_setenvif.c>

    <IfModule mod_headers.c>

      SetEnvIfNoCase ^(Accept-EncodXng|X-cept-Encoding|X{15}|~{15}|-{15})$ 

^((gzip|deflate)\s*,?\s*)+|[X~-]{4,13}$ HAVE_Accept-Encoding

      RequestHeader append Accept-Encoding "gzip,deflate" env=HAVE_Accept-Encoding

    </IfModule>

  </IfModule>

  # Compress all output labeled with one of the following MIME-types

  <IfModule mod_filter.c>

    AddOutputFilterByType DEFLATE application/atom+xml \

                                  application/javascript \

                                  application/json \

                                  application/rss+xml \

                                  application/vnd.ms-fontobject \

                                  application/x-font-ttf \

                                  application/xhtml+xml \

                                  application/xml \

                                  font/opentype \

                                  image/svg+xml \

                                  image/x-icon \

                                  text/css \

                                  text/html \

                                  text/plain \

                                  text/x-component \

                                  text/xml

  </IfModule>

</IfModule>

# ----------------------------------------------------------------------

# Set Keep-Alive Header

# ----------------------------------------------------------------------



# ----------------------------------------------------------------------

# Keep-Alive allows the server to send multiple requests through one

# TCP-connection. Be aware of possible disadvantages of this setting. Turn on

# if you serve a lot of static content.

  <IfModule mod_headers.c>

    Header set Connection Keep-Alive

  </IfModule>

# ----------------------------------------------------------------------

# Start rewrite engine

# ----------------------------------------------------------------------

  RewriteEngine on

  RewriteRule ^api/([^/\.]+)/?$ bin/api.php?m=$1 [L]

  RewriteRule ^apps/([^/\.]+)/?$ etc/apps/$1 [L]

# ----------------------------------------------------------------------

# A little more security

# ----------------------------------------------------------------------

# "-Indexes" will have Apache block users from browsing folders without a

# default document Usually you should leave this activated, because you

# shouldn't allow everybody to surf through every folder on your server (which

# includes rather private places like CMS system folders).

<IfModule mod_autoindex.c>

  Options -Indexes

</IfModule>

# Block access to "hidden" directories or files whose names begin with a

# period. This includes directories used by version control systems such as

# Subversion or Git.

<IfModule mod_rewrite.c>

  RewriteCond %{SCRIPT_FILENAME} -d [OR]

  RewriteCond %{SCRIPT_FILENAME} -f

  RewriteRule "(^|/)\." - [F]

</IfModule>

# Block access to backup and source files. These files may be left by some

# text/html editors and pose a great security danger, when anyone can access

# them.



# them.

<FilesMatch "(\.(bak|config|sql|fla|psd|ini|log|sh|inc|swp|dist)|~)$">

  Order allow,deny

  Deny from all

  Satisfy All

</FilesMatch>

# Increase cookie security

<IfModule php5_module>

  php_value session.cookie_httponly true

</IfModule>


