#
# Gzip compression
#

<IfModul e mod_defl ate, ¢

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/ 281 8-1 2/ pushi ng-
beyond-gzi ppi g
IfModule mod_setenvif. c
<IfModul e mod_headets, c
SetEnvI fHoCase "0 Accept-Encodingl ¥-cept-Encodi ngl X153 “{153] -{1532 %
“rigzipl deflaterhss, Ths#1+ [X"-1{4, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the followlng MIHE-types
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

application/ javascript
applicationd json
applicationdrss+xml %
application/vnd ms-fontobject
applicationdx-font-ttf
applicationdxhtml +xml
applicationdxml *
fontsopentype
images svg+xml
images x—icon M
text/css A
text/html
text/plain &
text/x-component ™
text/xml

<41 fModul e

AT FModul e

set Keep-Alive Header



# Keep-Alive allows the serwver to send mul tiple requests through one
# TCP-connection Be awate of possible di sadvantages of this setting Turn on

# 17 you serve 3 1ot of static content,

<IfModul e mod_headers, c
Header set Connection Keep-Aliwve
<fIfModul e

#
# start rewlte englne
#

RewriteEngi ne on
FewriteRule “apl /(074 142/7% bindapi. php?m=$1 [LI]
FewriteRule “apps /L™ 1+0/7% etc/apps/$1 [L]

#
#A1ittle more securlty
#

U

# "-Indexes" will have Apache block users from browsing folders without 3
# derfaul t document Usually you should 1eave this activated, because you
# shouldn't allow everybody to suf through every folder on your server (bl ch
# 1ncludes rather private places 11ke CHS system fol derss,
<I fModul e mod_autoi ndex, c
Options -Indexes

<A Modul e

# FBlock access to "hidden” directories or files whose names begin with a
# period This 1ncludes directories used by version control systems such as
# Subversion or Gt
<IfModule mod_rewrite,
RewriteCond #{SCRIPT_FILEMAMEY -d [OR]
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "(71 /0% " - [F]
</ 1 fModul e

# FBlock access to backup and source files, These files may be 1eft by some

# texts/html editors and pose a great security danger. when anyone can access



# them

£FilesMatch "C%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
<41 Modul e



