# BEGIH I Themes Security - Do not modl fuy or remove this 11ne
# 1 Themes Security Config Details 2
# Enable the hide backend feature - Security > Settings > Hide Login Area > Hide Backend
FewriteRule “(/)7connexiond/ 7% Awp-login php [OSA, L]
# Frotect System Files - Security > Settings > 5Suystem Twesks > System F1l1es
<files . htaccess:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files readme, html:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files readme, txt:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<41 fModul e
£/files:
<files install. php:
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all

AT S kA T o



SOLTraadL ex
/files:
£files wp-config php:
<IfModul e mod_authz_care, c&
Fequire all denied
</TfModul e
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
</TfModul e
/files:

# [i=able Directory Browsing - Security > Settings > Suystem Twesks > 0irectory Browsing

Options -Indexes

<IfModul e mod_rewrite, o
RewriteEngi ne On

# FProtect System Files - Securlty > Settings > System Tweaks > System Files
FewriteRule “wp-admin/includess - [F]

FewriteRule ! "wp-includes/ - [5=31

FewriteCond ¥{SCRIPT_FILEMAMET ! ™, #)wp-includes/ms-files, php

FewriteRule “wp-includes/["/1+\ php$ - [F]

FewriteRule “wp-includess js/tinumces]l angss. +%. php - [F]

FewriteRule “wp-includesstheme-compat, — [F]

# Disable FHP in Uploads - Security » Settings » System Twesks > Upl oads
FewriteRule “wph-content/uploads/, =\, (7 phpll1-6171 phtl phtml 2% - [HC, F]

# Filter Reguest Methods - Security > Settings > Suystem Twesks > Reguest HMethods
RewriteCond % REQUEST_METHOD: “¢TRACEI DELETEl TRACK [HCI
RewriteRule ™ & - [F]

# Filter Suspicious Query Strings in the URL - Security > Settings » Suystem Twesks »
Suspl ol ous Query Strings

RewriteCond #COUERY_STRIMGY . . %/ [HC, OR]

FewriteCond ¥OUERY_STRIMGY ™~ +\, (bashl gitl hgl 1ogl svnl swpl cvsy [HC, ORI

FewriteCond ¥OUERY_STRIMGY etc/passwd [HC, OR]

RewriteCond #¥COUERY_STRIMGY booth, ini [HC, ORI

RewriteCond #COUERY_STRIMGY fiph: [HC, OR]

RewriteCond #C0UERY_STRIMGY https:  [HC, ORI



Fewrltelond ¥LUUEREY_STEIHGE httpss:  LHC, UR]

RewriteCond #{OUERY_STRIMGY Ch<| #3C), #script, =0h: ¥3E) [HC, OR]

RewriteCond #{OUERY_STRIMGY mosConfig_la-zA-2_111, 213¢=l #3002 [HC, ORI
RewriteCond #{0OUERY_STRIMGY basebd_encode, =%C, #4) [HC, OR]

RewriteCond #{OUERY_STRIMGY ©, = #24&x), = [HC, ORI

RewriteCond #{OUERY_STRIMGY ~, =(127%, @), ® [HC, OR]

FewriteCond ¥C0UERY_STRIMGY ~. #(global sl encodel 1 ocal hostl 1oopback?, = [HC, OR]
FewriteCond #0OUERY_STRIMGY ~. #(reguest| concat! insert! unionl decl are),  [HCI
FewriteCond ¥C0OUERY_STRIMGY ! “1oggedout=true

FewriteCond #¥C0OUERY_STRIHGY ! “action=jetpack-sso

FewriteCond #0OUERY_STRIHGY ! "action=rp

FewriteCond #¥CHTTP_COOKIEY ! * #wordpress_logged_in_, #%

FewriteCond #¥{HTTP_REFERERY ! “http: //maps. googleapish., coml, 1%
RewriteRule ™ % - [F]

# Reduce Comment Spam - Security > Settings > System Twesks > Comment Spam
RewriteCond #{REQUEST_METHODY POST
FewriteCond ¥REQUEST_URIY #wp-comments—posts. phps
RewriteCond #{HTTP_USER_RGEMTY “% [ORI
RewriteCond #{HTTP_REFERERZ ! "https? #/CCL™F1+4, 27

g&h, 881 jetpack’. wordpressh, com/ jetpack-comment) /1§ [HCI
RewriteRule ™ % - [F]

<41 Modul e
# EHD 1 Themes Securlty - Do not modi fy or remove this 11ne

# BEGIH WordFress

£IfModule mod_rewrite, o
RewriteEngine On

RewriteBase /

FewriteRule “indexh. phpg - [LI
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . /index php CL]

<41 Modul e

# END HordPress



