#
# Medi das de Segurl dad
#
<files . htaccess:

Order allow, deny
deny from all
/files:

Options ALl -Indexes

<files wp-config. php:
Order allow, deny
deny from all
/files:

#
# Fedirect www to non-wwd
#
<IfModul e mod_rewrite, o

RewriteEngine On

RewriteCond #CHTTP_HOSTY “wwwh, ¢, #3% [HC]

RewriteRule ™0, =14 http /7% /81 [R=3A1, L]
<41 fModul e

#
# Expires headers (for better cache controll
#

#

# These are pretty far-ruture expl res headers

# They assume you control versionimg with cachebusting query params 11ke:

# <script sro="applicatlon js7261 AAGAS" >

# Addi tionally, consider that outdated proxies may miscache

#

#  www, stevesouders, comsbl ogs 2888 Ay 230 vyl ng-r1 1 enames-dont -use-gueryst el ngs

#

# If you don't use filenames to version, lower the css and js to something 11ke "access
plus 1 week”

#

L



SLTTIIAOULE MOd_ExXpL eSS, CF

ExpiresActive on

# Perhaps better to whitellst expires rul es? Perhaps,
Expireshefaul t "access plus 1 month"

# cache, appcache needs re-requests In FF 35 6 (thy Remy “Tntroduci ng HTHLSD
ExpiresByType text/cache-manifest "access plus A seconds”

# Your document html

ExpiresByType text/himl "access plus A seconds”
# [ata

ExpiresByTuype text/xml "access plus A seconds”

ExpiresByType applicationdxml "access plus A seconds”

ExpiresByType applicationd json "access plus A seconds”
# R55 fee

ExpiresByTupe application/rss+xml "access plus 1 hour”

# Favicon {cannot be renamedi

ExpiresByTupe image/x-1icon "access plus 1 week"

# Medi s 1mages, wideo, audio

ExpiresByType imagesqgif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe image’s jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTuype wideos/mpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HIC rfiles (css3plel
ExpiresByType text/x-component "access plus 1 month"
# Webrfonts
ExpiresByType font/truetype "access plus 1 month"

ExpiresByType font/opentype "access plus 1 month"



ExplresBylype applicationsx-font-woff  “access plus 1 month”
ExpiresByType imagesswg+xml "access plus 1 month"

ExpiresByType application/vnd. ms-fontobject "access plus 1 month

# C55 and Javascript

ExpiresByTuype text/css "access plus 1 year"
ExpiresByType applicationd javascript "access plus 1 year"
ExpiresByType text/javascript "access plus 1 year"

<IfModul e mod_headers, o>

Header append Cache-Control "public
</ fModul e

AT T Modul e



