<IfModul e mod_rewrite, o
FewriteEngine on

#Rewr] teBase s shopwares

# Https config for the backend
#Rewr1 teCond XEHTTRS? ! =on
#Rewr1 teRul & backends . 1 https: <« ECHTTP_HOST A REGQUEST_LURT > [L, R=3A117

FewriteRule shopware, dll shopware. php
RewriteRule files/documentss, = engine [HC, LI
RewriteRule backend/medias(. ) media’$l [HC, L]

RewriteCond #{REQUEST_URIF !ch/ienginel filesl templ atesl themes! web) /o

RewriteCond #¥{REQUEST_URI Y ! Ch/mediah/Carchivel banner! imagel musicl pdfl unknownl vi deod s
RewriteCond ¥{REQUEST_FILEMAME: ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule (., #2% shopware, php [PT, L, 05A]

# Fix missing authori zation-header on fast_cgl 1nstallations
FewriteRule . # - [E=HTTP_AUTHORIZATIOM: #{HTTP: Authori zationd, L]
<SIfModul e

<IfModule mod_alias. c»
# Block access to Y05 directorles

RedirectMatch 484 S Csvnl gitl hgl bzl cvs)cf $

RedirectMatch 484 /Ccomposers, © jsonl 1ock? | READMEY, mdl UPGRADEY, md) %
<41 fModul e

# Staging environment
#5etEnvIf Host “staging test, shopware 1n" SHOPHARE_EMY=st 501 g

# Devel opment envi Fonment
#5etEnvIf Host "dev, shopwate 1n” SHOPWARE_EHY=dey
#5etEnv SHOFWARE_EHY dew

Directoryl ndex index, html
Directoryl ndex index php
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VIMECLOryLNOey snopware, prp

# 01 =3bl es downl oad of configuration
<Files ™ "s,Ctpllumlliniag" s

# Deny all reguests from Apache Z 4+

<IfModul e mod_authz_care, c&

Fequire all denied

</TfModul e

# Deny all reguests from Apache Z -2 2

<IfModule ! mod_authz_care, c

Deny from all

</TfModul e

</Files:

# Enable gzip compression
<IfModule mod_deflate, o
AddOutputFilterBuTupe DEFLATE text/html text/xml text/plain text/css text/javascript
application/ javascript applicationd json
</TfModul e

£Files ™ ", jpe?gl pngl gi fl cssl jsl woffl eot)g"
£IfModul e mod_expires. o
ExpiresActive on
Expireshefault "access plus 1 month"
</TfModul e

<IfModul e mod_headers, ¢
Header append Cache-Control "public”
Header unset ETag

</TfModul e

FileETag Hone
£/Files:

# Match generated files 1ike:
# 1429654455_t22_s1, £55
# 14296584458_t22_s1, s
£FilesMatch "CLA-91{183) _¢, +2%, (jsl css0g" s
£ifModule mod_headers, o
Header set Cache-Control “max-age=315366868, public"



<11 Modul e

£IfModul e mod_expires. o
ExpiresActive on
Expireshefault "access plus 1 year"
<41 Modul e
£/FilesMatch:

# [isables auto directory 1ndex

£IfModule mod_autol ndex, o
Options -Indexes

<41 Modul e

£IfModul e mod_negotiation. o>
Options -Multiviews
</ fModul e

<IfModul e mod_phpS, c
# pho_value memory_limit 256/
# pho_value max_execution_time 128
# pho_value upl oad_max_f1lesize 26/
php_flag phar, readonly of f
php_flag magic_guotes_gpc of f
php_flag session, auto_start of f
php_flag suhosin, session cruptua of f
php_flag zend. zel _compatibility_mode of f
php_value always_popul ate_raw_post _data -1
<41 Modul e

#  HIdType x-mapp-phps . pho
#  HddHandl er x-mapp-phps . pho

<IfModul e mod_headers, cx
Header append #X-Frame-0ptions SAMEORI GIH
</ TModul e



