# WARNIMG: For PHP 7 the module name in the 1ine below need to be modi £1ed!
<IfModul e mod_phpS, c

php_flag displ ay_errars OfFf

php_flag log_errors on

# php_val ue error_I1og logsserrors

php_walue  upload_max_filesize  GH

php_walue  post_max_size &M

php_walue  memory_limit B

php_flag teqi ster_global s off
php_flag zlib, output _compression of f
php_flag magi c_quotes_gpc off
php_flag magi c_quotes_runtime of f
php_flag suhosin, session. encrupt of f

#ohp_val ue

#ohp_val ue n. hash_runction  shaZ&6
php_flag sessinn.autn_start off
php_walue  session go_maxlifetime  216@A
php_walue  session, go_divisor SEA
php_walue  session go_probability 1

AT FModul e

<IfModule mod_rewrite, o

Options +FollowSumlinks

FewriteEngine On

FewriteRule “faviconh. icof skins/larrydimagessfavicon, ico

# security rule:

# - deny access to files not contalning a dot o starting with 3 dot

# 1n all locations except 1nstaller directory

RewriteRule "(7?installer! s, well-knownh /| [a-zA-Z8-91 {1630 Ch, P07, 1+0% - [F]

# - deny access to some 1ocations

RewriteRule /7

% gitlh, txl SOLI binl confial 1ogsl templ testsl program/Cincludel 1ibl localizationl stepsiy -
[F]

# - deny access to some documentation £11es

FewriteRul e x?(EEHDHE\.mdlcnmpnser\.ann—dlstlcnmpnser\.jsnnlpackage\.xmlIDDckerfileh$ -
[F]

AT S kA T o



LT IadUL Ex

<IfModul e mod_deflate, o
SetOutputFilter DEFLATE
<A Modul e

£IfModul e mod_expires. o
ExpiresActive On

Expireshefault "access plus 1 month"
</TfModul e

FileETag MTime S5ize

<I fModul e mod_aut ol ndex, o
Options -Indexes
</1 fModul e

<IfModul e mod_headers, ¢
# replace 'append’ with "merge’ for Apache wversion 202 9 and 1ater
#Header append Cache-Control public env=! HO_CACHE

# Optional security header
# 0nly 1ncreased security 1 the browser support those features
# Be careful! Testing 15 reqguired! They should be adusted to yow- 1ntallation  user

e Fonmernt

# HST5 - HTTP Strict Transport Security

#Header al ways set Strict-Transport-Securi ty "max-age=31 5366608, prel oad” env=HTTPS

# HPKF - HTTF Public Key Finnimg

# 0nly template - 111 with your values

#Header al ways set Public-Key-Fins "max-age=36608; report-ui=%v"y"; pin-shaZ56=4"4%": pin-
shaZ&e=4"3"" env=HTTP5

# K-Xss-Protection
# This header 15 used to configure the built in reflective 55 protection found in
Internet Explorer, Chrome and 53rari (Webkits,

#Header set 5-X55-Protection "1; mode=block”

# K-Frame-0ptions

# The X-Frame-0Options header (RFCY, or 5F0 header, protects your visitors agal nst



clickjacking attacks
# Already set by php code! Do not actlvate both options
#Header set K-Frame-Options SAMEORIGITH

# X-Content -Type-Opt 1 ons

# It prevents Google Chrome and Internet Explorer from trying to mime-sni £f the content-
type of 3 response away from the one being declared by the server,

#Header set K-Content -Type-Options:  “nosnl "

# C5P - Content Securlty Pollcy

# for better privacyssecurl ty ask browsers to not set the Referer

# more flags for script, styleshests and 1mages avallable. resd RFC for more 1nformation
#Header set Content-5ecuri ty-FPolicy "referrer no-referrer”

/I fModul e



