# 0on't allow any pages to be framed - Defends agalnst C5RF
Header set X-Frame-0Options SAMEORIGIH

# Turn on IEG-IE9 %55 prevention tools

Header set X-x55-Protection "1: mode=block"

# prevent mime based attacks

Header set X-Content-Tupe-Options “nosniff"

Options +FollowSumlinks -Mul tiviews

FewriteEngine On
RewriteBase /

RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
RewriteRule ™0, #)% index. php?$l [L, O35A1

RewriteCond /%CREQUEST_FILEMAMEY. php -f
FewriteRule “([a-zA-Z0-9_-“s1+2/% /%1, php

RewriteCond #{THE_REOUESTY “CA-£14{3, ¥%s(, #)/indexh, php [HCI
RewriteRule = /%1 [R=381, L]

Options ALl -Indexes

¢Files , htaccess:
aorder allow, deny
deny from all
£/Files:

AddDef aul tCharset utf-5

ServerSignature OFf
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## GZIp Compression

£l fModule mod_mime, c>
AddTupe applicationsx-javascript . js
AddType textscss | css

<41 fModul e

<IfModule mod_deflate, c

NS [ N R



STLLIEDS #+ LXLF

SetOutputFilter DEFLATE
£/files:

<files = php:
SetOutputFilter DEFLATE
£/files:

<files =% css5»
SetOutputFilter DEFLATE
</filess

files # js»
SetOutputFilter DEFLATE
/files:
£IfModule mod_setervif, o
BrowserMatch "Mozillasd gzip-only-text/himl
BrowserMatch "Mozillasdh, BLETE] no-gzip
BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html
</TfModul e
<IfModul e mod_headers, ¢
Header append Yary User-Agent enwv=! dont-wvary
</TfModul e
</TfModul e
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## TRACE and TRACK HTTP methods di sabled to prevent %55 attack

IJ-I

RewriteCond ¥{REQUEST_METHODY “TRACLEKI
RewriteRule ., # - [L, R=4A5]

<IfModul e mod_headers, ¢

£FilesMatch "N, (ossl jsl jpetal pngl gi 1 xmll gzl icor "
Header set Cache-Control “max-age=5259457, public”

£/FilesMatch:

</TfModul e

£IfModul e mod_expires. o
ExpiresActive On
Expireshefault "access plus 1 month"
ExpiresByTupe text/css MS259487
ExpiresByTupe text/javascript MS259487



ExplresBylype
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

AT Modul e

appllcationsx—javascript MS259487
image/ jpeq MS259437

image/png MS259487

image/gif MS259457

images x-1icon MS259457

# procssel fAemd ron

RewriteCond
# Block out
RewriteCond
# Block out
RewriteCond
# Block out
RewriteCond
# Block out
RewriteCond
# Block out
RewriteCond

HLOUERY _STRIMGY proc/sel fienviron [OR]

ECOUERY _STRIMGY mosConfig_[a-zR-Z2_141, 2130=%¥#300 [OR]
any sctipt trying to basebd_encode crap to send via URL
FOUERY _STRIMGY basebd_encode, #0, ) [OR]

any sctipt that includes 3 <script> tag 1n URL

ECOUERY _STRIMGY <l #3C), #script, =0:] %3E) [HC, OR]

LIFL
HCQUERY _STRIMHGY GLOBALSC =l [l %3 B-9A-21<{A, 23 [OR]
any sctipt trying to modify a _REQUEST wariable via
HCQUERY _STRIHGY _REQUESTC=I [ SE[B-9R-21{8, 232

LKL

# Send all blocked reguest to homepage with 463 Forbl dden error!

RewriteRule

“(,+#)% index. php [F,L]

# Add Mime-Type for FIE
AddType text/x-component . hic



