Directoryl ndex index php
FewriteEngine on

FewriteCond $1 ! “Cindext., phpl

i, #1h, swfl forums! images! cssl downl oadsl jsl robotsh, txtl favicont, 1co)
RewriteCond ¥{REQUEST_FILEMAME: ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule . #2% . findex, php?$l [L, QSA]

RewriteCond #¥{SCRIPT_FILEMAMEY -d [OR]
RewriteCond ¥{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]
#
<IfModul e mod_headets, c

Header set X-Frame-Options "DEHY"

¢FilesMatch "\, ¢ appcachel atoml crxl cssl corl eotl f4Cabpyd! 1l gi fl htcl icol jpe?
gl jsl jsonclds?
| m4l av11 mani fest! mapl mpdl oexl ogl agwll opusl ot f1 pdf| pngl rdfl rssl saf ari extzl svge?
| swfl ttLcf1l wefl witl webappl webl mpd | wof £l xmll xpi 2" >

Header unset X-Frame-Options

£/FilesMatch:
<41 fModul e
£IfModul e mod_autol ndex,

Options -Indexes
<41 fModul e

£FilesMatch "C7#, =# %, C(bakl configl distl flalinfcill logl psdl shl sqll swloplal "3 g"
#
# HApache < 2 3
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
Satisfy ALl
<41 fModul e
# Apache & 2 3
<IfModul e mod_authz_core, c
Fequire all denied
<41 fModul e
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#
<IfModul e mod_headers, ¢
Header set X-Content-Type-Options “nosniff"
</TfModul e

<IfModul e mod_headers, ¢

# (17 (2

Header set X-¥55-Protection "1: mode=block”

£FilesMatch "M, Cappcachel atoml crxl cssl corl eotl f4Cabpydl f1vl gi f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl tLcf1l wefl vitl webappl webl mpll wof f1 xmll xpi 2" >

Header unset X-¥55-Protection

£/FilesMatch:

</TfModul e

<IfModul e mod_deflate, o

# Force compression for mangl ed headers,
# httpe /7 devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushil ng-beyond-gz1 ppl g
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %
“r{gzipl deflaterhss, Pvs=1+ [X"-1{4d, 133% HAVE_Accept-Encoding
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types
# (for Apache wersions below 2 35 7, you don't need to enable “mod_filter’
# and can remove the “<Iftodule mod_filter cx’ and “</IfHodul es” 11nes
# a5 AddoutputFilterByType’ 1s still In the core directives),
IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
application/ javascript
applicationd json



applicationsld+]son &
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdx-web-app-mani fest+json &
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/html 5
text/plain &
text/ x—component
text/xml

/I fModul e

AT Modul e

<IfModul e mod_headers, ¢

Header set Cache-Control “no-transform”
/I fModul e
#

# | Expitres headers
#

# The followimg expltes headers are set pretty fa in the future I you
# don't control wersioning with fi1lename-based cache busting, consider
# lowering the cache time for resources such as style sheets and Javascrlpt

# riles to something 11ke one week,

£IfModul e mod_expires. o

ExpiresActive on

Expireshefaul t "access plus 1 month"
# L55
ExpiresByTuype text/css "access plus 1 year”

# Data I1nterchange
ExpiresByType applicationd json "access plus A seconds"



ExpiresByType
ExpiresByType
ExpiresByType

# Favicon (cannot be renamed! ) and cursor 1mages

ExpiresByType

application/ld+json
applicationdxml
text/xml

image/ x—1con

# HTAL components (HTCS)

ExpiresByType

# HTHL
ExpiresByType

# Javascipt
ExpiresByType

ExpiresByType
ExpiresByType

# Medi a
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

# Web reeds
ExpiresByType
ExpiresByType

# Web rfonts
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType
ExpiresByType

AT FModul e

text/x-component

text/html

application/ javascript

# Manifest files
applicationdx-web-app-mani fest+json

text/cache-mani fest

audi o/ ogg
image/qif
image/ jpeq
image/ png
videos mpd
videos ogg
video/ webm

application/atom+xml
applicationdrss+xml

applicationdfont-woff
applicationdvnd ms-fontobject
application/x-font-ttf
fontsopentype

i mage/ svg+xml

"access
"access

"access

"access

"access

"access

"access

"access

"access

"access
"access
"access
"access
"access
"access

"access

"access

"access

"access
"access
"access
"access

"access

plus @

plus @

plus @

plus

plus

plus

plus

plus @

plus @

plus
plus
plus
plus
plus
plus
plus

plus
plus

plus
plus
plus
plus
plus
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seconds"
seconds"

seconds

week"

mant "

seconds"

year"

seconds"

seconds"

mont "
mont "
mont "
mont "
mont "
mont "
mont "

hiour-"
hiour-"

mont "
mont "
mont "
mont "
mont "






