# To remove the . php extension from 3 FHP file

RewriteEngine On

RewriteCond #{REQUEST_FILEMAMEY ! -d
RewriteCond #¥{REQUEST_FILEMAMEY ! -f
RewriteRule "L, 1+3% $1. php [HC, L]

VA R S S e
# # ERFURS #
VA R S S e

#
# | Custom error messagesspages /
#

# Customl ze what Apache retwns to the client In case of an error,
# https: /7httpd apache, orgsdocsscurrent  modscore [t ml #errordocumert

ErrorDocument 484 Snew-yorksd84, php
#

# 1 Error prevention /
#

# [0isable the pattern matching based on £11enames,

#

# This setting prevents Apache from returning a 984 error a5 the resul t

# of 3 rewite when the directory with the same name does not exi st

#

# https: </httpd apache. orgsdocsscurrent Scont ent -negoti 3t 1 on, At ml #mul t1vi ews

Options —Mul tiviews
# HRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR R BB BB BB BB BB RRRRRRRRRRRRRRRRRRRR Y

# # THTERHET EXFLURER #
VA R S S e

#
# | Document modes /

AL



# Force Internet Explorer G/9/18 to render pages in the highest mode

# awvailable 1n the various cases when 1t may not,

#

# https: //hsivonen, £1/doct ypes#1 68

#

# 010 Starting with Internet Explorer 11, document modes are deprecated,
# If yowr business still relies on older web apps and services that were
# designed for older wersions of Internet Explorer, you might want to

# consider enabling Enterprise Mode throughout your compant,

#

# http Armsdn microsoft, comsen-ussl1brarysl esbgl 82625 aspxftdocmods

# httpe /7Bl ogs, msdn, comsbel esarchi ves 261 47 A47 827 5t ay-up—-t o-dat e-wi t h-ent erpri se-mode-1for-

Internet -expl orer-11, aspx

<IfModul e mod_headers, ¢

Header set X-UA-Compatible "IE=edge"

# ‘mod_headers’ cannot match based on the content-tuype, however,

# the "s-UA-Compatible’ response header should be send only for

# HTHL documents and not for the other resources,

¢FilesMatch "\,
 appcachel atoml bbawl bmpl crxl cssl curl eotl 40 abpyedl f1vl geojsonl i f1 htel icol jpe?
gl jsl jsonild)?
| mel a1l mani festl mapl mpdl oexl ogl agyll opusl ot I pdfl pngl rdfl rssl saf ariextzl swgz?
| swfl topojsonl t1Lcf 1l txtl voard wof | wttl webappl webl mpll wof £ 271 xlocl xmll xpi ) $" >

Header unset X-UA-Compatible

£/FilesMatch:

</TfModul e

L SR S
# # MEDIA TYFES AND CHARACTER EHCODIHGS #
L SR S

#
# 1 Media types /
#

# Serve resources with the proper media types OF, k. 4  MIME types),
#

# https: < Swww, 1303 orgsassi gnment s/medi a-t ypessmedi a-t ypes, xhtml



# https: //httpd, apache, orgsdocs, curtent »mod:smad_mi me, fitml #3ddt ype

<IfModul e mod_mime, c

# Datas 1nterchange

AddType applications json json map topojson
AddType applications/ld+json jsonld

AddType applicationswnd. geo+json gQe0 ] S0

AddType applicationsxml atom rdf rss xml

# Javascript

# Mormallze to standard tuype.
# https: </tool s 1etf, orgshtml Arfocd329sect] on-7, 2

AddType applications javascript is
# Manifest rfiles

# If you are providing 3 web application manl fest file (see

# the specification: https /7wic, gi thub, 1osmani festsr, It 15

# recommended that you serve 1t with the applications/mani fest+json
# media type.

#

# Fecause the web application mani fest file doesn't have 1ts

# own unlgue file extension, you can set 1ts media type &1 ther
# by matchi ng:

#

# 13 the exact location of the file (this can be done using a

#  directive such a5 <Location:’, but 1t will HOT work In

the ', htaccess  file, so you will have to do it In the main
seryver configuration file or inside of 8 "<¥irtualHosts'

cont al ner)
E d .
Location "/ well-knownsmani fest, json”:

AddType appl 1 catl onsmant fest +j5omn Js0or
</ Locatl on:

H R OB O O O T OB Ow" W



# 20 the filename (this can be problematic a5 you will need to

# ensure that you don't have any other file with the same name

# as the one you gave to your web application mani fest riler

#

# & 0

#

# <Files "mani fest, json">

# AddType appl 1cati onsmani Fest +j50n Js0on

# </Files:

AddTupe applicationsx-web-app-mani fest+json webapp

AddTupe text/cache-manifest appcache mani fest
# Media files

AddTupe audi o/ mp4 fda fdb mda

AddTupe audi o/ ogg 0Ja ogJg opus

AddTupe image’bmp bmp

AddTupe image/webp webp

AddTupe i deosmpd fdv fdp mdv mpd

AddTupe wideosogg ogy

AddTupe i deo/webm webm

AddTupe wideos x—f1w flw

AddTupe image/ swg+xml v SWgZ

# Serving T, ico Image files with 3 different media tuype
# prevents Internet Explorer from displaying then as 1mages:
# https: ssgl thub, comshsbps it ml 5-

bl 1 erpl at es/commi t/3705F ecA9ATAART 350e64059] boddob2655301 Bee

AddTupe images x—1icon cur ico

# Web fonts

AddTupe applicationsfont-woff wof
AddTupe applicationsfont-woff2 woff2
AddType applicationswnd ms—fontobject eot

# Browsers usually 1gnore the font medis types and simply sniff
# the bytes to figure out the font type,
# https: <smimesnl £, spec, what wg, orgs#mat chl ng-a-ront -t ype-pat tern



#
# Howewer, Blink and Webkit based browsers will show 3 warnd mg

#1in the console 1f the following font types are serwved with any

# other media types,

AddType applicationsx—font-ttf tto ttf
AddType font/opentype oLf
# 0t her

AddType applicationsoctet-stream safariextz
AddType applicationsx-bb-appwaorld bbaw
AddType applicationsx-chrome-extension (o
AddType applicationsx-opera-extension Qe
AddType applicationsx-xpinstall xpi
AddType text/wcard vioard wof
AddType text/vnd rim location, xloc xloc
AddTupe ftextswit wit
AddType text/x-component htc

</ fModul e

#

# | Character encodings /

#

# Serve all resources labeled as “textshtml  or textsplain’

# with the media tupe "charset parameter set to UTF-8,

#

# https: ~7httpd apache orgsdocsscurrent . modscore html #addder aul tcharset

AddDef aul tCharset utf-5

# Serve the following file tupes with the media type charset’
# parameter set to UTF-8,
#

# https: /rhttpd apache orgsdocs:current s modsmod_mi me, bt ml #addcharset

£<IfModul e mod_mime,



AddCharset utf-5 . atom
. bbaw
L BS54
. geojson M
R
. json b
. jsonld A
Crdfo s
PS54
. topojson b
NS A Y
webapp M
Cxloc s
. xml

/I fModul e

# HHRHHR A AR AR AR AR AR AR R AR AR R AR A AR AR R AR R AR R AR AR AARBARHAR A AR AR AR
# # SECURITY #
# HHRHHR A AR AR AR AR AR AR R AR AR R AR A AR AR R AR R AR R AR AR AARBARHAR A AR AR AR

#
# 1 File access /
#

# Block access to directories without a defaul t document,

#

# vYou should 1eave the followimg uncommented, a5 you shouldn't allow
# anyone to surf through every directory on your server Cwhl ch may
# 1ncludes rather private places such as the CHS' s director es),

<IfModul @ mod_aut ol ndex, o
Options -Indexes
AT Modul e

# HHRHHR A AR AR AR AR AR AR R AR AR R AR A AR AR R AR R AR R AR AR AARBARHAR A AR AR AR
# # WEE FERFUORMAHLCE #
# HHRHHR A AR AR AR AR AR AR R AR AR R AR A AR AR R AR R AR R AR AR AARBARHAR A AR AR AR

#
# | Compression /
#




<IfModul e mod_defl ate, ¢

# Force compression for mangled Aoccept-Encoding’ reguest headers
# https: s sdevel oper, yahoo, comsbl ogs.sydns pushi ng-beyond-gz1 ppl ng-25661. At ml

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
SetEnvI fHoCase “(Accept-EncodXngl X-cept-Encodi ngl X015 {1531 -{1530 %
“(igzipl defl atedhss, Phsxa+l [X™-1{4,133% HAYE_Accept-Encoding
RequestHeader append Accept-Encoding “gzip, deflate” enw=HAVE_Rccept-Encoding
<41 fModul e
<41 fModul e

# Compress all output 1abeled with one of the following medis types,

#

# 013 For Apache versions below version 203 7 you don't need to

# enable “mod_filter’ and can remove the <IfModule mod_filter, o

# and <A/ FModul ex” 1ines as AddOutputFilterByType 1s still in

# the core directives

#

# https: </ httpd apache. orgsdocsscurrent smodsmod_f11ter, html #3ddout put 111 terbyt ype

<IfModule mod_filter, ci

AddOutputFilterBuTupe DEFLATE "applicationdatom+xml” %
"applications javascript" A
"applications json” A
"applicationsld+json” &
"applications/mani fest+json”
"applicationsrdf+xml" A
"applicationsrss+xml” A
"applicationsschema+json”
"applicationsvnd. geo+json” &
"applications/vnd, ms-fontobject"”
"applicationsx—font-ttf"
"applicationsx-javascript” A
"applicationsx—web-app-mani fest+json” A
"applicationsxbtml+xml”
“applicationd=ml" M



“fontseot" &

"font/opentype” &

"imagesbmp"

"imagessvg+xml" N

"imagesvnd, microsoft, icon® &
"imagesx-icon" A
"text/cache-mani fest" &
"textsoss" A

"text/html" M

"text/ javascript" A
"textsplain® A

"textvcard” N
"text/vnd rim location, xloc" %
"textsvtt" A

"text/ x—component” A

"text s x-cross-domai n-policy” A
"text s xml"

<A Modul e

# Map the followimg f11ename extensions to the specified

# encoding type 1n order to make Apache serve the file types
# with the appropriate Content-Encoding response header

# (do note that this will HOT make Apache compress them! b,

#

# I these files types would be served without an appropri ate
# Content-Enable’ response header, client applications (e g :
# browsers) wouldn't know that they first need to uncompress
# the response, and thus, wouldn't be able to understand the
# content,

#

# https: //httpd apache orgsdocss curtent s mods mod_mi me, bt ml #addencodl ng

£IfModul e mod_mime. o
AddEncoding gzip SWOZ
<STFModul e

<A Modul e



#
# | ETags

#

# Remove "ETags as resources are sent with far-future explres headers,
#

# https: Ardevel oper, yaboo, comspert ormancesrul es, Atml #et ags

# https: </ tool s 1etf, orgebtml Arfoc72324sect] on-2 3

# FileFTag Hone  doesn't work in all cases,
<IfModul e mod_headers, ¢

Header unset ETag
/I fModul e

FileETag Hone



