### SILVERSTRIFE STHRT ###
¢Files % ss&

Order deny, allow

Deny from all

Allow from 127, 8, 8.1
£/Files:

<Files web, config:
Order deny, allow
Deny from all
£/Files:

ErtorDocument 484 fassetsderror-484, html
ErtorDocument SEA fassetsderror-580, html

<IfModule mod_alias. o
RedirectMatch 483 /silwverstripe-cached /| $2
<SIfModul e

<IfModul e mod_rewrite, o
SetEny HTTP_MOD_REWRITE 0On
FewriteEngine On

RewriteCond #¥{REQUEST_URIY “C. #1%

RewriteCond #{REQUEST_FILEMAMEY ! -f

RewriteRule . # framework/main. php?url =% &¥{0UERY _STRIMGY [L]
<41 fModul e
### SILVERSTRIFE EHD ###

#php_wal ue error_teporting 21 47453647
php_flag display_erraors on

php_value memory_limit 5120

#

# 1 UTF-8 encoding
#

# Use UTF-3 encoding for anything served as texts/html or “textsplain’,
AddDef aul tCharset utlf-3

# Force UTF-8 for certaln file formats

T e



SLTIIAOUL E Mad_mL me, 2~
AddCharset utf-3 . atom . css . j5 . json . rss . wtt | webapp . xml
</ fModul e

#
# | suppressing o Forcimg the " www,
#

# The =same content should never be awailable under two difrerent URLs especially

"

at the beginning of URL= /

"

# not with and without “www " 3t the beginning This can cause SE0 probl ems
# (duplicate contenty, therefore, you should choose ome of the al ternatlves amd

# redirect the other one

# By default option 1 Cno "www, "3 15 activated:

# httpe 77 no—wew, orgsfag php?g=cl ass_b

I fModule mod_tewrite, o
RewriteCond %CHTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™ http: /4% ¥CREQUEST_URIZ [R=381,L1]
</TfModul e

#
# | File access /
#

# Block access to directories without 3 defaul t documert,

# Usually you should 1eave this uncommented because you shouldn't allow anyons
# to surf through every directory on your server (which may 1ncludes rather
# private places 1ike the CMS' s directori ess,

<I fModul e mod_aut ol ndex, o
Options -Indexes
<A Modul e

# Block access to hidden riles and directories,

# This 1ncludes directories used by wersion control systems such as Git and 59K,

<IfModul e mod_rewrite, o
RewriteCond #%LSCRIPT_FILEMAME:Y -d [OR]
RewriteCond #SCRIPT_FILEMAMEY -f

- - "o oA . -—
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# Block access to backup and source f11es,
# These files may be 1eft by some text editors and can pose 3 great security

# danger when anyone has access to them,

£FilesMatch "C°#, =# %, (bakl configl distl flalincl inil logl psdl shl g1l swloplal ™2 4"
Order allow, deny
Deny from all
Satisfy ALl

£/FilesMatch:

#
# | Compression /
#
<IfModul e mod_deflate, o

# Force compression for mangl ed headers,
# httpoe /s devel oper, yahoo, comsbl ogssydn/post s/ 261 8.1 27 pushil ng-beyond-gz1 ppi ng
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "0 Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflate)hss, Tvs=)+ [X"-1{4d, 133% HAVE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding
/I fModul e
/I fModul e

# Compress all output 1abeled with one of the following MIHE-types
# (for Apache wversions below 2 3 7, you don't need to enable “mod_filter’
# and can remove the <IfModule mod_filter, cx’ and "</ fModul ex” 11nes
# a5 AddoutputFilterByType’ 1s still in the core directives),
<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml
applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf



application/ x—web-app-mani fest+json &
application/xhtml +xml %
applicationsxml %
fontsopentype
image/ swg+xml &
imagesx-icon %
text/css A
text/html
text/plain
text/x-component ™
text/xml

<41 fModul e

AT FModul e

#

# | ETag removal
#

# Since we' e sending far-ruture expl res headers (see belowr, ETags can
# be removed: httpe ss/devel oper, yahoo, com:sperformances Ul es, [itml #et ags,

# FileETag Hone 15 not enough for every server,
<IfModul e mod_headets, c

Header unset ETag
<41 fModul e

FileETag Hone

#

# | Expitres headers (for better cache controld

#
# The following expltes headers are set pretty fa in the future IF you don't
# control wersioning with r1lename-based cache busting, consider 1owsring the
# cache time for resources 11ke C55 and J5 to something 11ke 1 week,

<IfModul e mod_expires, o

ExpiresActive on
Expireshef aul t "access plus 1 month"



ExpiresByTupe

textsoss

# Data 1nterchange

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

applicationd json
applicationdxml
text/xml

# Favicon Ccannot be renamed! b

ExpiresByTupe

image/ x—1icon

# HTHL components (HTCS)

ExpiresByTupe

# HTHL
ExpiresByTupe

# Javascript
ExpiresByTupe

ExpiresByTupe applicationsx-web-app-mani fest+json

ExpiresByTupe

# Medi s
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

# HWeb feeds
ExpiresByTupe
ExpiresByTupe

# Web fonts
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

text/x—-component

texthtml

application/ javascript

# Manifest files

text /cache-mani fest

audi o/ ogg
image/qgif
image/ jpeq
image/ png
wi deos mpd
videos ogg
videos webm

application/atom+xml
applicationdrss+xml

applicationdfont-woff
applicationdvwnd ms-fontobject
application/x-font-ttf
font/opentype

"access

"access
"access
"access

"access

"access

"access

"access

"access
"access

"access
"access
"access
"access
"access
"access
"access

"access
"access

"access
"access
"access
"access

plus 1 week"
plus B seconds"
plus B seconds"
plus B seconds"
plus 1 week"
plus 1 month"
plus B seconds"
plus 1 year"
plus B seconds"
plus B seconds"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 hour"
plus 1 hour"
plus 1 month"
plus 1 month"
plus 1 month"
plus 1 month"



ExpiresByType imagesswg+xml "access plus 1 month"

AT T Modul e



