Options +FollowSumlinks
RewriteEngine on

# Increase cookle securlty
<IfModule phpS_modul e

php_value session, cookie_httponly true
<41 fModul e

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCharset utf-8 . html . c3ss . j5 . xml . json . rss

BB BB BB B R B F 18 B Bt
# Better website experience for IE users #
BB BB BB B R B F 18 B Bt

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment 115926
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever)
<FilesMatch "%, jsl cssl gi fl pnagl jpe?
gl pdfl xmll ogal oggl mdal ogyl mpdl mdvl webml svgl svgzl eotl L] ot fl wof 1 icol webpl appcachel mani fest|
*
Header unset X-UA-Compatible
£/FilesMatch:
<41 fModul e

BRI R R R R R R R AR BRI R R R AR RR AR AR R RRRRAH
# CORS-enabl ed 1mages (Borossori glng #
BRI R R R R R R R AR BRI R R R AR RR AR AR R RRRRAH

# Send CORS headers 1f browsers request them: enabled by defsult for 1mages.

# devel oper, mozi 11 & orgsensCORS_Enabl ed_Image

# bl og, chromi um orgs 261 1 /870 us1 ng-cross-domal n-1 mages-1 n-webgl -and, ftml

# hacks, mozi1la orgs2a1 1.1 1 /us1 ng-cors-t o-1 oad-webgl -t ext ures-from-cross—domal n-1 mages:
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# WIKL, MJZ111d Orgeaecurl Loy eyl EWSy LM OssSor 1 grrifarLriodre

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u o match by Content -Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

L B B B B BB B i B vt d
# FProper MIME type for all files #
L B B B B BB B i B vt d

# Javascript
#  Hormalize to standard type (it's spiffed in IE anyways)

#  tools 1etf, orgshtml AFfod 3298 secti on-7 2

AddType applications javascript is

# Audi o

AddType audiofogg oga o0gg
AddType audi o/ mpa m<a

# Video

AddType wideo/ogg gy
AddType wi deo/mps mpe may
AddType wideo/webm webm

# 5vE

# Reguired for swg webfonts on 1FPad

#  twitter, comsFont 5gul el /st at ussl 4655590545
AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# Webfonts

AddType application/vnd ms-fontobject eot
AddType applicationsx—font-ttf ttf ttc
AddType font/opentype oLf

AddType applicationsx—font-woff wof f



# Hzsorted types

AddType imagesx-icon

AddType image/webp
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

text s w—wzard

text/cache-mani fest
text/ x-component

applicationdx-chrome-ext ension
applicationdx-opera-extension
applicationdx-xpinstall
application/octet-stream
applicationdx-web-app-mani fest+json

ico

webp

appcache mani fest

htc

Crx

DEX,

xpl
safariextz
webapp

wiof

HRHHR AR HHRHHRHHR AR AR ARRARR AR R ARRARRARR AR R AR R AR AR AR AR R AR R AR R AR R AR R AR AR AHR AR AR AR AR

# Gzip compression

#

HRHHR AR HHRHHRHHR AR AR ARRARR AR R ARRARRARR AR R AR R AR AR AR AR R AR R AR R AR R AR R AR AR AHR AR AR AR AR

<IfModul e mod_deflate, o>

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydnpost s/261 8,1 2/ pushi ng—t

<IfModule mod_setenvif. o

<IfModul e mod_headets, c»
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl ¥{1531 “{1531 {1532 % " (gzipl deflate)hs:

Encoding

FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding

AT T Modul e
AT T Modul e

# HTML, TiT,
<IfVersion <

<IfModule filter_modul e

FilterDecl are
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

£55, Javascript, JSON, SML, HTC:
2, 4, 4

resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type

$text/himl

$text/css

$text/plain

$text/xml
$text s x-component
$application/ javascript
$application/ json
$applicationsxml
$applicationsxhtml +xml



FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterChain

FilterProtocol
<41 fModul e

/I fVersion:

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

<IfVersion = 2, 4, 4

<IfModule filter_modul es

FilterDecl are
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterChain

FilterProtocol
<41 fModul e

/I fVersion:

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

<IfModule !'mod_filter, c

# Legacy versions of Apache

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

DEFLATE

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

DEFLATE

resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type

tapplication/rss+xml

$applicationsatom+:xml
$application/vnd ms-fontobject

%1 mage/ swg+xml
$image/x-icon

$application/x—font-ttf

$font/opentype

change=yes; byt eranges=no

" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel
" ¥ Content _Typel

"text/html' "
"textsoss' "
"text/plain'"

"text/xml

"text/x—component

applicationdxml

1 mages swg+xml

1 mages x-1con

' font/opentype’ "

change=yes; byt eranges=no

applicationd json

applications javascript

applicationdxhtml +xml
applicationdrss+xml
applicationatom+xml

applicationdvnd ms-fontobject

applicationdx—font-ttf'"

AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applicationd json

AddOut putFilterBuTupe DEFLATE applicationd javascript

AddOutputFilterBuTupe DEFLATE text/xml applicationsxml text/x-component
AddOut putFilterBuTupe DEFLATE application/xbtml+xml applicationdrss+xml applicationdatom+:



AddOut putFilterBuTupe DEFLATE imagex-icon imagesswg+xml application/vnd ms-fontobject app
</ fModul e
</ fModul e

L B B B B BB B i B vt d
# ETag removal #
L B B B B BB B i B vt d

# FileFTag Hone 15 not enough for every server,
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

# Since we're sending rar-future expires, we don't need ETags for
# static content,

#  devel oper, yahoo, comspert ormancesul es, html #etags

FileETag Hone

L B B B B BB B i B vt d
# FPrevent 484 errors for non-existing redirected ol ders #

SRR

# without —Mul tiviews, Apache will give a 484 for 3 rewite 1 3 folder of the same name do

# e g sBlogihello : webmasterwor]d comsapaches 36685792 htm

Options -Multiviews

ExpiresActive On

Expireshefaul t " now"

ExpiresByType text/himl " now"

ExpiresByTuype text/xml " now"

ExpiresByTuype text/plain "access plus 1 month"
ExpiresByTuype text/css "access plus 1 month"
ExpiresByType imagesqgif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe image’s jpg "access plus 1 month"
ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByTupe applicationsx-shockwave-f1ash "access plus 1 month"
ExpiresByTupe image/x-1icon "access plus 1 month"
ExpiresByTupe wideosx—f1w "access plus 1 month"
ExpiresByTupe applicationdx-font-ttf "access plus 1 month"



ExpiresByType font/opentype "access plus 1 month"

ExpiresByType applicationdx-font-woff "access plus 1 month"
ExpiresByType imagesswg+xml "access plus 1 month"
ExpiresByType applicationdvnd. ms-fontobject "access plus 1 month"

# "-Indexes" will have Apache block users from browsing folders without 3 default document
# Usually you should 1eave this activated, because you shouldn't allow everybody to surf th
# every rfolder on your server (which 1ncludes rather private places 11ke CHS system fol ders.
<IfModul e mod_autoi ndex,

Options -Indexes
</1fModul e

# Block access to "hidden” directories whose names begin with 5 period This
# Includes directories used by version control systems such as Subversion or Gt
£IfModule mod_rewrite, o
RewriteCond #{SCRIPT_FILEMAME} -d
RewriteCond #{SCRIPT_FILEMAMEY -f
RewriteRule "C71 /% " - [F]
/I fModul e

HRHHR AR HHRHHRHHR AR AR ARRARR AR R ARRARRARR AR R AR R AR AR AR AR R AR R AR R AR R AR R AR AR AHR AR AR AR AR
# SYSTEN DEFAULT RULES #
HRHHR AR HHRHHRHHR AR AR ARRARR AR R ARRARRARR AR R AR R AR AR AR AR R AR R AR R AR R AR R AR AR AHR AR AR AR AR

# Make sure no harmfull other fi1les can be accessed,
RewriteCond #{REQUEST_FILEMAMEZ !, +)/raobots. txt
FewriteRule 0, 1 Ch, Cphpl x311 dtdl xmll t£f1 btmll html txtl exel rarl zipl 7zipl tarl gzaod, =0$ index |

# Modul econtroller rewlte rules

RewriteRule “([a-zA-Z-_1+)/i[a-zA-c-_1+)/[a-zA-c-_1+)/C([1-91[A-9]1+) /7% 1ndex. php?mod=$1 &cor
CTOUERY _STRIMGY [LI

RewriteRule “([a-zA-2-_1+)/i[a-zA-c-_1+) /([ a-zA-c-_1+)/7% index. phptmod=$1 &control 1 er=$2&act
RewriteRule “([a-zA-Z-_1+)/i[a-zA-c-_1+2/C[1-91[B-91«) /7% index. phptocontioller=$1 &action=$2:
RewriteRule “([a-zA-Z-_1+)/i[a-zA-2-_1+)/7% index. phpfocontroll er=$1 &action=$2& % OUERY _STRINI
FewriteRule “([a-zA-2-_1+)/C[1-91[B-9]1%) /7% index. phpfocontroll er=4$1 4 d=$2&4 % 0UERY _STRIMGY [
FewriteRule “([a-zA-Z-_1+)/7% index, php?controller=$1 &% 0UERY_STRIMGY [L]

RewriteRule “C([1-910A-91+)/7% index php?id=$1&%{0UERY_STRIMGY [L]

RewriteCond #¥{REQUEST_FILEHMAMEY ! -d
RewriteCond ¥{REQUEST_FILEMAME: ! -f
FewriteRule 0, #1% /index. php






