# use modRewrite 1 active

£IfModule mod_rewrite, o
Options +FollowSumlinks
FewriteEngine On

# deny direct access to framework resources directory
RewriteRule wvendor/c, ) index. php
RewriteRule sites, ) index. php

# deliver directories and files 1f they exist
FewriteCond ¥{REQUEST_FILEMAMEY —f [OR]
FewriteCond ¥{REQUEST_FILEMAMEY -d
RewriteRule (. +) - [PT,L]

# handl e other requests by #1ndex php
RewriteRule ™0, #) index php

# HTTF Authentication with PHP running as CGI/SUExec

RewriteCond %{HTTP: Authorization: ! ™%

RewriteRule . # - [E=REMOTE_USER: #{HTTP: Authorizationk]
<41 fModul e

# common optiml zations
<IfModul e mod_security, o
SecFilterEngine Off
SecFilterScanP0ST Off
<41 fModul e

#
# Better website experience for IE users
#

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment 115926

# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

<IfModul e mod_headets, c
Header set X-UR-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header
£FilesMatch "M, jsl cssl gi fl pnal jpe?
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Header unset X-UA-Compatible
£/FilesMatch:
</TfModul e

CORS-enabl ed 1mages (Borossorl gl nd
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# send CORS headers 1f browsers reqguest them: enabled by default for 1mages,

# devel oper, mozi 11 & orgsensCORS_Enabl ed_I mage

# bl og, chroml um orgs 2681 12877051 ng-cross-domal n-1 mages—1 n-webgl —and, fit ml

# hacks, mozilla orgs2611..11./us1 ng-cors-t o-1 oad-webgl -t ext ures-rrom-cross-domal n-1 mages:

# wiki, mozilla orgslSecuri tysRevl ewsscrossori gl nAt tri but e

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
# mod_headers, y u o match by Content -Type?!
£FilesMatch "N, Coifl pngl jpe?gl sval svozl icol webp) $"
SetEnvIf Origin " IS_CORS
Header set Access-Control-Allow-Origin "#" enw=IS_CORS
£/FilesMatch:
</TfModul e
</TfModul e

#
# Gzip compression
#
<IfModule mod_deflate, o

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushi ng—-b

£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase " Accept-Encodingl ¥-cept-Encodi ngl ¥{1531 “C153] -{1532% "({gzipl deflated®
HAYE _Accept -Encodi ng
RequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_RAccept -Encodi ng
</TfModul e
</TfModul e

# Compress all output 1abeled with one of the following MIME-types
IfModule mod_filter, c



HddOut putF1lterBylupe DEFLATE appllicatlonsatom+xml
applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/html 5
text/plain &
text/ x—component

text/xml
</1fModul e
</1fModul e
#
# Built-in rilename-based cache busting
#

#If you're not usimg the build script to manage yow- f11ename version Fevvlng.
# you might want to consider enabling this, which will route reqguests for

sosscstyl e, 2A11EZAS, css to sSosscstyle css
¥ ‘styl e 2A11A8243, to ‘stuyl

# To understand why this 15 Important and 3 better 1dea than all, css7vl 231,
# read: gi thub, com/h5bps bt ml 5-boi 1 erpl at es/wl k12 cachebust 1 mg
£IfModule mod_rewrite, o
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . +2% Chd+dh, O jsl cssl pngl jpal gif2 % $1. %3 CL]
/I fModul e

#
# Frevent 484 errors for non-existing redirected fol ders
#

# without -Hul tiviews, Apache will give a 4984 for 5 rewite 1F 5 folder of the

# =same name does not exl st



# webmasterwor] d comsapaches 35058792 htm
Options —Mul tiviews

#
# UTF-8 encodl ng
#

# Use UTF-58 encoding for anythl ng served textsplain or textshtml
AddDef aul tCharset utlf-3

# Force UTF-8 for 3 number of file formats
AddCcharset utf-5 . atom . css . j5 . json . rss ., wit | oxml

# "-Indexes" will have Apache block users from browsing fol ders without 3
# defaul t document Usually you should 1eave this actlvated, becsuse you
# shouldn't allow everybody to surf through every folder on your server (which
# Includes rather private places 11ke CHS system fol derss,
£l fModul e mod_autol ndex, o
Options -Indexes
<41 fModul e

# Block access to backup and source fi1les, These files may be 1eft by some
# textshtml editors and pose a great securlty danger, when anyons can access
# them,
¢FilesMatch "%, Cbakl configl sqll flal psdl inil 1ogl shl incl swpl distal " "

Order allow, deny

Deny from all

Satisfy ALl
£/FilesMatch:

# Increase cookle securlty
<IfModule phpS_modul e

php_value session, cookie_httponly true
<41 fModul e

#E-Tags » Expite date for content dellvered directly by the webserver
FileETag MTime Size
<IfModul e mod_expires, o
£FilesMatch ", Cjpal i fl pngl cssl jsl icod g
ExpiresActive on
ExpiresDefault "access plus 1 year"



</FilesMatchs
<A Modul e



