SetEnv PHP_VER S5_5

SetEny SESSIOM_COOKIE_HTTPOHLY 1
ErrarDocument 483 F<483
ErrarDocument 484 784
ErrarDocument SEE SSEA

Options -Indexes

Options -Multiviews

FewriteEngine on

# Commorn Hacks:

# procssel fAenvi ron? no way!

RewriteCond #¥{OUERY_STRIMGY procssel f/environ [OR]

# Block out any script trying to set 3 mosConflig value through the LRL
RewriteCond #{OUERY_STRIMGY mosConfig_[a-zA-Z_1<1,213C= %¥300 [OR]
# Block out any script trying to base6d_encode crap to send wia URL
RewriteCond #{OUERY_STRIMGY basebd_encode, =(, %) [OR]

# Block out any script that Includes 3 <scriptr tag in URL
RewriteCond ¥{OUERY_STRIMGY (<] ¥3C), #script, =0 ¥3E) [HC, OR]

# Block out any script trying to set 3 PHP GLOBALS vwariable wia LRL
RewriteCond #{OUERY_STRIMGY GLOBALSC=I [I%¥[B-9A-Z1<A@, 23 [OR]

# Block out any script trying to modify a _REGQUEST wariable wia LRL
RewriteCond #COUERY_STRIMGY _REQUESTC=I [l W¥[B-9A-Z1{8, 23)

# Send all blocked reguest to homepage with 4683 Forbl dden error!
RewriteRule ™0, #)% index. php [F,L]

¢FilesMatch ", (htaccessl mdy "
Order ALLow, Deny
Deny from all
£/FilesMatch:

# SE0 1mprovement s

# Rewrl teCond XCHTTP_HOST? “www, host [HCT

# RewiteRule 7, 1§ httpe #/hostsg] [R=361, L7
Redirect 381 /index /

RewriteCond #¥{REQUEST_URI Y !indexh, phps
RewriteCond ¥{REQUEST_FILEMAME: ! -f
RewriteRule . # index, php [L, Q5A]



