#
# Better website experience for IE users
#

# Force the 1atest IE wversion, In varlous cases when 1t may fall back to TE7 mode
# gi thub, comst-3a115/1-31 1 5/commi t.-1 23eb25#commi t comment -11592
# Use ChromeFrame 1f 1t's installed for a better experience for the poor TE folk

£IfModule mod_setenvif. o
<IfModul e mod_headets, c
BrowserMatch MSIE ie
Header set X-UR-Compatible "IE=Edge, chrome=1" env=ie
<41 fModul e
<41 fModul e

<IfModul e mod_headets, c
# Because X-UA-Compatible 1sn't sent to non-IE (to save header bytess,
# We need to 1nform proxies that content changes based on UA
Header append Yary User-Agent
# Cache control 15 set only I1F mod_headers 15 enabled, so that's unnecessary to decl are
<41 fModul e

#
# Webfont access
#

# Allow access from 3]l domains for webfonts
# Alternatively you could only whitellst your

1

# subdomains 11ke "subdomal n exampl 2 com”,
£FilesMatch "%, Cttfl otfl eotl woffl font, css) ">
<IfModule mod_headers, c
Header set Access-Control-Allow-Origin ="
<SIfModul e

£/FilesMatchs

#
# Froper MIKWE type for all files
#

T P



# HUOL L

AddType audiofogg oga o0gg
AddType audi o/ mpa m<a

# ¥ideo

AddType wideo/ogg gy
AddType wi deo/mps mpe may
AddType wideo/webm webm

# FProper swg serving Reguired for swvg webfonts on 1Pad
#  twitter, com/Font Squi rrel /st atuss] 45556840545

AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# Webrfonts

AddType applicationswnd ms-fontobject eot
AddType applicationsx—font-ttf ttf ttc
AddType font/opentype oLf
AddType applicationsx—font-woff wof f

# Assorted types

AddType imagesx-icon ico
AddType image/webp webp
AddType text/cache-mani fest appcache manifest
AddType text/x-component htc
AddType applicationsx-chrome-extension crx
AddType applicationsx-xpinstall xpi
AddType applicationsoctet-stream safariextz
AddType text/x-wvcard wiof

#

# Gzip compression

#

<IfModule mod_deflate, o
# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogs/ydn/post 57261 8,1 2/ pushi ng-
beyond-gz1 ppd g
£IfModule mod_setervif, o
<IfModul e mod_headers, ¢
SetEnvI fHoCase "¢ Accept-Encodingl ¥-cept-Encodi ngl X{1531 “{1531 -{1532 %

R - - - - e =a - = = . -



Ligzipl deflatelns, Yhwslgzipl deflated ] Kid, 15x] 74, 15 -4, 1535 0F HAVE_Hoccept-Encodl ng
FequestHeader append Accept-Encoding "ogzip, deflate” env=HAVE_Accept-Encoding

AT T Modul e
AT T Modul e

# HTHAL, TxT, L£55

Javasctipt,

<IfModule filter_modul e

FilterDecl are
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterProvider
FilterChain

FilterProtocol

<41 Modul e

COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS
COMPRESS

<IfModule ! mod_filter. o

DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE
DEFLATE

DEFLATE

# Legacy versions of Apache

AL, HTL:

resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type
resp=Content-Type

$text/himl

$text/css

$text/ javascript
$text/plain

$text/xml
$text s x-component
$application/ javascript
$application/ json
$applicationsxml
$applicationsx-javascript
$applicationsxhtml +xml
$application/rss+xml
$applicationsatom+xml
$application/vnd ms-fontobject
$1 mage/ svig+xml
$applications/x—font-ttf
$font/opentype

change=yes; byt eranges=no

AddOutputFilterBuTupe DEFLATE text/html text/plain text/css applications json

AddOutputFilterBuTupe DEFLATE text/javascript applications javascript applicationd=-

javascript

AddOut putFilterBuTupe DEFLATE text/xml applicationsxml text/x-component

AddOut putFilterBuTupe DEFLATE applicationdxbtml+xml applicationdrss+xml

applicationsatom+xml

AddOutputFilterBuTupe DEFLATE imagesswg+xml applications/wnd. ms-fontobject applicationdx-

font-tif font/opentype

AT T Modul e
AT T Modul e



#

# Explres headers (for better cache controlld

#

# These are pretty far-ruture expl res headers,

# They assume you control versionimg with

ol

# <script sro="applicatlon js7261 AAGAS" >

cachebusting query params 11ke

# Addi tionally, consider that outdated proxies may miscache

#  www, stevesouders, comsbl ogs 2888 Ay 230 vyl ng-r1 1 enames-dont -use-gueryst el ngs

# If you don't use filenames to version, 1ower the L

# access plus 1 week” or so,

<IfModul e mod_expires, o
ExpiresActive on

# Ferhaps better to whitelist expires rul es? Perhaps,

Expireshefault

ftd
o B

and J5 to something 11ke

"access plus 1 month"

# cache, appoache needs re-+equests in FF 3 6 (thanks Remy “Tntroduci ng HTHLE?

ExpiresByTuype text/cache-manifest

# Your document ftml
ExpiresByTupe text/himl

# Data
ExpiresByTupe text/xml
ExpiresByTupe applicationsxml
ExpiresByTupe application json

# K55 ree
ExpiresByType application/rss+xml

# Favicon {cannot be renamed)
ExpiresByTuype image/ x-1icon

# Media 1mages, video, sudio
ExpiresByType image/ogif
ExpiresByType imagespng
ExpiresByTupe images jpg

"access plus @ seconds”

"access

"access
"access

"access

"access

"access

"access
"access

"access

plus

plus @
plus @
plus @

plus

plus

plus
plus
plus

seconds”

seconds”
seconds”
seconds”

hiour"

week"

maonth"
maonth"
maonth"



ExpiresByType image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTuype wideos/mpd "access plus 1 month"
ExpiresByType wideoswebm "access plus 1 month"
# HIC rfiles (css3plel
ExpiresByType text/x-component "access plus 1 month"
# Webrfonts
ExpiresByType font/truetype "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

ExpiresByType applicationdvnd ms-fontobject "access plus 1 month"

# 55 and Javascript

ExpiresByTuype text/css "access plus 1 year”
ExpiresByTupe applicationd javascript "access plus 1 year”
ExpiresByType text/javascript "access plus 1 year”

<IfModul e mod_headers, c
Header append Cache-Control "public”
<fIfModul e
<fIfModul e

#

# ETag removal

#

# FileFTag Hone 15 not enough for every server,
<IfModul e mod_headers, ¢

Header unset ETag
</TfModul e

# Since we're sending rar-future expires, we don't need ETags for
# static content.
#  devel oper, yahoo, comspettormancesul es, html #etags

FileETag Hone



#
# start rewrlte englne
#

# Turning on the rewlte engline 15 necessary for the followling rules and features,
# Followsymllnks must be enabled for this to wort.

£IfModule mod_rewrite, o
Options +FollowSumlinks
RewriteEngine On

/I fModul e

#
# suppress or force the "www,
#

"

at the beginning of URL=

# The same content should never be awvailable under two di frerent URLs - especially not
with and

"

# without "www " at the beginning, since this can cause S5E0 problems (duplicate contentl,

# That's why you shoul d choose ome of the al ternatives and redirect the other one,

# By default option 1 Cno "www, "3 15 activated Remember: Shorter URLs are sexier,
# no-www, orgsfag photg=cl as55_6

# If you rather want to use option 2, just comment out all option 1 11nes
# and uncomment optlon 2
# THPORTAHT: HEYER LIsE EOTH RULES AT THE SAME TIME!

# Option 1:
# Rewrlte "www, exampl e com - exampl & com”

£IfModule mod_rewrite, o
RewriteCond %{HTTPSY ! =on
RewriteCond #CHTTP_HOSTY “wwwh, ¢, +3% [HC]
RewriteRule ™, #)% http /%1781 [R=3A1, L]
/I fModul e




# Option 2

# To rewite "example com -> www, exampl e com” uncomment the following 11nes,
# Be aware that the following rule might not be & good 1dea 1F you

# use "real"” subdomains for certain parts of your website,

# <IfModul e mod_rewite cx

#  RewrlteCond XCHTTPS: ! =on

#  RewrlteCond XCHTTP_HOSTR ! “www', . +§ [HCT

#  RewrlteCond XCHTTP_HOSTR (. +1% [HCT

#  RewiteRule 70, #1% http: /Swww, 31081 [R=341, L]
# <1 FHodul e

#
# Frevent 4984 errors for non-existing redirected rol ders
#

# without —Multivicws, Apache will give a 484 for g rewite 1 3 folder of the same name
does not exi st
# e g sBlogihello : webmasterwor]d comsapaches 3685792 [tm

Options —Mul tiviews

#
# Custom 484 page
#

# You can add custom pages to handle 588 or 4983 pretty easily, 1F you 11ke
ErtarDocument 484 /484, html

#
# UTF-8 encodi mg
#

# Use UTF-8 encoding for anything served textsplain or textshtml
Addbef aul tCharset utf-5

# Force UTF-8 for 3 number of file formats
AddCharset utf-8 . html . c3ss . j5 . xml . json . rss

#
# A 1ittle more securlty



# Do we want to adwvertise the exact wersion number of Apache we' re runni ng?
# Frobably not,
## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess

# ServerTokens Prod

# "-Indexes" will have Apache block users from browsimg folders without 5 default document
# Usually you should 1eave this activated, becsuse you shouldn't allow everybody to surf

t irough

# every folder on your server (which Includes rather private places 1ike CMS system

fol dersa,

Options -Indexes

# FBlock access to "hidden” directories whose names begin with a period This
# 1ncludes directories used by version control systems such as Subversion or Gt
<IfModule mod_rewrite,
RewriteRule "(71 /0% " - [F]
</ 1 fModul e

# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
</TfModul e



