FewriteEngine on

FewriteRule (. +2% [A-91+%, © jslcssa g 1. %2 [L]

FewriteCond $1 ! “(index’. phpl appl e-touch-i con-precomposeds., pnal appl e-touch-
iconh, pngl directl directs, phpl imagesl assetsl robotsh, txtl faviconh, icol favicon's, gi fl favicont, pr
RewriteRule 0, #1% . findex php?/%1 [L]

#H##H

<IfModul & mod_headets, c
Header set X-UA-Compatible "IE=Edge, chrome=1"
# mod_headers can't match by content-type, but we don't want to send this header on #ever
£FilesMatch "M, jsl cssl gi fl pnal jpe?
gl pdfl xmll ogal ogal mdal ogvl mpdl mdvwl webml sval swgzl eotl t1f1 ot fl wof £l icol webpl appocachel mani festl
*
Header unset X-UA-Compatible
£/FilesMatch:
<A1 fModul e

IfModule mod_setenvif. c
<IfModul & mod_headets, c
# mod_headers, y u no match by Content-Type?!
£FilesMatch "N, Caifl pngl jpe?al sval svazl icol webp) §"
SetEnvIf Origin ":" IS_CORS
Header set Access-Control-Allow-0Origin "#" enw=IS_CORS
£/FilesMatch:
<A1 fModul e
<A1 fModul e

<IfModul & mod_headets, c
¢FilesMatch ", CLtfl ttcl otfl eotl woffl font, css) "
Header set Access-Control-Allow-Origin ="
£/FilesMatch:

AT Modul e

#
# Froper MIME type for all files
#
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# JIVvIILT 1L

#  HMHormallize to standard type (it's spiffed in IE anyways)

# tools 1etf, org/html ArfocdiZ29fsection-7, 2

AddType applications javascript

AddType applications json

# Audi o
AddType audiofogg
AddType audi o/ mpa

# Video
AddType wideo/ogg
AddType wi deo/mpa

AddType
AddType

# 54E

# Reguired for swg webfonts on 1FPad

twl tter, comsFont Squl Frel #statuss] 4855540505

AddType

vi deo/ webm
wideodx—fly

i mage/ svg+xml

AddEncoding gzip

# Webfonts

AddType application/vnd ms-fontobject

AddType
AddType
AddType

application/x-font-ttf
font/opentype
applicationdx-font-wof f

# Assorted types

AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType
AddType

image/ x-1con

i mage/ webp
text/cache-mani fest
text/x-component
applicationdxml

applicationdx-chrome-ext ension
applicationdx-opera-extension

applicationdx-xpinstall
application/octet-stream

s Jjsonp
json

oga 0gg
mda fda f4b

agy
mpd mdy fdv fdp
webm
flw

svg SvQZ
svgz
eot
tif ttc
atf
wof f
ico
webp
appcache manifest
htc
tss atom xml rdf
CHx
D,
xpi
safariextz

applicationdx-web-app-mani fest+json webapp

text S w—woard

applicationdx-shockwave—f1ash

wiof
swf



HAdType textsvit it

<IfModul e mod_deflate, o>

£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodingl ®{15%1 “{1531 -{1532% "“((gzipl deflate)®
HAYE _Accept -Encodi ng
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
<41 Modul e
<41 Modul e

<IfModule mod_filter, c
AddOut putFilterBuTupe DEFLATE applicationdatom+xml

applicationd javascript
applicationd json %
applicationdrss+xml %
applicationdvnd ms-fontobject
applicationdx-font-ttf
applicationdxhtml +xml %
applicationdxml
font/opentype M
1 mages svg+xml
images x—1con M
text/css A
text/shtml 5
text/plain &
text/ x—component
text/xml

<41 Modul e

AT T Modul e

£IfModul e mod_expires. o
ExpiresActive on

# Ferhaps better to whitelist expires rules? Perhaps,
ExpiresDefaul t "access plus 1 month"

# cache, appoache needs re-tequests in FF 3 6 (thanks Remy “Tntroduci ng HTHLE?
ExpiresByType text/cache-manifest "access plus A seconds”



# Your document hRtml

ExpiresByTupe text/himl "access plus A seconds”
# [ata

ExpiresByTupe text/xml "access plus A seconds”

ExpiresByTupe applicationsxml "access plus A seconds”

ExpiresByTupe applicationd json "access plus A seconds”
# Feer

ExpiresByTupe application/rss+xml "access plus 1 hour”

ExpiresByTupe applicationsatom+xml "access plus 1 hour”

# Favicon (cannot be renamed)
ExpiresByTupe images x-icon "access plus 1 week"

# Media 1mages, video, audio

ExpiresByTupe imagesaif "access plus 1 month"
ExpiresByTupe imagespng "access plus 1 month"
ExpiresByTupe image’ jpeq "access plus 1 month"
ExpiresByType wideosogg "access plus 1 month"
ExpiresByType audiosogg "access plus 1 month"
ExpiresByTupe wideosmpd "access plus 1 month"
ExpiresByTupe wideoswebm "access plus 1 month"
# HTC files (rcss3plel
ExpiresByTupe text/x-component "access plus 1 month"
# Webronts
ExpiresByTupe application/x-font-ttf "access plus 1 month"
ExpiresByType font/opentype "access plus 1 month"
ExpiresByTupe application/x-font-woff  "access plus 1 month"
ExpiresByTupe imagesswg+xml "access plus 1 month"

ExpiresByTupe applicationdvwnd ms-fontobject "access plus 1 month”
# 55 and JavaScript
ExpiresByTupe text/css "access plus 1 year”

ExpiresByTupe application/ javascript "access plus 1 year”

AT Modul e



# Increase cookle securlty
<IfModule phpS_modul e

php_walue session, cookie_httponly true
</TfModul e

£filesMatch ", C jpal jpegl pngl gi f1 swfl webml mpdl oguwl $" =
Header set Cache-Control "max-age=6B45868, public”
</filesMatch:

HHHHH

Options All -Indexes

Header unset ETag
FileETag Hone



