# BEGIH WordFress

£IfModule mod_rewrite. o

FewriteEngine On

RewriteBase /

RewriteRule “indexh, php$ - [L]

FewriteRule “css/(, #) Swp-content/themes/roots/css/$1 [0SA, L]
RewriteRule "“js/(, #) fwp-content/themes/rootss js/$1 [0OSA, L]
RewriteRule “img/c, #) Jwp-content/themes/roots/img/$1 COSA, LI
RewriteRule “pluginsd/C, #) Jwp-content/plugins/$l [QSA, L]
FewriteCond ¥{REQUEST_FILEMAMEY ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

RewriteRule . /index php [LI

<A1 fModul e

#
# Better website experience for IE users
#

# Force the 1atest IE wersion, In varlous cases when 1t may fall back to TE7 mode
# i thub, comst-a115/1-31 1 5/commi t./1 23eb25#commi t comment -11 5926

# Use ChromsFrame 1f 1t's installed for a better experience for the poor TE folk

£IfModule mod_setenvif. o
<IfModul & mod_headets, c
BrowserMatch MSIE ie
Header set X-UR-Compatible "IE=Edge, chrome=1" env=ie
<A1 fModul e
<A1 fModul e

<IfModul & mod_headets, c
# Because X-UA-Compatible 1sn't sent to non-IE (to save header bytess,
# We need to 1nform proxies that content changes based on UA
Header append Yary User-Agent
# Cache control 15 set only IF mod_headers 15 enabled, so that's unncessary to declare
<A1 fModul e

#
# Cross-domain AJAX requests
#

# Serve cross-domaln &jax requests, di sabled,

AL - T - -——— -



# Ergol e=Lor s, Oryg

# code googl e comspshitml Bsecurl tuswl K1/Cross0rT gl nRequest Securl ty

£

<1 fHodul & mod_headet-s, cx

.. n

Header set Access-Control -ALlow-0rigin "+
<1 FHodul g

B R

#

# Webfont access
#

# Allow access from all domalns for webfonts,
# Alternatively you could only whitellst your

# subdomains 11ke "sub, domai o, com”,

<FilesMatch "%, Ctifl otfl eotl woffl font, cssag" >
<IfModul e mod_headers, o

Header set Access-Control-Allow-Origin "=

</ fModul e
£/FilesMatch:
#
# FProper MIME type for all files
#
# Audi o
AddType audiofogg oga o0gg
AddType audi o/ mpa m<a
# Video
AddType wideo/ogg gy
AddType wi deo/mpa mpe may
AddType wideo/webm webm

# FProper swg serving Regulred for swg webfonts on 1Pad
#  twitter, comsFontsgul rel /st at ussl 455589055

AddType i mage/ svg+xml v SWOZ
AddEncoding gzip SWOZ

# Webrfonts
AddType applicationswnd ms-fontobject eot



HddTupe applicatlonsdx-font-ttf Lttt ttc
AddType font/opentype ot f
AddType applicationsx—font-woff wof f

# Hzsorted types

AddType imagesx-icon ico

AddType image/webp webp

AddType text/cache-manifest appcache manifest

AddType text/x-component htc

AddType applicationsx-chrome-extension crx

AddType applicationsx-xpinstall xpl

AddType applicationsoctet-stream safariextz

AddType text/x-wvcard wiof

# ______________________________________________________________________
# Gzip compression

# ______________________________________________________________________

<IfModul e mod_deflate, o>

# Force deflate for mangl ed headers devel oper, yahoo, comsbl ogssydn/post s/261 8,1 2/ pushi ng-
beyond-gz1 ppl ngs
£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{1531 “{153]1 -{1532 %
“{gzipl deflaterts, ?halgzipl deflate) ¥ ¥id, 1331 “{4, 133 -{4, 1332 % HAYE_Accept-Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
<41 Modul e
<41 Modul e

# HTHL, TXT, C55 JavasScript., J50M, XML, HTC:

¢IfModule filter_module:
FilterDeclare  COMPRESS
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/html
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $text/css
FilterProvider COMPRESS DEFLATE resp=Content-Tuype $text/javascript
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $text/plain
FilterProvider COMPRESS DEFLATE resp=Content-Type $text/xml
FilterProvider COMPRESS DEFLATE resp=Content-Type $text/x-component
FilterProvider COMPRESS DEFLATE resp=Content-Type $applications javascript
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applications json



FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationdxml
FilterProvider COMPRESS DEFLATE resp=Content-Tupe $applicationdx-javascript
FilterChain COMPRESS
FilterProtocol COMPRESS DEFLATE change=yes; byteranges=no

<A1 fModul e

£IfModule !mod_filter. c»

# Legacy wversions of Apache

AddOut putFilterByTupe DEFLATE text/html text/plain text/css applications json

AddOut putFilterBuTupe DEFLATE text/ javascript applicationd javascript applicationdx-
javascript

AddOut putFilterByTupe DEFLATE text/xml applicationsxml text/x—component
<A1 fModul e

# Webronts and 56
£FilesMatch "N, Ctiflotfl eotl swgd g" >
SetOutputFilter DEFLATE
£/FilesMatch:
<A1 fModul e

£

Stop screen flicker In IE on C55 rollovers

# The following directives stop screen flicker in IE on C55 rollovers - In

£

combination with the "ExplresByType” rules for Images (see abovel, If

£

needed, un-comment the following rul es

Browsertlatch "MSIE" brokenvary=I
Browsertlatch "Mozillasd, [A-9102" brokenvary=1
Browsertlatch "Opera” ! brokenvary

O OR W W

SetEnvif brokenvary 1 force-no-vary

#
# Cookie setting from Iframes
#

# Allow cookies to be set from Iframes (for TE onlyl

# If needed, uncomment and specify a path or regex 1n the Locatlion directive

# <IfHodul & mod_headers, cx



# <Location />

# Header set P3P “policoref=V" wic/p3p xml ", CP=\"IDC DSP COR ADM DEYI TAIT PSA P50
IRl T¥Di COWD HIS OUR THD CHTY™"

#  </Location:

# /T fModul e

#
# Frevent 550 cert warnl ngs
#

# Rewrite secure requests properly to prevent 550 cert warnings, e g prevent
# https: < Swww, domai i com when yow cert only allows https: A secure, domal n com
# Uncomment the followimg 1ines to use this featurs

# <IrModul & mod_rewite c:

#  RewrlteCond XSERYER_FORTH ! 7443

#  RewrlteRule (. #1 https /7sexampl e-domal n-pl ease-change-me coms$1 [R=3A1, L]
# /T fModul e

#
# Frevent 484 errors for non-existing redirected fol ders
#

# without —Mul tiviews, Apache will give a 484 for 3 rewite 1 3 folder of the same nams
does not exi st
# e g sBlogihello : webmasterwor]d comsapaches 36685792 htm

Options -Multiviews

#
# UTF-8 encodi mg
#

# Use UTF-8 encoding for anything served textsplain or textshtml
AddDef aul tCharset utf-5

# Force UTF-8 for & number of fi1le formats
AddCharset utf-3 . html . css . js . xml | json . rss

#
# A 1ittle more securlty




# Do we want to advertise the exact wersion number of Apache we're runnl ng?

# Frobably not,

## Thi=s can only be enabled 1f used in httpd conf - It will not work In . htaccess
# ServerTokens Frod

U

# "-Indexes" will have Apache block users from browsimg folders without 5 default documsnt
# Usually you should 1eave this actlvated, because you shouldn't allow everybody to surf

t hrough

# every folder on your server (which Includes rather private places 11ke CMS system

fol dersa,

Options -Indexes

# Block access to "hidden” directories whose names begin with a period This
# 1ncludes directories used by version control systems such as Subversion or Gt
£IfModule mod_rewrite, o
RewriteRule "C7°1 /% " - [F]
/I fModul e

# If your server 15 not already configured a5 such, the followlng directive
# should be uncommented In order to set PHP's register_global s option to OFF,
# Thi=s closes 3 major security hole that 15 abused by most %55 (cross-site

# scripting) attacks, For more Information: http s/pho. netsregl ster gl obal 5
#

# IF REGISTER_GLOBALS DIRECTIYE CALISES 568 ITNTERHAL SERYER ERRORS :

#

# Your server does not allow PHP directives to be set via . htaccess, In that
# case you must make this change In your php ind file instead If you are

# using a commercial web host, contact the adminl strators for assistance 1n
# doimg this Mot all servers allow local php Inl files, and they shoul d

# include all PHP configurations (not just this onel, or you will effectively
# reset everything to PHP defaul ts Consul towww, php. net for more detal led

# information about setting FHP directives

# php_rlag register_global s OFfF

# Fename session cookle to something else. than PHPSESSID
# php_wal ue sess1on. name =1d

# Do not show you ae using php



# php_rlag expose_php OFF

# Level of log detail - 1og all errors
# php_value error_reporting -1

# Write errors to log file
# phpo_rlag 1og_errors On

# Do not display ervors In browser (production - OFF, devel opment - Ond
# php_rlag di splay_errors OFF

# Do not di splay startup errors (production - OFF, dewvel opment - Ond
# php_rlag display_startup_errors OFF

# Format errors in plain text
# php_rlag html_egrrors OFF

# Show mul tiple occurrence of error
# php_rlag 1gnore_repeated_ertors OFF

# Show same ertors from di frerent sources
# php_rlag 1gnore_repeated_source OFF

# 5ize limit for error messages
# php_value 1og_errors_max_len 1824

# Don't precede error with string (doesn't accept empty string use whitespace 17 you
need?

" "

# php_val ue error_prepend_strimg

# Don't prepend to ervor (doesn't accept empty string use whitespace 1F you need)

" "

# php_wval ue error_append_string

# Increase cookie securlty
<IfModule phpS_modul e
php_value session, cookie_httponly true
<A1 fModul e
# EHD HWordFress



