# BEGIH WordFress

£IfModule mod_rewrite, o
FewriteEngine On

RewriteBase /

FewriteRule “indexh. phpd - [LI
FewriteCond ¥{REQUEST_FILEMAMEY ! -f
FewriteCond ¥{REQUEST_FILEMAMEY ! -d
FewriteRule . findex php CL]

<A1 fModul e

# EHD WotrdFPress

£IfModule mod_rewrite, o
FewriteEngine On
# Protect wp-1ncludes
FewriteRule “wp-adminsincludess - [F]
FewriteRule ! “wp-includes/ - [5=3]
FewriteCond #¥{SCRIPT_FILEMAMEY !0, #)wp-includes/ms-files, php
FewriteRule “wp-includess/["/1+\, phps - [F]
FewriteRule “wp-includes/ js/tinumcesl angss. +\. php - [F]
FewriteRule “wp-includesstheme-compats - [F]
# [0isable PHP In Lpl oads
FewriteRule “wph-content/upl oads/. =\, (7 phpll1-6171 phtl phtml 2% - [HC, F]
# Filter Reguest MHethods
RewriteCond ¥{REQUEST_METHODY ¢ TRACE! DELETEI TRACK) L[HCI
RewriteRule ™ % - [F]

<A1 fModul e

# autoriser 13 compression gzip 51 DEFLATE HE FOMCIOMHE FAS
£ifModul e mod_gzip. o

mod_gzip_on Yes

mod_gzi p_dechunk ‘Yes

mod_gzip_item_include file . Chitml 7l txtl cssl jsl phpl pla%
mod_gzip_item_include handler “coi-script$
mod_gzip_item_include mime “text/. =

mod_gzip_item_include mime “applicationsx-javascript, =
mod_gzip_item_exclude mime “images. *

mod_gzip_item_exclude rspheader “Content-Encoding . #gzip. +
£/1 fModul e
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# CXLINE [12JUEN S

<IfModul e mod_

ExpiresActive

gxpires, o
on

Expireshefault "access plus 7208 seconds"

ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

text/css "access plus 684388 seconds"

text/html "access plus 7208 seconds”
application/xml "access plus 7208 seconds"
text/xml "access plus 7288 seconds"
applicationd json "access plus 7208 seconds"
applicationdxhtml +xml "access plus 7208 seconds"

text/javascript "access plus BR48AA seconds"
application/ javascript "access plus BE48AA seconds"
applicationdx-javascript "access plus BR48AA seconds"

applicationdx-shockwave-flash "access plus 2592808 seconds

applicationdatom+xml "access plus 1 hoor"
application/rss+xml "access plus 1 hour”

image/ jpg "access plus 1 months"
image/ jpeq "access plus 1 months"
image/png "access plus 1 months"
image/gif "access plus 1 months"

AddType imagesx-icon . ico

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe

ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
ExpiresByTupe
<SIfModul e

image/ico "access plus 1 months"
image/icon "access plus 1 months"
image/x-icon "access plus 1 months"

applicationdx-font-ttf "access plus 1 month"
font/opentype "access plus 1 month"
application/x-font-woff "access plus 1 month"
image/svg+xml "access plus 1 month"
application/font-woff2 "access plus 1 month"
applicationd/font-woff "access plus 1 month"
application/vnd ms-fontobject "access plus 1 month”

# Cache-Control Headers

<Ifmodule mod_

headers, o



BrowserMatch MSLE 15-msle

Header set X-UUA-Compatible IE=edge enwv=is-msie

Header unset ETag

Header set wary " Accept-Encoding”

Header append wary "lUser-Agent”

Header append Cache-Control "public”

Header append Connection “Keep-Aliwve"

Header append Keep-Aliwve "timeout=5, max=1B8"
£FilesMatch "N, C(icol jpet?gl pngl gi f1 swfl gzl t1f1 svwqgl eotl wof f1 pdf| mpdl mpegl avil sval wof fE)$" >
Header set Cache-Control “max-age=31536686"
£/FilesMatch:

<filesmatch "N, (cssl js1g"s

Header set Cache-Control “max-age=6B43668, public”
</filesmatch:

<filesmatch "% Chtmll htmy "

Header set Cache-Control “max-age=72868, must-rewvalidate"
</filesmatch:

<filesmatch "%, Cpll phpl coil spll scoil fogl 2 g

Header unset Cache-Control

</filesmatch:

# disallow site to be 1n 1frame or clickjacking attack
Header always set X-FRAME-OPTIOHS SAMEORIGIH

</ T fmodul e

# KILL ETAGS
FileETag none

<files . htaccess:
<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e
<IfModule ! mod_authz_care, c
Order allow, deny
Deny from all
<41 Modul e
/files:
<files readme. html:
<IfModul e mod_authz_care, c
Fequire all denied
<41 Modul e
<IfModule ! mod_authz_care, c



Order allow, deny
Deny from all
<A1 fModul e
£/files:
<files readme, txt:
<IfModul e mod_authz_core, c
Require all denied
<A1 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<A1 fModul e
£/files:
<files install. php:
<IfModul e mod_authz_core, c
Require all denied
<A1 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<A1 fModul e
£/files:
<files wp-config php:
<IfModul e mod_authz_core, c
Require all denied
<A1 fModul e
<IfModule ! mod_authz_core, c
Order allow, deny
Deny from all
<A1 fModul e
£/files:

Options -Indexes



