#H#
#f Security Enhanced & Highly Optimized . htaccess File for Jooml !

#ft automatically generated by Admin Tool s ADMIHTOOLS_YERSIOW on 261 2-87-26 16: 82 12 GHT
#a Aut o-detected Apache version: £ 2 (best guess)

#H#
#H#
### The contents of this file are based on the same suthor' s work "Haster

##et . htaccess", published on http: /7sni pt. netsni kosdi onet he-mast er-ht access
#H#

## Admin Tools 15 Fres Softwsre. di stributed under the terms of the GHU
###t General Public License wersion 3 or, at your option, any 1ater version
###t publi shed by the Fres Software Foundation,

#H#
ggg LTI LI Prprrrrrrrr IFORTANT PR nrrrrrr g
###t 1! Il

#pg 11 If you get an Internal Server Evtor 508 o a blank page when trying 1
## !l to access your site, remove this file and try twesking its settings !/
##g !l In the back-end of the Admin Tools component, Iy
### 'I 'I 'I 'I

#H#

#asst Rewrl tefngi ne enabl ed - BEGTH
RewriteEngine On
#ass Rewrl tefngi ne enabl ed - EHD

His Fewrl teBase set - BEGIH
RewriteBase /
Hipss Rewrl teBase set - EMD

#iasy File execution order -- BEGIH
Directoryl ndex index. php index html
#ipse F1le execution order -- EHD

#ass Mo directory 11stings —— BEGIH
IndexIgnore

Options ALl -Indexes

#ass Mo directory 11stings —— EHD

#ass Redi rect index, php to / —— BEGIH

Fice el L o™ e d WrTHIE AESLIESTS L S mdeT



FEWr 1l LeLurg
RewriteCond
RewriteCond
RewriteRul e

SUIAC_ECEWUCE D1 Fual

Z{THE_REQUESTY “[A-Z1{3, 93% /indexh. phpy HTTR/
ESERVER_PORT s " 443:0s)| [B-91+x50 %

“indexh, php$ httpis: //stagingj2sl, jooml ackeditor, comd [R=3A1, L]

#ass Redirect index, php to # —- EHD
#asst Rewrlte rules to block out some common explolts -— BEGIH

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteRul e

ZLOUERY _STRIMGY proc/self/environ [OR]

ZLOUERY _STRIMGY mosConfig_[a-zR-Z_1<1,213(=%¥30) [OR]
ACOUERY_STRIMGY basebd_enl delcodeh(, 42 [OR]

ECOUERY _STRIMGY ©<I #3C), #script, x| #3E) [HC, ORI
ECOUERY_STRIMGY GLOBALSC =1 %L1 %¥LE-9A-2146, 23 [OR]
FLOUERY _STRIMGEY _REQUESTC=I A1 WELB-9A-Z14{6, 232

. % index, php [F]

#ast Rewrite rules to block out some common explolts -— EMHD

s File 1

RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteRul e

s File 1

#ast Advanced serwver protection rul s exceptions -- BEGIH

RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e

njection protection —-- BEGIH

WL REQUEST_METHODY GET

WLOUERY _STRIMGY [a-zR-28-9_1=http /¢ [OR]

WLOUERY _STRIMGY [a-zR-28-9_1=C%, N, A570+ [OR]
HLOUERY _STRIMGY [a-zR-28-9_1=/C[a-zB-9_ 17771+ [HC]
% — [F]

njection protection —— EHD

“admi ni strators/component s/ com_akeebah /restoreh, phpg - [LI
“admini strators/component s/ com_admi ntool s/ restores, php$ - [L]
“pluginsh/edi torshy jokedi tors/installv/indexh, php$ - [L]
“pluginsh/edi torsh/ jokedi tors/fiel dsh/combot, phpd - CL]
“pluginsh/edi torsh/ jokedi tors/plugi ns/ jtreelinks/dialogss/initializeh, phps - [
“pluginsh/edi torsh/ jokedi tors/plugli ns/ jtreelinks/dial ogss/1inkss, php$ - [L]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jfilebrowser s core’ S connect ors /S php' / conng
“pluginsh/edi torsy/ jokedi tors/plugi ns'/ jokexpl orert /i ndex’, phps - [L]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jokexpl orers/ phpt humb® / phpThumb®, php$ - [
“pluginsh/edi torsh/ jokedi tors/plugl ns'/ jokexpl orers/view_detailss, php$ - [L]
“pluginsh/edi torsh/ jokedi tors/plugli ns'/ jokexpl orers/view_tiless, php$ - [L]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jokexpl orers/view_contents, php$ - [L]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jokexpl orers/view_listh, phps - [L]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jokexpl orers/view_images_largeh, phps - [
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jokexpl orers/view_images_small®, phpg - [
“pluginsh/edi torsh/ jokedi tors/plugi ns'/ jokexpl orers/fil e_specsh., php$ - [L]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jokexpl orers/ swfupl oad fupl oads, phpg - [
“pluginsh/edi torsh/ jokedi tors/plugl ns'/ jokexpl orersfactionss, phps - [L]



Fewrl tekul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteRul e
RewriteCond
RewriteCond
RewriteRul e
RewriteCond
RewriteCond
RewriteRul e
RewriteRul e

“pluglnsy/edl torsy/ Joked tory/pluglnsy /s Jokexpl orers /s processy, phpd - LLI
“pluginsh/edi torsy/ jockedi tors/plugli ns'/ jockexpl orert/closes, phps - [L]
“pluginsh/edi torsy/ jockedi tors/plugl ns'/ I mageManagers/ manager. php$ - [L]
“pluginsh/edi torshs/ jokedi tors/plugl ns' /I mageManager™. /i magess., phps - [L]
“pluginsh/edi torshy/ jokedi tors/plugl ns' /I mageManager./ t humbss, phps - CL]
“pluginsh/edi torsh/ jokedi tors/plugl ns'/ I mageManager /s edi tors, phps - CL]
“pluginsh/edi torsy/ jokedi tors/ plugl ns'/ I mageManager™/ edi t orFrames., php$ - [L]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ j1inks/di al ogsh/ suggests., php$ - [L]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jaut osaves/ aut osaveh, phpg - [LI
“pluginsh/edi torsh/ jockedi tors/plugl ns'/text transl ateh/gotransl ateh, phpg - [LI
“pluginsh/edi torsy/ jockedi tors/plugl ns'/ atdckedi tor / proxygs., phps - CL]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ aspel 14/ spel 1 erpages’./ server-scri pt i/ spe
“pluginsh/edi torsh/ jockedi tors/plugl ns'/ jal 1 videosh/di al ogsh/eventh, phpg - [LI
“pluginsh/edi torsh/ jokedi tors/plugl ns'/ jsimpl el magegal 1 eryh/di al ogsh/event s, phps
“pluginsh/edi torsy/ jockedi tors/plugl ns'/articl eprevi ew’ /1 ndexh, php$ - [L]
“pluginsh/edi torsh/ jokedi tors/ typographys A tupographyt., phpd - CL]

“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jal 1 vi deosh/di al ogsh/updat emedi at upe’., phy
“pluginsh/edi torsh/ jokedi tors/plugl ns'/ GeSHL %/ di al ogsh., di al og., php$ - CL]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ GeSHL %/ di al ogsh/di al ogh., php$ - CL]
“pluginsh/edi torsh/ jokedi tors/plugl nsh/ jdocl inks/paramss, configd - [LI
“pluginsh/edi torsy/ jokedi tors/plugl ns'/i mageresi ze\ /1 mageresi zeh, php$ - [LI
“pluginsh/edi torsy/ jockedi tors/plugl ns'/i mageresi ze\ s/ si mpl el mage. php$ - [LI
“pluginsh/edi torsyy jockedi tors/plugi nss/htmlfil tersh/ajaxfil tersh, phpg - [LI
“pluginsh/edi torsyy jockedi tors/plugi nss/html fil tersh/hel perhs/hel pers, phps - CL]
HCREQUEST_FILEMAMET ! <5, phpl $

HREQUEST_FILEMAMEY -f

“pluginsh/editorsh/ jockedi tors/installs - CL]

HCREQUEST_FILEMAMET ! <5, phpl $

HREQUEST_FILEMAMEY -f

“pluginsh/edi torshy jokedl tors s, b s v WA A filess - [LD

“templ ates\/your_templ ate_name_here; - [L]

##tay Advanced server protection rules exceptlions -—- EHD

#Htiy Advanced server protection -- BEGIH

RewriteCond
RewriteRule

ELOUERY _STRIMGY “=PHPL a-fB-91{8}-[ a-fB-91{d3-[ a—fB-91{d}-[ a—-fB-9] {43 -[ a-TE-91{1:
¥ — [F]

## FBack-end protectlon

RewriteRule
RewriteRule
RewriteRule

“administrators?$ - [L]
“administrator/indexh, Cphpl btml 2% - [L]
“administrator/index[ 2314, php$ - [L]



FewriteRule “administrator/Ccomponent sl modul esl templ atesl images! plugi ns £, #4,

i jpel jpal jpegl jp2l jpefl prngl i f1 bmpl cssl jsl swfl htmll mpgl mp3l mpegl mpdl avil wavl oggl ogvl x1sl x1s:
RewriteRule "administrators - [F]

## Explicitly allow access only to SPL-RPC's xml rpcslndex, php or plain xmlrpes di rectory
FewriteRule “xmlrposCindexs, phpd 7% - [L]

FewriteRule “xmltpc — [F]

## Allow 11mited access for certain Joomla! system directories with client-accessible contel
FewriteRule “(componentsl modul esl templ atesl i magesl pluginsl medi al 1ibraries) s, #\,

i jpel jpal jpegl jp2l jpefl prngl i f1 bmpl cssl jsl swfl htmll mpgl mp3l mpegl mpdl avil wavl oggl ogvl x1sl x1s:
FewriteRule “(componentsl modul esl templ atesl i magesl pluginsl medi al 1ibraries) /. #indexh, php - L
FewriteRule " componentsl modul esl templ atesl i magesl pluginsl medial libraries)s - [F]

## [1=sallow front-end sccess for certaln Jooml 3! system directories (unless access to thelr
RewriteRule “includessjss - [L]

FewriteRule “(cachel includesl 1anguagel 1ogsl tmp)d - [F]

## [1sallow access to rogus PHP f1l1es throughout the site. unless they are explicitly a11ow
RewriteCond ¥{REQUEST_FILEMAMEX M. phpl %

FewriteCond ¥{REQUEST_FILEMAMEY ! (/index[ 2317, phpi

RewriteCond #{REQUEST_FILEMAMEY -f

FewriteRule o, =\, php)$ - [F]

## [1s3llow access to htaccess txt, php 1ol and conflgueatlon php-di st

Iy

FewriteRule “(htaccessh, txtl configurationt, php-distl phps. ini?$ - [F]
##a# Advanced server protection -—- EHD

#iy Jooml ! core SEF Section -- BEGIM

RewriteRule . # — [E=HTTP_RAUTHORIZATION: #{HTTP: Authorization]

FewriteCond ¥{REQUEST_URIY ! “/indexh. php

FewriteCond ¥{REQUEST_URIY Jcomponent sl /07 T« %, Cphpl html 7l feed pdfl rawl inil zipl jsonl filel
FewriteCond ¥{REQUEST_FILEMAMEY ! -f

FewriteCond ¥{REQUEST_FILEMAMEY ! -d

FewriteRule . # index, php CL]

#iy Jooml ! core SEF Section -— EMD



