## Mo directory 115tings
IndexIgnore

## Can be commented out 1 causes srrors, see notes above
Options +FollowSumlinks

Options -Indexes
## Mod_rewite 1n use
RewriteEngine On

## Begin - Rewite rules to block out =some common expl ol ts,

# If you experience problems on your site block out the operations 11sted bel ow
# This attempts to bBlock the most common type of exploit “attempts to Jooml 3
#

# Block out any script trying to basebd_encode data within the URL.
RewriteCond #{OUERY_STRIMGY basebd_encodel “(1#\([™21+%) [OR]

# Block out any script that Includes a <scriptr tag in LURL

RewriteCond ¥{OUERY_STRIMGY < #3C0CL"s]#s)+cript, =(:| #3E2 [HC, ORI

# Block out any script trying to set 3 PHP GLOBALS variable wia LKL
RewriteCond #{0OUERY_STRIMGY GLOBALSC =l W[I ¥ A-9A-Z14{A, 23 [OR]

# Block out any script trying to modify & _REGQUEST wariable wia LREL
RewriteCond ¥{OUERY_STRIMGY _REQUESTC=I W[I WL A-9A-Z1{A, 232

# Return 483 Forbi dden header and show the content of the root homepage
RewriteRule . # index. php [FI

#

## End - Rewrlte rules to block out some common expl ol ts,

## Fegin - Custom redirects

#

# If you need to redirect some pages, or set 3 canonical non-www to

# www redirect (o vice versal, place that code here Ensure those

# redirects use the correct RewlteRule syntax and the [R=361,L] flags
#

## End - Custom redirects

##
# Uncomment following 1ine 1F your webserver' s URL
# 15 not directly related to physical file paths,
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# Lpogre rogr Jooptl g rrecoory L juso o soror roocd,

##

# Fewrl teBase

## Begin - Jooml 3! core SEF Section.

#

RewriteRule . # — [E=HTTP_RAUTHORIZATIOM: %{HTTP: Authorizationd]

#

# If the requested path and file 1= not <1ndex, php and the reguest

# has not already been internally rewritten to the 1ndex, php script
FewriteCond ¥{REQUEST_URIY ! "/indexh. php

# and the requested path and file doesn't directly match a physical file
RewriteCond #{REQUEST_FILEMAMEY ! -f

# and the requested path and file doesn't directly match a physical fol der
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

# internally rewite the reguest to the 1ndex, php script

FewriteRule . # index php CL]

#

## End - Jooml 5! core SEF Section,

#php_val ue auto_prepend_rile homesal exswww/'cat, 1ocs jbdumpscl 555, jbdump. php
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