#

# Copyright (03 2A14 Aguarl ameCHs <httpe o2 aquarf] ame, orges

#

# This program 15 free software: you can redistribute 1t andsor modi fuy
# 1t under the terms of the GHU General Fublic License as published by
# the Free Software Foundation: either version £ of the License, or

# (at your optiond any 1ater version,

#

# This program 15 distributed in the hope that it will be useful,

# but WITHOUT AHY WARRAMTY: without ewven the 1mplled warranty of

# MERCHAWTAEBILITY o FITHESS FOR A FARTICULAR FLEFOSE.,  See the

# GMHU General Public License for more detalls.

#

# Vvou should have recelved 3 copy of the GHU General Fubllc License

# along with this program: 1f not, wite to the Free Software

# Foundation, Inc., 59 Temple Flace, 5Sulte 338, Boston, MA A2111-1367
#

# [0isable directories 11s5ting 1n browser
Options -Indexes

# Enable compression
# Enabl es compression of data 1nherent PHP to save bandwi dth
php_value zlib, output_compression 16386

# Calcul ating MOS key to add a HIC [Integrity Control Hessage]
ContentDigest On

# Error page <66 G681 G685 69 566 563
ErrorDocument 488 Serrorssd88, php
ErrorDocument 481 Serrorssdal, php
ErrorDocument 483 Serrorssd83 php
ErrorDocument 484 Serrorssd8d, php
ErrorDocument SEE SerrorssoEE, php
ErrorDocument SE3 SerrorssoEZ php

# Blocking malicious bots

RewriteEngine on

RewriteCond #{HTTP_USER_RAGEMTY “BlackMidow [ORI

RewriteCond #¥{HTTP_USER_AGEMT: “Both mailto: craftbot@yahoo, com [OR]
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- “Custo [OR]

- “DISCo [OR]

- “DOC [OR]

- “Downl oads, Demon [ORI
ELHTTP_USER_AGEMT X

“eCatch [OR]

- “EirGrabber [OR]
. "EmailSiphon [OR]
 “Emailllolf [ORI

- "Expresss MebPictures [0R]

- “ExtractorPro [OR]
- “EueMetIE [OR]
- “Fetch [OR]

- “Fl ashizet [OR]
- “GetRight [OR]
 “Getkleb! [OR]
“Gol Zilla [OR]

- "Go-Ahead-Got-It [OR]

. “GrabMet [OR]

- “Grafula [OR]

- “HMView [OR]

- HTTrack [HC, ORI

- "Image’ Stripper [OR]
- "Image’ Sucker [0OR]
- Indu Library [HC, ORI

- "InterGET [OR]

- "Interneths HMinja [ORI

- “JetCar [ORI

- “JOCY Web Spider [OR]

 "KZspider [OR]
- “larbin [OR]
 “linko [OR]
- “LeechFTP [OR]

- “Massh Downloader [OR]
- “Microsoft, URL. Control [OR]

- “MIDownt tool COR]
- “Misterh PiX [ORI
- “MSIECrawler [OR]
- “Mawroad [OR]

- “HearSite [OR]

- “MetAnts [OR]
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“HetSplder [UE]
“Heth Vampire [OR]
“MetZIP [OR]
“MPBot [OR]
“Octopus [OR]
“Offlines Explorer [0ORI
“Offlines Mavigator [OR]
“Pagesrabber [OR]
“Papa’ Foto [ORI
“pavuk [OR]
“pcBrowser [OR]
“Real bownl oad [OR]
“ReGet [OR]
“5iteSnagger [OR]
“SmartDbownl oad [OR]
“SuperBot [OR]
“SuperHTTP [OR]
“Surfbot [OR]
“tAkelut [ORI
“Teleporth Pro [OR]
“UbiCrawler [OR]
“Woil dEYE [ ORI

“Webh Imageh Collector [ORI
“Webh Sucker [OR]
“WebAuto [OR]
“WebCopier [OR]
“WebFetch [OR]
“WebGoy 15 [ORI
“WeblLeacher [OR]
“lebReaper [OR]
“WebSauger [OR]
“Websiteh eXtractor [ORI
“Websitey Quester [ORI
“WebStripper [OR]
“WebWhacker [OR]
“WebZIP [OR]
“Wget [OR]

“Widow [OR]
“WLWOFFLE [OR]
“waldon kebSpider [ORI
“wenu [OR]



Rewri teCond
Rewri teCond
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RewriteRule

“Zao [OR]
“fealbot [OR]
“ZUB0RG [OR]
“Zeus

HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
HCHTTP_USER_AGEHTX
% = [F]

# Anti %55 protection Injection protection

Options +FollowSumlinks

FewriteEngine On

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
RewriteRule
Rewri teCond
RewriteRule
# More

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
RewriteRule

HLOUERY _STRIMGY basebd_encode, M, %) [OR]

ECOUERY _STRIMGY %<l %300, #script, =% #3E) [HC, ORI
FLOUERY_STRIMGY Chel #3Ch, *1iframe, =043 %3E) [HC, ORI
HLOUERY _STRIMGY GLOBALSC=I MO NELB-9R-21418, 230 [OR]
HLOUERY _STRIMGY _REQUESTC=I MO NELB-9R-E14A, 232

“(, #2% index_error, php [F, L]

#LREQUEST _METHODY ¢ TRACEI TRACK)

% — [F]

HCREQUEST _METHOD: GET

ECOUERY _STRINGY [a-zRA-ZB-9_1=http: /¢ [OR]

ECOUERY _STRINGY [a-zR-£B-9_1=0C% M, F4%0+ [OR]
ELOUERY _STRINGY [a-zR-£A-9_1=/Cla-zB-9_. 1//70+ [HC]
% = [F]

# Antl cross site tracing - protection

FewriteEngine On

Rewri teCond
RewriteRul &

# prevent 1mage theft  hotlinking !:

#{REQUEST_METHOD “TRACE
% — [F]

Activate only 1F necessary

#Rewrl tefngl ne on

#Rewrl teCond XCHTTP_REFERER: ! 7%

#Rewr] teCond ZTHTTP_REFERER: ! “http: /' Cwww', 1 7yow-=1 te, com coms, #§ [HCT
#Rewr] teCond ZTHTTP_LSER_AGEHTH ! googl ebot —1 magel msnbot ! psbot ] yaboo-
mmct-awl el caval 1a_botdy [HCT

#Rewri teRule % Cgifl jpgrg - [FJ

# FHP-CGI Yulnerabi 11ty

Rewri teCond
RewriteRul &

ECOUERY_STRIMGY “(#2dl \-1["=1+% [HC]
t,#) - [F,L]

L]l

# Turn on IEG-IE9 %55 prevention tools

Header set ¥-%55-Protection "1; mode=block"



# "end™ Do not remove this comment, Aguarl ameChs will kesp sutomatically the code
outside this comment when . htaccess will be generated again



