# [0isable the server =1gnature

Serversignature OFf

# Compression

<IfModule mod_deflate, c
# Compress HTHL, C55 Javascript, Text, XML and fonts
AddOut putFilterBuTupe DEFLATE applicationd javascript
AddoutputFilterBuTupe DEFLATE applicationsrss+xml
AddoutputFilterBuTupe DEFLATE applicationswvnd. ms-fontobject
AddOutputFilterBuTupe DEFLATE applicationsx-font
AddoutputFilterBuTupe DEFLATE applicationdx-font-opentype
AddOut putFilterBuTupe DEFLATE applicationdx-font-otf
AddoutputFilterBuTupe DEFLATE applicationdx-font-truetype
AddOut putFilterBuTupe DEFLATE applicationdx-font-ttf
AddOutputFilterBuTupe DEFLATE applicationsx-javascript
AddOutputFilterBuTupe DEFLATE applicationsxbtml+xml
AddOutputFilterBuTupe DEFLATE applicationsxml
AddOutputFilterBuTupe DEFLATE font/opentype
AddOutputFilterBuTupe DEFLATE font/otf
AddOutputFilterBuTupe DEFLATE font/ttf
AddOutputFilterBuTupe DEFLATE images swg+xml
AddOut putFilterBuTupe DEFLATE imagesx-icon
AddOutputFilterBuTupe DEFLATE text/css
AddOutputFilterBuTupe DEFLATE text/html
AddOutputFilterBuTupe DEFLATE text/javascript
AddoutputFilterBuTupe DEFLATE text/plain
AddOut putFilterBuTupe DEFLATE text/xml

# Kemove browser bugs Conly needed for really old browsers)
BrowserMatch “Mozillasd gzip-only-text/himl
BrowserMatch “Mozillasdh, BLETE] no-gzip
BrowserMatch “BMSIE ! no-gzip ! gzip-only-text/html
Header append Yary User-Agent
<A1 fModul e

# File caching

£IfModul e mod_expires. o
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Expireshefaul t " access
ExpiresByTupe text/css " access
ExpiresByType applicationd json " access
ExpiresByTuype applicationdxml " access
ExpiresByTupe text/xml " access
ExpiresByTupe imagesx-1icon " access
ExpiresByType text/x-component " access
ExpiresByType text/himl " access
ExpiresByTupe application/ javascript " access
ExpiresByTupe applicationdx-web-app-manifest+json " access
ExpiresByType text/cache-manifest " access
ExpiresByType audiosogg " access
ExpiresByType imagesogif " access
ExpiresByType image’ jpeq " access
ExpiresByTupe imagespng " access
ExpiresByTupe wideosmpd " access
ExpiresByType wideosogg " access
ExpiresByType wideoswebm " access
ExpiresByTupe applicationsatom+xml " access
ExpiresByTupe application/rss+xml " access
ExpiresByTupe applicationdfont-woff?2 " access
ExpiresByTupe applicationsfont-woff " access
ExpiresByType applicationdvnd ms-fontobject " access
ExpiresByTupe application/x-font-ttf " access
ExpiresByType font/opentype " access
ExpiresByTupe imagesswg+xml " access

</TfModul e
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£FilesMatch "%, Cbakl configl distl flalincl inil 1ogl psdl shl sgll swpal ™ g

Fequire all denied
£/FilesMatch:

# [i=able directory browsi mg

Options All -Indexes

# FBasic rewlte rules, stop unneeded FERL bot, block subversion directories



<IfModule mod_rewrlte, c
FewriteEngine On
RewriteRule ™0, /19, svn/ -

[F. LI

ErrorDocument 483 "Access Forbidden"
FewriteCond ¥CHTTP_USER_AGEMTI 1ibwww-perl, =

RewriteRule . — [F, L]
AT T Modul e

# Block guery string exploits

£IfModule mod_rewrite, o
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:
RewriteCond ¥{0UERY_STRIMG:

RewriteCond #C0OUERY_STRIMG: ™
RewriteCond #C0OUERY_STRIMG: ™

RewriteRule ™, #3% - [F,L]
AT T Modul e

Mo NS [HC, OR]

booth. ini [HC, OR]

tagh= [HC, OR]

fiph: [HC, OR]

htiph: [HC, OR]

httpsh: [HC, OR]

mosConfig [HC, OR]

oRONDENTENCI N <l =0 TN =), = [HC, ORD

T U EEE] HET| WACH 3IEI ¥5C1 ¥YBI ¥7C), # [HC, OR]

“L AL EAL EB ECH ¥DIEEN EF1 12T, @), [HC, OR]

#( global 5l encodel configl 1ocal hostl 1 oopback), = [HC, OR]
#( request| select!| insert!| unionl decl arel drop). # [HCI



