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£IfModul e mod_setenvif. o
## [i=sable this user-agents

n A

SetEnvI fHoCase User-Agent " “Clget] ari a2l HOD32vi ewl perll phpl curl2 ] CMirror)” bad_user

## [ 53b] e access for robots

n A

SetEnvIfHoCasze User-Agent "~ Googlel Yandex] Yahood|

i 5pider| Robotl botl Parser! RSS! downl oadl grabl Indy)” bad_user

Deny from env=bad_user
<A1 fModul e

## And one more else security rule

£FilesMatch "%, Chtaccess! htpasswdl pll cgil shl sgll conf )&l tmpga "
Order allow, deny
Deny from all

£/FilesMatch:

<IfModul & mod_aut ol ndex, o
Options +Indexes
AddDef aul tCharset UTF-5

IfModule mod_dir, o
Directoryl ndex index html
<SIfModul e

## http: sohttpd apache. orgsdocsscurrent Smodsmod_aut of ndex, html #1 ndexopt 1 ons
IndexOptions +SuppressDescription +IgnoreCase +FoldersFirst +SuppressHTHMLPreambl e
IndexOptions +Mameblidth=# +Fancylndexing

## Hext 1ine for —---> Apachef x <---—-

IndexOptions -HTMLTable -IconsArelinks +IgnoreClient +IconHeight=1 +Iconblidth=l
## Hide some files types from 11s5t1ng

IndexIgnore . htaccess | hipasswd . webface x phpx % himx % txt % conf % log % tmpx

Hiss Path to webface f1les ####
HeaderHame ¢, webfaces/header. html
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EEJUMEMImE ¢, W2t JEes 1000, Teml

HHRBRABRAARAA Fath to error docs #HRERRARRERIIE

ErtarDocument 4681 7. webf aceserrorpages/ 461

ErrorDocument 483 £,

ErrorDocument <84

ErrorDocument SEA
ErrorDocument 582
ErrorDocument 583

<A1 FModul e

<IfModul e mod_mime, o>

g
g
g

!

webf ace/ertrarpagess 483
webf ace/ertarpages/ 464
webf ace/ertarpages/ SHA
webf ace/ertarpages/ Az
webf ace/ertrarpages/ SES

AddType applicationsoctet-stream . nup . tmp
AddType applicationszip . zip

AddType applications/x-gzip . gz . tar
## [isable scripts

AddType text himl
<STFModul e

ool Lpl L fool

. hitml
. hitml
. hitml
. hitml
. hitml
. hitml

L WEN L M1, exe | rar

.fpl . shtml . asp . jsp . sh



