# Restricted access to files
¢FilesMatch "0y
{1ockl cachel dbadl installed, jsonl composer, jsonl package. jsonl bower, jsonl CHAMGELOG, mdl READHME. mo
# Apache < 2,3
<IfModule ! mod_authz_core, c

Order allow, deny

Deny from all

Satisfy ALl

AT Modul e

# Apache = £ 3
<IfModul e mod_authz_core, c
Require all denied
<A1 fModul e
£/FilesMatch:

# 0on't show directory 115t1ngs

£l fModule mod_autol ndex, o
Options -Indexes

<A1 fModul e

# URL rew-tes
<IfModul e mod_rewrite, o
RewriteEngine On

# Set base If your site 15 running 1n a Yirtual Document Root
# Rewri teBase

1

# Redirect reguests to access the site with the "www ' preflx

# RewriteCond ZCHTTP_HOST? |

# RewriteCond ZCHTTP_HOST? ! “www', [HCT

# RewriteRule ™ https /swww, ZCHTTP_HOST? ECREGQUEST_URIZ [L, R=34117
# Redirect reguests to access the site without the ' www, '
# RewrlteCond XCHTTP_HOST? “www'. O +3% [HCT

# RewriteRule © https: /7% ZCREQUEST_LURI? [L, R=3811

porerix

# Redirect reqguests to access the site with HTTPS
# RewriteCond ZCHTTPS: off
# RewiteRule © https: /7 ECHTTP_HOST ECREQUEST_LIRTZ [L, BT



# Rewrite reguest to use the 1ndex, php
RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥{REQUEST_FILEMAMEY ! -d

)

FewriteRule ™ index, php [LI
<IfModul e mod_envw, o

SetEny HTTP_MOD_REWRITE On
AT Modul e

<IfModule ! mod_enw, cx
<IfModul e mod_headers, ¢
FequestHeader set MOD_REWRITE "0On"
</TfModul e
</TfModul e
</TfModul e

# Redirect admin URL, If rewrite 15 not enabl ed
<IfModule ! mod_rewrite, o
<IfModule mod_alias. c»

RedirectMatch o, ) 7<! index, phprs/adming $1/1ndex phpdadmin

AT Modul e
AT Modul e

# Media types
<IfModul e mod_mime,
AddType imageswvg+xml swvg swgz

<IfModule mod_deflate, o
AddEncoding gzip swoz
</TfModul e
</TfModul e

# Hormallze javascript mime type
<IfModule mod_mime, o

AddType applicationsjavascript js
</TfModul e

# Compression



<1TModul e mod_detflate, cx
# Force compression for mangled Accept-Encoding request headers
# https: s /devel oper, yahoo, comsbl ogs.sydnspushi ng-beyond-gz1 ppl ng-25661, Lt ml
£IfModule mod_setervif. o
<IfModul & mod_headers, ¢
SetEnvI fHoCase "¢ Accept-EncodXngl ¥-cept-Encodi ngl X{15%1 “{1531 -{1532% " {gzipl det
Encoding
FequestHeader append Accept-Encoding "ogzip, deflate” enw=HAVE_Accept-Encoding
/I fModul e
/I fModul e

<IfModule mod_filter, c
AddOutputFil terBuTupe DEFLATE "applicationd javascript”

“applications json" A
"applicationsrss+xml” A
"imagesbmp"
"imagessvg+xml" N
"imagesx-icon" A
“textsoss" A
“text/html" N

"text/plain”

/I fModul e

/I fModul e

# Expire headers

£IfModul e mod_expires. o
ExpiresActive on
ExpiresDefaul t "access plus 1 week"
ExpiresByType applicationd json "access plus A seconds"
ExpiresByTupe applicationsrss+xml "access plus A seconds"
ExpiresByType text/himl "access plus A seconds"
ExpiresByType text/plain "access plus A seconds"

# Use expires far Iin the future for css and javascript because Pagekit uses f11enames ti
ExpiresByTuype text/css "access plus 1 year”
ExpiresByTuype applicationd javascript "“access plus 1 year”

#Add 1mages and fonts to browser cache
<filesmatch ", ¢ jpgl jpedl gi fl pngl icol wof I wof f2)§" >
ExpiresDefault "access plus 1 month"



</filesmatch:
AT Modul e

# Avold FHP 5 6 deprecated gHTTP_RAL_FOST_DATA watni ngs
<IfModul e mod_phpS, c>

php_value always_popul ate_raw_post _data -1
<A1 fModul e



