#  BULLETFROOF . 47 1 »xx»2x» SECURE . HTHCCESS

# I you edit the BULLETFROOF . 47, 1 »x>xxxr» SECURE . HTACCESS text above

# you will see error messages on the BPS Security Status page

# BP5 15 reading the version number in the htaccess file to validate checks

#If you would 11ke to change what 15 di splayed above you

#will need to edit the BPS /1ncludessfunctions php file to match your changes

# If you update your WordPress Permalinks the code between BEGIH WordPress and

# EHD WordPress 15 replaced by WP htaccess code,

# This removes all of the BPS security code and replaces 1t with just the default WP htacce:
# To restore this file use BPS Restore or activate BulletProof Mode for your Root fol der ag.

# BEGIH WordFress

# THPORTANT! !'! DO HOT DELETE!!! - BEGIM Wordpress above or EMD WordPress — text in this fil
# They are reference points for WP, BP5 and other plugins to wite to this htaccess file

# TAFORTANT! !'! DO HOT DELETE!!! - BPSUSE BF5 UUERY STRIHG EXPLOITS - text

# BF5 needs to rind the - BPSQSE - text string in this file to walidate that your security |

# TUEN OFF YOLUR SERYER 5IGHATLREE
ServersSignature OFf

# ADD A FPHF HAKDLEFR
#If you are using a PHP Handl er add your web hosts PHP Handl e bel ow

# CUSTOM CODE TOF - Your Custom . htaccess code will be created here with Autofagi c

# 00 HOT SHOW DIRECTORY LISTIHG

#If you are getting 588 Errors when activating BPS then comment out Options -Indexes

# by adding a # sign in front of it. If there 15 a typo aywhere in this file you will also
Options -Indexes

# DIRECTORY ITHDEX FORCE IHDEX PHP

# Use Index, php a5 default directory 1ndsx file
# index, html will be Ignored will not 1oad,
Directoryl ndex index, php index html /index php

# BP5 FRO ERROR LOGGIHE AMD TRACKIME - Available in BPS FPro only

# BF5 Fro has premade 483 Forbl dden, <908 Bad Request and 4984 Hot Found files that are used

# to track and 1og 483, 488 and 984 errors that occur on your website When a hacker attemp:
# hack your website the hackers IP address, Host name, Request Method, Referering 1ink. the
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# FTEQqQUESLED resodro.e, LNE User ggernt or LNg [gocker Jrid LNe gQuery Soriryg Used 171 Lrg gl gL
# BF5 Fro Log files are added to the P-Security All Purpose File Manager to view them,

# All BFS5 FPro log files are htaccess protected so that only you can view them,

# The 486, php, 483 php and 4984, php files are located 1n Swp-content./pl ugl nssbul 1 et proof -sec
# The 488 and 483 Error logging files are already set up and will sutomatically start 1ogol
# arter you 1nstall BP5 FPro and have activated BulletFroof Mode for yous Root ol der,

#If you would 1ike to 1og 484 ervors you will need to copy the 1ogging code 1n the BPS Fro
# to yowr Thems's 484, php templ ate file. Simple 1nstructions are included in the BFS Fro <6
# You can open the BPS Fro 484, php file using the WP Flugins Editor or by usimg the BPS Fro
# HOTE: By default WordPress automatically looks in you Thems's folder for a 484, php temol.

#EFrorbocument 488 Swp-cont ent /ol ugl nssbul 1et proof -securl tysd988, php
#Errorbocument 483 Swp-cont ent /ol ugl nssbul 1et proof -securl tysd9835, php
ErrorDocument 484 /484, php

# DEMNY ACCESS TO FROTECTED SERYER FILES - . htaccess, . htpasswd and all file names startimg o
RedirectMatch 483 /.. =%

FewriteEngine On

RewriteBase /

FewriteRule “wp-adminsincludess - [F, L]

FewriteRule ! "wp-includes/ - [5=31

FewriteRule “wp-includess["/1+\, phps - [F, L]

FewriteRule “wp-includes/ js/tinumcesl angss. +%. php - [F, L]
FewriteRule “wp-includesstheme-compats - [F, L]

FewriteEngine On
RewriteBase /
FewriteRule “indexh, phpd - [L]

# REGUEST FMETHODS FILTERELD

# This rfilter 1= for blocking junk bots and spam bots from making a HEAD request, but may A
# HEAD regqguests from bots that you want to allow in certain cases, This 15 not 3 securlty £
# a5 nuizsance filter, This filter will not block any important bots 1ike the google bot, IT |
# all bots to make a HEAD request then remove HEADR from the Reguest Method £i1ter,

# The TRACE, DELETE, TRACK and DEBUG request methods should never be allowesd a031nst your
FewriteEngine On

RewriteCond #{REQUEST_METHOD “{HEADI TRACE|I DELETEI TRACKI DEBUGY [HCI

RewriteRule “(, #3$ - [F,L]

# FLUGTHS AHD YARTOUS EXFLOIT FILTER SKIF RLLES



# IMAFPORTHNT! P! I gou 3dd oF remove 3 skip rule you must change 5= to the new sk1p number
# Example: If RewiteRule 5=5 15 deleted than change 5=6 to 5=5, 5=7 to 5=6, et

# CUSTOM CODE FLUGTH FIXES - Your plugin f1xes . htaccess code will be created here with Auti

# Admi ner MysQOL management tool data popul ate

FewriteCond ¥{REOUEST_URIY “/wp-content/pluginsdadminers [HCI

RewriteRule . - [5=12]

# Comment Spam Fack MU Plugin - CAPTCHA 1mages not di spl syl ng

FewriteCond ¥{REQUEST_URIY “/wp-content/mu-plugins/custom—anti-spams [HC]
RewriteRule . - [5=111]

# FPeters Custom Antl-5Spam di splay CAPTCHA Image

FewriteCond #¥REOUEST_URIY “/wp-content/plugins/ peters-custom-anti-spam-images [HC]
RewriteRule . - [S5=1@]

# Status Updater plugin b connect

FewriteCond #¥REQUEST_URIY “/wp-content/plugins/fb-status-updaters [HC]
RewriteRule . - [5=9]

# Stream ¥ideo Flayer - Adding FLY Yideos Bl ocked

FewriteCond ¥{REQUEST_URIY “/wp-content/pluginsdstream-video-players [HC]
RewriteRule . - [5=E]

# XCloner 4984 or 483 ertor when updating settings

RewriteCond #¥REQUEST_URIY “/wp-content/pluginssxcl oner-backup-and-restores [HC]
RewriteRule . - [5=7]

# BuddyFress Logout Redirect

FewriteCond ¥C0UERY_STRIMGY action=1ogoutéredirect _to=shttpiESA%EFEEFC, 0 [HC]
RewriteRule . - [5=E]

# redirect_to=

RewriteCond #{OUERY_STRIMGY redirect_to=(, ) [HC]

RewriteRule . - [5=E]

# Login FPlugins Password Reset And Redirect 1

FewriteCond ¥C0UERY_STRIMGY action=resetpassikey=0. 1 [HC]

RewriteRule . - [5=4]

# Login FPlugins Password Reset And Redirect 2

FewriteCond ¥{0UERY_STRIMGY action=rp&key=0. ) [HC]

RewriteRule . - [5=3]

# TIMTHLUME FOREID EFI EY HOST HAME EBUT ALLOW THTERHAL REOUESTS

RewriteCond #{OUERY_STRIMGY ~ =Chttpl httpsl ftpd CE3A1: 2CEEFI A CEEF Adwa {8, 33, 7

i bl ogger| picasal bl ogspot! tsunamil petapolitikl photobucket! imgurl i mageshack| wordpressh, coml 1m
thegame), = [HC, ORI

RewriteCond #¥{THE_REQUESTY ~ #Chttpl httpsl fLpd CE3A: 2CEEF] A CEEF A Cwr €8, 33, 7



i bl ogger| picasal blogspot! tsunamil petapolitikl photobucket! imgurl i mageshack! wordpresst, coml im
thegame), § [HCI

FewriteRule . # index php [F, L]
RewriteCond #{REQUEST_URIZ Ctimthumb. phpl phpthumbs, phpl thombs, phpl thumbss, phpy [HC]
RewriteRule . - [5=1]

# BFS0SE BFS OUERY STRIMG EXFLOITS

# The 11bwww-per] User Agent 1= forbldden - Many bad bots use 11 bwww-per] modul 25,
# Good sites such as W3C use 1t for thelr W3C-LinkCh
# Add or remove user agents temporarily o permanently from the first User Agent Filter bel
# If you want 3 115t of bad bots o User Agents to block then scroll to the end of this file

but  some

ek GF,

FewriteCond #¥{HTTP_USER_AGEMTI (1ibwww-perl| waet! pgthonl niktol curll scanl javal winhttpl clshttg
RewriteCond ¥{HTTP_USER_AGEMTI C¥AAI ¥ADI %271 #3CI #3EI ¥AE) [HC, OR]
RewriteCond #¥CHTTP_USER_AGEMTI 1<l =1 171521 WO BRI 2801 E221 271 ¥281 %301 %3E #¥080, 011 buww-

perll wget! puthonl niktol curll scanl javal winhbttpl HTTrackl clshttpl archiver| 1oader| emaill harvestl
HLTHE_REQUESTY 7% HTTPY [HC, ORI

BLTHE_REQUEST A=y HTTPS [HC, ORI

HLTHE_REQUESTY etc/passwd [HC, ORI

%L THE_REQUESTY cai-bin [HC, ORI

BLTHE_REQUESTY CHEEAN 801 WSl shwmd [HC, OR]

FPIREQUEST_URI Y owsswrh, dll [HC, ORI

HLHTTP_REFERERY <8Rl #80DI HACI E3EN %88y [HC, ORI

%{HTTP_REFERERY . opendirwiewerh, [HC, ORI

HTHTTP_REFERERY wusersh, skuneth, be. = [HC, ORI

HLOUERY _STRIMGY [a-zR-28-9_1=http /7 [OR]

BLOUERY _STRIMGY [a-zR-E28-9_1=C% N, 5570+ [OR]

BLOUERY _STRIMGY [a-zR-28-9_1=/C[a-zB8-9_, 17771+ [HC, OR]

HLOUERY _STRIMGY M=PHPLB-9a-f1{EX-[B8-9a-f1{d}-[B-9a-f1{d:-[B-9a-f1{d:-[B-9a-T1{1:
BLOUERY _STRIHGE oMM AN N 2 [ORD

HLOUERY _STRIMGY fiph: [HC, ORI

HLOUERY _STRIMGY hitph: [HC, ORI

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

]
oy

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond
Rewri teCond

ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:
ELOUERY _STRIHG:

ELOUERY _STRIHG:

httpsh: [HC, ORI

W=hlwhl [HC, ORI

(L) /self 0«0 % [HC, ORI

“(, #)cPath=http /40, )% [HC, OR]
(%< %30, #script, =08 ¥3E) [HC, OR]

Gl ¥3CHCL s #sh+oriph, #0x] ¥3EY [HC, OR]

CAEE0, #embed, =08 EEEY [HC, ORI

Ll ¥3CHC0"el #ed +mbed, #C | ¥3E) [HC, ORI

Ch] 300, #object. (4] ¥3EY [HC, OR]

Cl ¥3CHC0 "ol #0r +bject, «0x] ¥3EY [HC, OR]



RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond
RewriteCond

ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:
ECOUERY _STRIMG:

(<] %300, #1frame, =0\ %3E) [HC, OR]
ClEACICL T #1i) +frame, =0 ¥3E) [HC, OR]
basebd_encode, =\, 5\ [HC, OR]
basebd_enl dedcodel "0 1%L ™21+ [HC, OR]
GLOBALSC = %[ vE[B-9R-2118, 232 [OR]
_REQUESTC = SO SNELB-9R-2148, 232 [OR]
ToaNDENTENC N €] 2] %3c] #3el ¥5bl #5dy, + [HC, ORI
“L#ChBA YAl xBEl wxBdl el Bl vxZEl hx3cl SxEel wxEhl hxSdl v, [
CHULLI OUTFILEl LORD_FILEY [OR]

AN A A +imotdl etel bind CHC, OR]

rlocal hostl loopbackl 1275, 8%, 8%, 12 [HC, OR]

Cl =t ] EBAL EE0 E2TI 301 ¥3E ¥AA) [HC, OR]
concatl ™ (1% [HC, ORI

uniont[ "sl+s)+elect [HC, ORI

unionc[ "al+ar+11C0 "sl+s)+elect [HC, OR]

Crl<h =l 1" ] 28R ER01 E221 ¥271 ¥3C1 %3E ¥Pa), =

i /%¢l unionl sel ectl insert| dropl del etel updatel castl createl charl convertl al terl decl arel order| sct
FewriteCond ¥{OUERY_STRIMGY (sp_executesqgl) [HCI

RewriteRul e

“o#2% - [F, L]

RewriteCond #{REQUEST_FILEMAMEY ! -f
RewriteCond ¥C{REQUEST_FILEMAMEX ! -d

RewriteRule .

Aindex, php [LI

# DEMNY BROWSER ACCESS TO THESE FILES

# wp-config php, bb-config php, php ini, phps 161,
# Feplace Allow from 56,

# pound sign # from in front of the Allow from 11ne of code below to access t

~esdme. fitml

77 BB 55 with your current IP address and remove the

# riles directly from your browser,

£FilesMatch " “Cwp-configh. phpl phpt. inil phpSt, inil readmes, btmll bb-configs., phpa "

Order allow, deny

Deny from all

#A11ow from G5,

-
b

-1

iy

</FilesMatchs

# THPORTANT! ! DO HOT DELETE!!! the EHD WordPress

# EHC WotrdPress

# CUSTOM CODE BOTTOMN - Your Custom . htaccess

text below

e will be created here with Autolagl c

# BLOCK HOTLINKTHG TO IHAGES



# To Test that your Hotlinking protection 15 working wisit httoe s/al tlab, comsht access_tutor
#Rewr1 tefngl ne On

#Rewrl teCond XCHTTF_REFERER: ! “https?: /7 Cwww', J 7add-your--domal n-heret, com [HCT

#Rewrl teCond XTHTTP_REFERER: ! 7%

#Rewrl teRul & . #y, ( jpegl jogl gl £l bmpl png2 & - [F]

# BLOCK MORE BAL BOTS RIFFERS RAHD OFFLIHE BROWSERS

# If you would 11ke to bBlock more bad bots you can get 3 blacklist from

# http: /7 perl shabl epress, comspress, 20877 6,26/ ul t1 mat e-ht access-bl acklists

# You should moni tor your site very closely for at 1east 3 week If you add 3 bad bots 115t
# to see 1 any website traffic problems or other probl ems occur,

# Copy and paste your bad bots user agent code 115t directly bel ow,



