# every other rewl tesredl

# Use the front controller as 1ndex file

# mod_rewter, Additionally,

Directoryl ndex app. php

<IfModul e mod_rewrite, o

FewriteEngine On

# Block Bad Fots

EL

t fails (e, g In an ali

b e ]

thi=s reduces

# start page (path "/"3 because otherwl se Apache will apply the
# to each configured DIrectorylndex file (e g 1ndex. phpo, Index html, 1ndex pll,

& Scrapers

# https: s/gl thub, comsbl ued-agonz.s bad-bot -b1 ock et
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"Aboundex" bad_bot
"8Alegs" bad_bot
"3665pi der” bad_bot
""Java" bad_bot
""Cogentbot” bad_bot
""Alexibot" bad_bot
""asterias" bad_bot
""attach” bad_bot

" "BackDoorBot" bad_bot
""Backlleb" bad_bot
"Bandit" bad_bot
""BatchFTP" bad_bot
""Bigfoot” bad_bot
""Black, Hole" bad_bot
"Bl ackMidow" bad_bot
""BlowFish" bad_bot
""BotALot" bad_bot
"Buddy" bad_bot
""BuiltBotTough" bad_bot
""Bullseys" bad_bot
""BunnysSlippers" bad_bot
""Cegbfeieh” bad_bot
""CheeseBot" bad_bot
"“CherruPicker” bad_bot
""ChinaCl aw" bad_bot
"Collector” bad_bot
"Copier" bad_bot
""CopyRi ghtCheck” bad_bot

It serves 35 4 fallback solutlon when
ssed envl Fonment  wi thout
the matching process for the

el ting rul es
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""Crescent” bad_bot
""Custo" bad_bot
"TAIBOT" bad_bot
""DISCo" bad_bot
""DIIbot" bad_bot
"DittoSpuder” bad_bot

n

Downl oads Demon” bad_bot

n

Downl oads Devil" bad_bot

n

Downl oad Wonder" bad_bot
""dragonfly” bad_bot
""Drip" bad_bot
""eCatch" bad_bot
""EasybL" bad_bot

" "ebingbong" bad_bot
""EirGrabber" bad_bot
""EmailCollector” bad_bot
" "EmailSiphon” bad_bot
""Emaillol f* bad_bot
""EroCrawler" bad_bot
""Exabot" bad_bot
""Expressh WebPictures" bad_bot
"Extractor” bad_bot

""EyeMetIE" bad_bot

""Foobot" bad_bot

"“flunky" bad_bot

""FrontPage" bad_bot

" "Go-Ahead-Got-It" bad_bot
"~aotit" bad_bat

" "GrabMet" bad_bot

""Graful 2" bad_bot

" "Harvest" bad_bot

""hloader" bad_bot

““Hrview" bad_bot

""HTTrack" bad_bot
““humanlinks" bad_bot
""I1seBot" bad_bot

n

Image’ Stripper"” bad_bot
""Imaget Sucker" bad_bot
“Indy Library" bad_bot
"“InfoMaviRobot" bad_bot

- -
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zser-Agent
zser-Agent
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“Intfolekles” bad_bot
“Intellisesk" bad_bot
“InterGET" bad_bot
“Internett Hinja" bad_bot
“Iria" bad_bot
“Jakarta" bad_bot
“JennuBot" bad_bot
“JetCar" bad_bot
“J0C" bad_bot
“Justview" bad_bot
“Jyxobot"  bad_bot

“Kenjin Spider” bad_bot
“Kegword, Density" bad_bot
“larbin" bad_bot
“LexiBot" bad_bot
“1ftp" bad_bot
“liblkleb/cl sHTTP" bad_bot
“likse" bad_bot
“LinkextractorPro” bad_bot
“LinkScands la Unix" bad_bot
“LHSpi derguy” bad_bot
“LinkWalker" bad_bot
“lwp-trivial" bad_bot
“LWP: : Simple" bad_bot
“Magnet"” bad_bot
“Mag-Het" bad_bot
“Marklatch” bad_bot

“Mass Downloader"” bad_bot
“Mata, Hari" bad_bot

“Memo” bad_bot
“Microsoft, URL" bad_bot
“Microsofts URLY Control" bad_bot
“MIDown' tool" bad_bot

“MIIxpc" bad_bot
“Mirror" bad_bot
“Missiguat Locator" bad_bot
“Mistery Pix" bad_bot
“moget" bad_bot
“Mozillas3 Mozillad2 B1" bad_bot
“Mozilla *MEWT" bad_bot
“MAMEPROTECT" bad_bot



SetEnvI fHoCase User-Agent " “Mavroad" bad_bot

SetEnvI fHoCase User-Agent " “HearSite" bad_bot

SetEnvI fHoCase User-Agent " “HMetAnts" bad_bot

SetEnvI fHoCase User-Agent " “HMetcraft" bad_bot

SetEnvI fHoCase User-Agent " “HetMechanic" bad_bot
SetEnvI fHoCase User-Agent " “HetSpider" bad_bot
SetEnvI fHoCase User-Agent " “Het' Yampire" bad_bot
SetEnvI fHoCase User-Agent " “HetZIP" bad_bot

SetEnvI fHoCase User-Agent " “HextGenSearchBot" bad_bot
SetEnvI fHoCase User-Agent " “HE" bad_bot

SetEnvI fHoCase User-Agent " “HICErsPRO" bad_bot
SetEnvI fHoCase User-Agent " “niki-bot" bad_bot

SetEnvI fHoCase User-Agent " “HimbleCrawler" bad_bot
SetEnvI fHoCase User-Agent "“HMinja" bad_bot

SetEnvI fHoCase User-Agent " “HPbot" bad_bot

"“Octopus” bad_bot

SetEnvI fHoCase User-Agent "“0fflineh Explorer” bad_bot
SetEnvI fHoCase User-Agent " “0fflineh Mavigator" bad_bot
SetEnvI fHoCase User-Agent " “0penfind” bad_bot

SetEnvI fHoCase User-Agent " “0utfoxBot" bad_bot
SetEnvI fHoCase User-Agent " “PageGrabber” bad_bot
SetEnvI fHoCase User-Agent " “Papah Foto" bad_bot
SetEnvI fHoCase User-Agent " “pavuk" bad_bot

SetEnvl fHoCase User-Agent

SetEnvI fHoCase User-Agent " “pcBrowser” bad_bot

SetEnvI fHoCase User-Agent " “PHPW wersion' tracker" bad_bot
SetEnvI fHoCase User-Agent " “Pockey" bad_bot

SetEnvI fHoCase User-Agent " “ProPowerBotsZ 14" bad_bot
SetEnvI fHoCase User-Agent " “Proleblal ker" bad_bot

SetEnvI fHoCase User-Agent " “psbot" bad_bot

SetEnvI fHoCase User-Agent " “Pump" bad_bot

n A

SetEnvl fHoCase User-Agent QueryH. Metasearch” bad_bot
SetEnvI fHoCase User-Agent " “Real Downl oad" bad_bot
SetEnvI fHoCase User-Agent "Reaper” bad_bot

SetEnvI fHoCase User-Agent "Recorder” bad_bot

SetEnvI fHoCase User-Agent " “ReGet" bad_bot

SetEnvI fHoCase User-Agent " “RepoMonkey” bad_bot
SetEnvI fHoCase User-Agent " “RMA" bad_bot

SetEnvI fHoCase User-Agent "Siphon” bad_bot
SetEnvI fHoCase User-Agent " *5iteSnagoer” bad_bot
SetEnvI fHoCase User-Agent " “SluSearch” bad_bot

SetEnvI fHoCase User-Agent " “SmartDownl oad" bad_bot



SetEnvI fHoCase

zer-Agent

n

Snake" bad_bot

SetEnvI fHoCase User-Agent " “Snapbot” bad_bot

SetEnvI fHoCase User-Agent " “Snoopy” bad_bot

SetEnvI fHoCase User-Agent " “sogou” bad_bot

SetEnvI fHoCase User-Agent " “SpaceBison” bad_bot
SetEnvI fHoCase User-Agent " “SpankBot" bad_bot

SetEnvI fHoCase User-Agent " “spanner” bad_bot

SetEnvI fHoCase User-Agent " “Squorm” bad_bot

SetEnvI fHoCase User-Agent "Stripper” bad_bot

SetEnvI fHoCase User-Agent "Sucker" bad_bot

SetEnvI fHoCase User-Agent " “SuperBot" bad_bot

SetEnvI fHoCase User-Agent " “SuperHTTP" bad_bot
SetEnvI fHoCase User-Agent " “Surfbot” bad_bot

SetEnvI fHoCase User-Agent " “suzuran” bad_bot

SetEnvI fHoCase User-Agent " “Szukaczsl, 4" bad_bot
SetEnvI fHoCase User-Agent " “tAkelut" bad_bot

SetEnvI fHoCase User-Agent " “Teleport” bad_bot

SetEnvI fHoCase User-Agent "“Telesoft" bad_bot

SetEnvI fHoCase User-Agent "“TurnitinBot/1, 5" bad_bot
SetEnvI fHoCase User-Agent " “The, Intraformant” bad_bot
SetEnvI fHoCase User-Agent " “TheMomad" bad_bot

SetEnvI fHoCase User-Agent "“Tight TwatBot" bad_baot
SetEnvIfHoCase User-Agent "“Titan" bad_bot

SetEnvI fHoCase User-Agent " “True_Robot" bad_bot
SetEnvI fHoCase User-Agent " “turingos" bad_bot

SetEnvI fHoCase User-Agent " “TurnitinBot" bad_bot
SetEnvI fHoCase User-Agent " “URLy. Warning" bad_bat
SetEnvI fHoCase User-Agent " “Vacuum" bad_bot

SetEnvI fHoCase User-Agent "“YCI" bad_bot

SetEnvI fHoCase User-Agent " “Woi dEYE" bad_bot

SetEnvI fHoCase User-Agent " “lebh Imageh Collector” bad_bot
SetEnvI fHoCase User-Agent " “Webh Sucker" bad_bot
SetEnvI fHoCase User-Agent " “WebAuto" bad_bot

SetEnvI fHoCase User-Agent " “WebBandit" bad_bot
SetEnvI fHoCase User-Agent " “Webclipping com” bad_bot
SetEnvI fHoCase User-Agent " “WebCopier" bad_bot
SetEnvI fHoCase User-Agent " “WebEMailExtrac, " bad_bot
SetEnvI fHoCase User-Agent " “WebEnhancer” bad_bot
SetEnvI fHoCase User-Agent " “WebFetch" bad_bot

SetEnvI fHoCase User-Agent " “WebGo 15" bad_bot
SetEnvI fHoCase User-Agent " “Web, Image. Collector” bad_bot



SetEnvI fHoCase User-Agent " “WeblLeacher" bad_bot

SetEnvI fHoCase User-Agent " “WebmasterWorl dForumBot” bad_bot
SetEnvI fHoCase User-Agent " “lebReaper” bad_bot

SetEnvI fHoCase User-Agent " “WebSauger” bad_bot

SetEnvI fHoCase User-Agent "“Website’ eXtractor” bad_bot
SetEnvI fHoCase User-Agent " “Websiteh Quester" bad_bot
SetEnvI fHoCase User-Agent " “Webster" bad_bot

SetEnvIfHoCase User-Agent " “WebStripper” bad_bot
SetEnvIfHoCase User-Agent " “Weblhacker" bad_bot

SetEnvI fHoCase User-Agent " “WebZIP" bad_bot

SetEnvI fHoCase User-Agent "Hhacker" bad_bot

SetEnvIfHoCase User-Agent " “Widow" bad_bot

SetEnvI fHoCase User-Agent " “WISEMutbot" bad_bot

SetEnvI fHoCase User-Agent " “WWWOFFLE" bad_bot

SetEnvI fHoCase User-Agent " “WWW-Collector-E" bad_bot
SetEnvI fHoCase User-Agent "“xaldon" bad_bot

SetEnvI fHoCase User-Agent " “xenu" bad_bot

SetEnvI fHoCase User-Agent " “Feus" bad_bot
SetEnvI fHoCase User-Agent "ZmEl" bad_bot
SetEnvI fHoCase User-Agent " “Fuborg” bad_bot

# Yulnerability Scanners
SetEnvI fHoCase User-Agent "Acunetix" bad_bot
SetEnvIfHoCase UUser-Agent "FHscan" bad_bot

# Aggressive Chinese Search Engl ne
SetEnvIfHoCase User-Agent "Balduspider" bad_bot

# Aggressive Russian Search Englne
SetEnvIfHoCase User-Agent "Yandex" bad_bot

<Limit GET POST HEAD:
Order ALLow, Deny
Allow from all

# Cywelllance

deny from 33 188, 19, 3529
deny from 33 188, 21, 87524
deny from 33 188, 41, 64726
deny from 33 185 71, 8525
deny from 33 185 33 8527



deny from 35 112 Z1, 148738
deny from 35 118 42 32729

deny from 65, 213, 285 128727
deny from 65, 222 176, 967527
deny from 65, 222, 185, V2729

Deny from env=bad_bot
<ALimits

# Determine the Rewrltefase sutomatically and set 1t as environment warlabl e
# If you are using Apache allases to do mass virtual hosting or [nstalled the
# project 1n 3 subdirectory, the base path will be prepended to allow proper
# resolution of the app php file and to redirect to the correct URI It will

# work 1n envitonments without path preflx a5 well, providing 3 safe, one-size
# rits all solution, But 35 you do not need it in this case, you can comment

# the following £ 11nes to eliminate the overhead,

RewriteCond #{REQUEST_URIX:: §1 “C/, +2/0, %11 \2§

RewriteRule ", #) - [E=BRASE: ¥11

# Redirect to URT without front controller to prevent duplicate content

# cwith and without “Aapp php'i, Only do this redirect on the initial

# rewite by Apache and not on subseqguent cycles, Otherwl se we would get an
# endl ess reditect 1oop (reqguest -» rewrite to front controller -3

# redirect -» reguest -» .., 0,

# 50 In case you get 3 "too many redirects" error or you a3l ways get redirected
# to the start page because your Apache does not expose the REDIRECT_STATLUS
# environment wariable. you have £ chol ces:

# - disable this reature by commenting the following £ 11nes or

# - use Apache >= £ 3 9 and replace all L flags by EHD flags and remove the
#  following Rewl teCond (best =solutlon?

RewriteCond #%{EMY: REDIRECT_STATUSY "%

RewriteRule “apph, phpl/C, 2 $0 ¥{EMY: BASE: /32 [R=3A1, L]

# If the reqguested filenams exists, simply serve It

# We only want to 1et Apache serve fl1l1es and not directorl es,
RewriteCond #{REQUEST_FILEMAMEY -f

RewriteRule .7 - [L]

# Rewite all other gueries to the front controller,
RewriteRule . 7 %{EHV: BASE}/app. php [L1]
<SIfModul e



<IfModule ! mod_tewrite, o
<IfModule mod_alias. c»
# When mod_rewite 15 not available, we Instruct a temporary redirect of
# the start page to the front controller explicitly so that the website
# and the genesrated 1inks can still be used,
RedirectMatch 3682 “/% /app. php/
# Redirect Temp cannot be used 1nstesd
</ 1 fModul e
</ 1 fModul e

<IfModule mod_deflate, o

# Compresion de js uy css

AddOutputFilter DEFLATE js css

AddOutputFilterBuTupe DEFLATE text/text text/html text/plain text/xml text/css
applicationdx-javascript applicationsjavascript applications json
</TfModul e

<IfModul e mod_headetrs, c»
Header append Yary User-Agent env=! dont-vary

ExpiresActive On

Expireshefault "modification plus 1 week"
ExpiresByTupe imagesx-icon “"modification plus 1 month"
ExpiresByType imagesogif "modification plus 1 month"
ExpiresByTupe imagespng "modification plus 1 month"
ExpiresByTupe imagesjpeq “modification plus 1 day”
</TfModul e



